l ipsMake.c.,m

TipsMake > Application >Social Network >

How to identify Fanpage phishing like sentences on
Facebook

Like and share to receive billions of VND gifts, or give away a car for those who are lucky to take the following
steps, ... are too popular calls now on Facebook. Although the scam is not new, there are many people who
tricked into such tricks, mistaking it to be the official Fanpage of a certain company or manufacturer.

Likes like scams on Facebook often have content like donating Vespa cars, giving iPhone phones when you like
and sharing more and more people, the higher the chances of winning. Advertising tricks hit the "gods'
mentality in alot of people is not rare on Facebook, but the number is tricky is not alittle. Tens of thousands of
likes, share or comments still massively increased constantly.

So how can | know such phishing scams? Join the Network Administrator to get rid of the tricks, as well as give
yourself avigilance against the scams on Facebook.

1. Bewary of hundreds of billion gifts

Currently, the like like scams are mostly taken from the names and logos of famous genuine automakers such as
Piaggio, Honda, etc., making people believe in their authenticity. Expensive vehicles become reward if we do
like, share and comment like Vespa, Y amaha even to Prosche cars. Of course, they are just "lucrative bait" that
many virtual Fanpage seduce and have been very successful when many people believe they arereal.
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This has hit right on the psychology of consumers, there are immediately expensive gifts that the way to receive
it can not be easier, just share and like to have a chance to receive gifts. An employee will have hundreds of
thousands of people who believe and follow, inadvertently abetting the purpose of the islanders.
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Virtual Fanpages are created with the first step of increasing the number of people who like, share, create trust
and great interaction with users. But soon, they will close these virtual sites, change the name to a new page,
delete the fraudulent ads that receive rewards. The main purpose is to transfer and resell to brands that need
Fanpage to make a profit. Thus, many people have become tools to make money for crooks with the way too
easy, too simple to hit the lightness of the people.

2. How to identify fraudulent tricks of virtual Fanpgae?

It is not too difficult to let you know what is a virtual page, but a"cheap” like game. If we pay attention, we will
see the establishment time of relatively short pages, maybe months or even days. Another thing that is easy to
recognize is that the phishing page is the amount of status posted on the dense page, which is often the ads, or
the huge rewards to push the established time on the timeline, creating credibility with the visitors Virtual page
access.

The advice for you to read is that, before you see the types of invitations to entice and click like or share for any
Fanpgae page, check all the information of those pages, especially the establishment time to determine if a
phishing page is present. Genuine sites will set up for years, not just as short as the virtual site.

For genuine Fanpage pages, we will see the " Quality" feature or " v" confirmation sign next to the page name.
Thissign isrelatively easy to distinguish between what is genuine and what is not, so you need to pay attention.
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Even if the virtual pages have the names of big brands, they all have different names such as having five or
mor e dots next to the page name like "Mercedes Benz 2016", "Apple Iphone 6s." Or maybe pay attention to the
phishing site logo that will have details different from the genuine logo, the images of the awards are very
blurry. So users need to pay attention to any information that appears on the page to check the authenticity.
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3. How to deal with virtual Fanpage pages

When it is certain that thisis avirtual site, impersonating a certain company, Facebook users can send reports to
the administrators of Facebook through the button right next to the Fanpage name. Thanks to those reports,
Facebook will check the virtual pages you report. When detecting user fraudulent information, without being
truthful, administrators will immediately close virtual pages.



Currently some genuine sites such as Honda, Mercedes-Benz have also posted many corrections and warnings to
users with scams. All gift giving programs are bogus and consumers need to be careful to share persona
information, as they require information to receive gifts.

Be a smart consumer to not become a puppet and a money-making tool in the hands of scammers on virtual
Fanpgae.

Refer to thefollowing article:

1. How to retrieve a hacked Facebook account

1. Enhance Facebook account security in 5 steps

1. 10 ways to access Facebook and blocked websites
Hopethisarticleisuseful to you!

Y ou finished reading the article "How to identify Fanpage phishing like sentences on Facebook" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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