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How to Hide Evidence on a Computer

Ever believe that someone is going to take alook at your computer? Afraid that the cops might look at your
computer? Y ou have content that you don't want other people to see but you. Hereis away to hide the evidence!

For Windows users,...
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For Windows users, if you have a folder, put it in the recycle bin and empty therecycle bin.
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Click Start, then click Control panel.
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Click Network and Internet then go to Internet options.
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Click " Delete" to clear up cookies and internet history. If you have a different version, then just click
delete all.

1. Note: Emptying the recycle bin will not completely erase the file from your system. Its still possible
to recover the file. Use afile shredder to completely overwrite the file and make sure that no oneis
abletoretrieveit.

2. If you need to destroy all the information on a computer in an emergency, your best bet isto use
Darik's Boot and Nuke. Thiswill wipe a hard drive and over write the datato get rid of all possible
ways of recovering data.
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Usethe program CCleaner (freeware) from Piriform Ltd. It removesfiles like windows logs,
temporary folder data, old prefetch data. Not even Bill Gates himself will recover anything. Set the secure
erasing to Gutmann, in the preferences page.
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Mac OS
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For Macs, if you use Mozilla Firefox open it up.



2. Picture 8 of How to Hide Evidence on a Computer

Click Clear Private Data
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If you havefilesand folders put them in thetrash.
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Empty thetrash by clicking finder and emptying trash.
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Click theappleicon and go to recent items.



Click clear all.
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Gotorecent foldersby clicking on the go tab.
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Clear therecent folders.
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10.

For Safari users, go to Safari--> Reset Safari--> check all that apply. This operation cannot be undone.
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Alternative Mac OS
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Gotodisk utility, choosethe OS and click the erase tab.
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Click Erase Free Space.
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Click Either 7-Pass Erase of Deleted Files or 35-Pass Erase of Deleted Files.

1. Thismeansthat your computer will erase all the free space and overwrite the date by adding 0's
seven or 35 times making deleted files unrecoverable. 7 timesis considered DOD (5220.22-M)
sufficient and 35 times is considered impossible whatsoever. (Gutmann method). If the government
seized your computer, and you used the Gutmann method before it was seized, given the time and
proper equipment(which costs thousands of dollars), they would only be able to recover bits and
pieces of the data but not the whole dataitself. Thisincludes CIA, FBI, National Security and other

government agency that cannot fully restore the data.
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Open console and type shred file_to_delete. Shred will overwrite the file content many times, making it
near impossible to recover even by the most experienced hackers.
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ator (user "root"), use "sudo =commands".

shred also workswith hard drives (shred /dev/hdc, for instance). Shredding the hard driveisalong
task, so be sure you have enough time. Also, be sure you are shredding the correct drive and partition.
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Never useany "user friendly” tool like file manager to delete the secret infor mation. Files, deleted
with such programs, can usually be easily recovered by the specialist even after along time.

Y ou finished reading the article "How to Hide Evidence on a Computer” edited by the TipsM ake team. We
hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on
tips and guides. Thank you for reading and for following us regularly.

© 2019 TipsMake.com


https://tipsmake.com

