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How toget rid of root virus* .OSIRIS -
Ransomwar e L ocky?

If you open any personal document and you see that document has an extension of [8_random_characters) -
[4 random_characters] - [4_random_characters] - [12_random_characters] .osiris. Chances are your computer
has been attacked by ransomware Locky.

If you open any personal document and you see that document has an extension of [8 random_characterg] -
[4 random_characters] - [4 random_characters] - [12 random_characters] .osiris . Chances are your
computer has been attacked by ransomware Locky.

For a better understanding of ransomware, readers can refer to the information here.

Locky is afile encryption ransomware, which encrypts the personal documents it finds on the computers of the
"victims" attacked by it, using RSA-2048 key (AES CBC 256 encryption algorithm). bit), then will display a
message saying that to decrypt the data you need to pay about 2.5 Bitcoins, or approximately $ 1880.

ind decrypt program, which is on our secret|

The instructions are 'bundled' on victim computersin 3 files: OSIRIS.html, OSIRIS [4 digit_number] .html,
and OSIRIS.bmp.


https://tipsmake.com
https://tipsmake.com/c/system/
https://tipsmake.com/c/security-solution/
https://tipsmake.com/how-to-get-rid-of-root-virus-*-osiris-ransomware-locky
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Locky Decryptor™

We mamw-mmumnw"-
which allows to d and retum control to al your encrypted fies.

How to buy Locky Deayptor™?

Emummhu\mntwﬂnmnmﬂm many methods to get them.

Simolest online walet or Some other methods of creating wallet

Purdwhq Biecoins, akthough &'s not yet easy to buy bitcohs, s gatting simpler every day.

Hare ane our recommendations:

lcabicoing.com (W) Buy BEcolns with Wastern Union,
congfecom Recommended for fast, simple senvice,
Payment Methods: Wastem Unlon, Bank of Amarica, Cash by FedBx, Moneygram, Money Order. In NYC:
Bitcoin ATM, in person.
locabieons.com  Service alows you to search for people i your communiy wiling to sel bitcoins to you directly,
exio Buy Bicoins with VISA/MASTERCARD or wire transfer.
btedrect.eu The bast for Europe.
bifguick.co  Buy BTcoins instantly for cash.
howtobuvbkconsinfo An intemational directory of bitcoln exchanges.

shintocoins.com Bicoin for cash,

coiniar.com  Coindar allows direct bitcoin purchases on their ske.
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1. How does Ransomwar e Locky OSIRI S attack your computer ?

Ransomware Locky is 'distributed’ through spam containing attachments or links to malicious websites. Cyber-
criminals are spam emails with fake header information, tricking usersinto believing it is an email from DHL or
FedEx.

Or when installing a software, usersinvisible to install more fake software that they do not know.

Times NewRoman - (14 - A w7 &] [E2 - 2 - "F-EE (BT 4apncel AaBb( | AsBbCel | AaBbC
g B I U ke x % A - A E®EE|E| DD Emphatis  Headingl | 7 Hoimal Strang
'@ Security Warning  Macros have been disabled,
Enable macro if the data encoding is incorrect
IXVEC, silaNen,  ~6yD-CXTIEK 7
TleiirPs ISi %eb st 2%y BRI O-nN+ ®LLF<X 1| CusO=>
io(mZSrA SR 0 4ihauly “HABSlzo
b X3x°02 e K decLglr  BOHICfriymn XtHIY INKeEBVO
ul HAEBH eC =ulV o= SLi%umfwl"n
PN L D B P [ SN SRR R ST T o S &

2. What isOSIRIS - ransomwar e L ocky?

Locky ransomware is aimed at all Windows versions, including Windows 10, Windows Vista, Windows 8 and
Windows 7. This Ransomware type uses special user-specific encryption of files that it uses. AES-265 and RSA
encryption methods to ensure that the victim will have no choice.

When ransomware Locky is installed on your computer, it will generate random executable names in the %
AppData folder " or% L ocalAppData directory ". This executable starts and starts scanning all drives on your
computer to encrypt datafiles.

Ransomeware Lock will search for files with specific extensions to encrypt. The files it encodes include
important documents and files such as .doc, .docx, .xIs, .pdf and some other files. When the file is detected, it
will add a new extension to the file name (ezz, .exx, .7z.encrypted).

Below isalist of file extensions that ransomware targets.

sql, .mp4, .7z, .rar, .mda, .wma, .avi, .wmv, .csv, .d3dbsp, .zip, .sie, .sum, .ibank, .t13, .t12, .qdf ,
.gdb, .tax, .pkpass, .bc6, .bc7, .bkp, .qic, .bkf, .sidn, .sidd, .mddata, .itl, .itdb, .icxs, .hvpl, .hplg,.
hkdb, .mdbackup, .syncdb, .gho, .cas, .svg, .map, .wmo, .itm, .sb, .fos, .mov, .vdf, .ztmp, .Sis, .sid,
.ncf, .menu, .layout, .dmp, .blob, .esm, .vcf, .vtf, .dazip, .fpk, .mlx, .kf, .iwd, .vpk, .tor, .psk, .rim,
Ww3x , .fsh, .ntl, .arch00, .Ivl, .snx, .cfr, .ff, .vpp_pc, .Irf, . m2, .mcmeta, .vfsO, .mpqge, .kdb, .dbO,
.dba,. rofl, .hkx, .bar, .upk, .das, .iwi, .litemod, .asset, .forge, .Itx, .bsa, .apk, .red, .sav, .Ibf, .9im,
ik, .epk, .rgss3a, .pak, .big, wallet, .wotreplay, .xxx, .desc, .py, .m3u, .flv, s, .css, .rb, .png, .jpeg,
xt, .p7c, .p7b, .pl2, .pfx, .emem, .xt, .srw, .pef, .ptx, .r3d, .rw2, .rwl, .raw, .raf , .orf, .nrw, .mrwref,
.mef, .erf, kdc, .dcr, .cr2, .crw, .bay, .sr2, .f, .arw, .3fr, .dng, .jpe,. jpg, .cdr, .indd, .ai, .eps, .pdf,.
pdd, .psd, .dbf, .mdf, .wb2, .rtf, .wpd, .dxg, .xf, .dwg, .pst, .accdb, .mdb, .pptm, .pptx, .ppt, .XIK,



XlIsh, xlsm, xlIsx, .xlIs, .wps, .docm, .docx, .doc, .odb, .odc, .odm, .odp, .ods, .odt

After the files are encrypted with the extension .osiris, ransomeware Locky can create an OSIRIS.html,
OSIRIS [4 digit_number] .html , or OSIRIS.bmp files for each folder with encrypted files and on Windows
computers.

These files are located in each folder containing the encrypted files as well as in the Startup folder, the folder
containing the programs that are automatically displayed when the user logs in. These files will contain
information on how to access payment sites and get back your files.

In most cases, ransomeware Locky will take control of the .EXE extension, when you launch an executable it
will attempt to delete Shadow V olume Copies on the computer.

After finishing encrypting the data files, it will delete all Shadow Volume Copies on your computer. It does not
allow users to use Shadow Volume Copies to restore (encrypted) files.

3. Doesyour computer have Ransomware Locky - OSIRIS attack?

When ransomeware Lock attacks your computer, it scans all the drives on the system to find the files it targets,
encrypts them and adds the .osiris extension to the files.

After the files are encrypted, you cannot open these files with programs like you normally would. Also when
ransomware Locky ends the victim's file encryption process, it will also change the wallpaper on the victim's
computer.

In addition it will also display a ransom note as HTML on your default browser. These notes include how to
instruct how to connect to the Decrypt Service, where you can learn more about what happened to your files and
how to pay.

Ransomware Locky will display a message:

IMPORTANT INFORMATION !

T2 c?cact?ptinlat?ptin ?ach?av? RSA-2048 and AES-128 ciphers.
Thoéng tin thém v? RSA va AES c6 th? tim th?y nay:

hxxps: //en.wikipedia.org/wiki/RSA _ (cryptosystem)

hxxps:. //en.wikipedia.org/wiki/Advanced_Encryption_Standard

Khong th? gi?Zi mam? t?p tin t?p tin nay ¢ th? v ch??ng trinh privately va decrypt ch??ng trinh,
no trén may ch? Secret

2?17y thdng béo theo ?ay theo m?t c?a céc lién kt:

[edited]



N?u t?t ¢? cac ??a ch? nay khdng s?n sang, theo ?ay Steps:

1. Download and install Tor Browser: hxxps:. //www.torproject.org/download/downl oad-easy.html
2. Sau khi cai 7 vi?c cai 7, ch?y browser va ch? cho ?2u ?2u.

3. Typein the address bar: [edited)]

4. Follow instructions on the site.

I Your personal identification ID: [edited]

4. |sit possibleto decrypt files encrypted by ransomwar e L ocky?

Up to this point, it is not possible to recover files encrypted by the .osiris extension.

The most notable point of ransomware Locky is how it encrypts user files. Specificaly, it uses AES-265 and
RSA encryption methods - to ensure that users 'attacked' have no choice but to purchase a private key.

The RSA public key can be decrypted with its corresponding private key. The reason because AES key is hidden
when using RSA encryption and private RSA key is not available, decrypting the fileis not feasible.

And because there must be a private key to unlock the encrypted files, these keys are available through cyber
criminals, so victims can be tempted to buy and pay one. exorbitant fees.

4.1. Use softwar e to recover encrypted files by ransomwar e L ocky

Option 1. Use ShadowExplorer to recover encrypted files by ransomware L ocky

1. Download ShadowExplorer to your computer and install.

Download ShadowExplorer to your computer and install it here.

2. After downloading and installing ShadowExplorer, you can refer to the step-by-step instructions to restore
files with ShadowExplorer in the video below:

Option 2. Usefile recovery softwareto recover files encrypted by the .osiris extension

When the extension .osiris encrypts a file any time, the first step is to copy the file, encrypt the file it copies and
delete the original file. Therefore, to fix the information that has been encrypted by the .osiris extension, you can
use file recovery software such as:

1. Recuva
Download Recuvato your device and install it here.

Refer to steps to recover encrypted files using Recuvain the video below:



1. EaseUS Data Recovery Wizard Free:
Download EaseUS Data Recovery Wizard Free to your computer and install it here.
1. R-Studio:

Download R-Studio to your computer and install it here.

5. How toremove .osiris extension?

Step 1. Use Malwar ebytes Anti-Malwar e Freeto remove the " Your personal filesareencrypted” virus

Malwarebytes Anti-Malware Free is a free software that supports the detection and removal of traces of malware
(malware) including worms, trojans, rootkits, rogues, dialers, spyware (spyware), and some other software.

The important thing is that Malwarebytes Anti-Maware runs paralel to other antivirus software without
conflict.

1. Download Malwarebytes Anti-Malware Free to your computer and install.
Download Mawarebytes Anti-Maware Free to your computer and install it here.

2. After downloading, close al programs, then double-click the icon named mbam-setup to start the
Mawarebytes Anti-Malware installation process.

Now the User Account Control dialog box appears asking if you want to run the file. Click Y esto continue.

User Account Control

Do you want to allow this app to make
changes to your device?

Q@
Eﬁﬁl Malwarebytes Anti-Malware
]

Verified publisher: Malwarebytes Corporation
File origin: Downloaded from the Internet

Show more details

3. At the beginning of the installation process, on the screen displaying the Mawarebytes Anti-Malware Setup
Wizard window, follow the on-screen instructions to install Malwarebytes Anti-Maware.



ﬁ] Setup - Malwarebytes Anti-Malware

Welcome to the Malwarebytes
Anti-Malware Setup Wizard

This will instal Malwarshytes Anti-Malware verson 2.2.1. 1043
0N Your Compter.

It is recommended that you cose all other apphcations and
temporarily deable your antivirus and firewall before
continung,

Chok Mext to continue, or Cancel to exit Setup,

To install Malwarebytes Anti-Maware, click the Next button until the last window appears, click Finish.

j?;‘ Setup - Malwarebytes Anti-Malware

Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished installing Malwarebytes Anti#alware on
your computer, The application may be launched by selecting
the instabed icons,

Click Firish to exit Setup.

[4] Enable free trial of Mahvarabytes Anti-Mahvare Premium

] Launch Malwarebytes Anti-Malvare

4. After installation is complete, Malwarebytes Anti-Malware will automatically open. To start the system scan,
click the Scan Now button .



M Piglswrebytes Anti- baksgre Home (Trial] 221, 53

Malwarebyte

ANTI-MALWARE

DASHIHWRD Lo SETTINGS HISTORY

A scan has never been run on your system

License & Malwarebhytes Anti-Makware Premam

Database Version ® 2016.08.16.04

Scan Progress & Next scheduled scan: 81172016 29449 AM

Real-Time Protection & Mahvare and Makoous Websice Protecbon enabled

5. Mawarebytes Anti-Malware will begin the process of scanning your computer to find and remove .osiris
malware.

B Lishuarebytes Anti-Muhuare Home (Trial) 2.2.1.0043

Malwarebytes

ANTI-MALWARE B 000 |

DASHBOARD SCAN SETTINGS HISTORY

Threat Scan

oo #
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Mabsarebyles Misimess prodiscts: SMB Inendly, enlerprise powerlul
Malwarabytes bisiness products delker the layered defenss necessany tn protect mission-critical data and endpoints.

6. After the process finishes on the screen will appear a window displaying malware (Malware) detected by
Mawarebytes Anti-Malware. To remove the software, the malicious program Mawarebytes Anti-Malware
detected, click the Remove Seletected button.



M habmerekeptes drdi-Mabwere Home (Trial] 22.0.1043

Madivia rabnte

ANTI-MALWARE o PGRADE oW

DASHBOARD 50 SETTINGS HESTORY

Total Threats Detected: 212

Threat Category Tyee Locaton

FUF.Optional. Tidylehwork Registry ey HELM\SOFTWAREVW... T EXFLORER\LOW

PUF.Optonal DNSUniocker ACHEZ Registry Kay HELM\SOFT WARE\W.. . TEMCERTIFICATES
FUF.Optional THT2 Registry Vs HELM\S¥STEMYCUR. . CESSWFARAMETERS
FUP.Optional THT2 Registry Vahes HELM\SYSTEMVCUR. . .CESSVPARAMETERS
Trojan. DS Changer ACMBZ e Reqistry Valis HELMSYSTEMYCUR. .. CFIP\PARAMETERS

FUF.Oplional. THT Registry Key HEULE-1-5-21-376... 18-1000\5 DFTWARE

FUF.Optional. Tidyhetwark Registry Kay HKULS- 1-5-21-376...19- 1000\ SOFTWARE

s
o
L
o
o
o
o
o
o

AP Antinnal THT Ronigtre Vsl HEINLE-1-5-21-37%  10-100ASNETWARE

Remove Selected
5.

7. Malwarebytes Anti-Malware will " isolate " al malicious files and registry keys detected by the program.
During the process of removing these files, Malwarebytes Anti-Malware may ask you to restart the computer to
complete the process. Y our task is to restart your computer to complete the process.

Malwarebytes

ANTI-MALWARE somre

WASHBOARD SLAN SETTINGS HISTORY

Threat Scan: 212 threats successfully quarantined

4 Risiwarehytes Anti-Malware =
Time to Complete Scan: Z3:18:10

At selected ftems have been removed successfully, & log file has been saved to
Eems Scanned 200,547 the hogs folder.

Threats ldenifed: 212 Your compter needs 1o be restarted to complebe the remeval prese
Winuld oo like 1o recan new?

e

AWy leved up bo Mabwarebyles Anti-Mabeeare Presium? Try real-time probectaon and malicous weksile blatking,

f Malwarebytes Anti-Makare Premiom: Our strongest anti-malware
¥

Step 2: Use HitmanPro to remove ransomwar e L ocky

HitmanPro is designed to " rescue " your computer from malicious software such as viruses, trojans, rootkits, .)
illegaly entering the system. HitmanPro is designed to operate in parallel with other security software without
causing conflict errors. The program will scan your computer within 5 minutes and will not slow down your
computer.

1. Download HtmanPro to your computer and install it.

Download HtmanPro to your computer and install it here.



2. Double-click the file named ' HitmanPro.exe ' (if using 32-bit Windows version) or ' HitmanPro_x64.exe " (if
using 64-bit Windows version).

Click Next to install HitmanPro on your computer.

%} HitmanPro 3.7,14 - Buwild 265 (64-bif] - 4

SurfRight

HitmanPro

second opinion anti-malware
forensics-based, cloud-assisted

Check your computer for all forms of malicious software, including viruses, trogans,

reotiiLE, wOrrns, Spyware, Take softwarne and keyloggers

Click Mext to scan for malicious software

Service, KMS.exe m g Mabware Delete v &
CProgram FibesKMSpice)
cvsmon32.exe EENER & Trgjan P

C\Program Files (287 Software Guardian

gepum.dil & Riskware Delete =
ChUsers\MabwareTips\AppData’ LocalTemphis-SEIFE tmp',

InaDil.di 2 Trojan Quaranting =
ChyUseri Malwar eTips A pp Dat syl ocal Temp it DIK0) tmp

gepum.dil & Riskware Delete +
C\UsersiMabwareTips\AppData’ LocahTemphis-0UK2 L tmp'

1exe & Riskware Delete »
CUsersyMabaareTips Deskiog Malware!

InaDil.dil & Trojan Quaranting v

CUsers MabwareTips AppDats\Local Temp\ it -SEIFE tmp'

5.exe & Trojan Delete =
CUsers | Mabwar eTips\Deskiog Malware,

Q Riskware Delete =




4. After the completion process on the screen will display a window containing a list of all

the malicious

programs HitmanPro found. Click Next to remove the malware on your system.

&2 HitmanPro 3.7.14 - Build 265 (64-b3t)

Scan results

Malicious software was detected. Close all applications and chi
certain programs may terminate unespectediy.

Service_KM5.exe EDIERE

COPTogram Files KMS5pIco

cvsmon32.exs EEIER

C:\Program Files [xB&)\Software Guardian

gepum.dil

ChUsers MalwareTips\AppDataLoLarTemptls -SEIFE.tmp
InaDiLdll

CAUsers'MahwareTipsAagpDatailocal Tempiis QKO bmp
gopum.dil

Chlsers MahwareTips'AppDatail ocalTemplis-00K0) tmp!
1.exe

ChilsersbahwareTipsuDesktop' Mahware

I DLl

Colsers\MalwareTips\AppDatailocaliTemp

S.exe

CoUsers\MahwareTips\Desktop' Mahware'

32.exe

|dentifsed Threats: 107 (Traces: 138)

ck Mext to remove the malicious software, During remosal,

@ Malware

& Trajan

& Riskware

& Trojan

@ Riskware
& Riskware
@ Trojan
& Trojan

& Riskware

5. Click Activate free license button to try the program for free for 30 days and to remove all malicious files

from your computer.

& HitmanPro 1.7.14 - Build 265 (54-bit)

Product Activation

Actrate your copy of HitmanPro to remove maliciows softwa
Please enter the product l'r__l 1
MO000- - 0000

hat you recened when you purc

H-H000, Actrvation will regester the produ,

re.

hased HitrmanPro in the field below in format

ict keey ko this computer.

do no

= Activate free license
This one-time license & valid for thirr,l day«; {’.:l

icense Informaton

{0  HitrranPro is not activated,

6. How to protect your computer from L ocky ransomewar €?



To protect your computer from ransomeware Locky, it is best to install anti-virus programs on your computer
and regularly back up your personal data. Also you can use some programs like HitmanPro.Alert to prevent
programs, malware (malware) encrypt files on the system.

Refer to the steps to download and install HitmanPro.Alert in the video below:

Refer to some of the most effective antivirus software for Windows computers here.

Refer to some of the following articles:

1. What to do to handle "No Internet After Malware Removal" error?

1. How to remove unwanted Toolbar on Chrome, Firefox, |E and Edge browsers?

1. The stepsto clean up the virus 'Activate this edition of Windows' attack your Windows computer
Good luck!

Y ou finished reading the article "How to get rid of root virus* .OSIRIS - Ransomwar e L ocky?" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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