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How to fix Facebook catch virus scan, tell the
computer to beinfected with malware

When logging in to Facebook, many accounts encounter a phenomenon that Facebook warns of malware-
infested computers, with Let's Check Y our Device for Malicious Software.

With an increasing number of users, Facebook has now become an easy place to spread viruses or other types of
malware. Therefore, Facebook has also added a feature to warn users, preventing unauthorized login when
confirming there are dangers to Facebook accounts.

One is to warn malware-infected computers on Facebook with Let's Check Y our Device for Malicious Software
or being asked by Facebook to scan for viruses. When Facebook finds any applications or files trying to hack
into computers and online persona accounts like Gmail, Facebook, ., users will receive the above message and
request a scan. computer or mobile. So how to handle the situation when being told that the computer is infected
with malware on Facebook?

1. How to login to Facebook when Facebook scansfor viruses

After the video xxxx.zip virus spread on Facebook Messenger in mid-December 2017, Facebook added virus
scanning to users. Some of you when you sign in to Facebook will receive a virus scan request as shown below.
If you turn off this window and log back in to Facebook, it will still show up.

@

u About malicious software
Malicious software tries to steal personal information and often spreads spam
on Facebook through links or downloads.

How did malicious software get on my computer?
Why should I clean up malicious software?

How can | keep my account secure?

Learn More m

Then, you just download the antivirus software that Facebook requires such as Kaspersky, ESET, TrendMicro,
F-Secure. They are software from security companies that Facebook cooperates, so be sure to download it. In my
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case, download TrendMicro.

o—o

Tai xubng trinh quét
Wl I8ng 131 xudng trinh quétl dugc khuyén nghi tir Facebook va Trend Micro g
quét thidt bl bi 13y nhifm cla ban

Bdng cach nhdp vao T xudng, ban abng ¥ ring Facebook va Trend Micro cb thé
fruy cip thidt bi cda ban o thu thap, phan tich va xta 1ép cd thd 40 ha va s
dung cling nhir chia 5& aF Héu this thap dwoc 62 cai thién bdo mat trén va ngodi
Facebook.

[ £ 2
Trend Micro's Terms Tl xubng

After downloading this program will run in the background, you can log into Facebook normally, if still not
possible, try the following links:

1. https://lwww.facebook.com/settings
2. https./lwww.facebook.com/bookmarks/pages
3. https://www.facebook.com/notifications

Facebook may indicate that you are limited in features when the account is in virus scanning mode, but | test it,
all features such as posting status, chat, tag, see the message is normal. In short, just download the anti-virus
software that Facebook requires for scanning.
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2. How to turn off the Facebook malwar e interface?

We will still need to click on Clean This Device to test the device. Facebook will suggest downloading some
computer scanning programs such as Kaspersky, ESET, TrendMicro, F-Secure.



u Let's Check Your Device for Malicious Software
Hi Robert, we're continuously working to keep your account secure. We've
noticed that this device may be infected with malicious sofiware. To continue to
use Facebook, you can either use other devices or clean this device by
downloading the scanner provided by Facebook and Kaspersky Lab

Clean This Device

The scanning process is quite long, but you can open another window to log in to Facebook. We can log into
another Facebook window, or Facebook link, then click Continue to Facebook to log in to our Facebook account.

Some Facebook links are accessible like:

1. https://lwww.facebook.com/settings

2. https.//lwww.facebook.com/notifications

3. https://www.facebook.com/friends/requests/
4. https://www.facebook.com/messages/

3. How to protect the Facebok account:

1. How to secure your Facebook account so it won't be hacked?
2. How to protect bank accounts, Facebook, . from appropriation

As mentioned above when Facebook detects any threats that attack a computer or account, we will be asked to
scan the device. So how to protect Facebook accounts from malware, or viruses?

Step 1: Scan the computer
We can use computer scanning software such as Kaspersky, ESET, TrendMicro, F-Secure.

1. What to do if your computer has a virus?
2. How to scan and repair computers infected with viruses or malware

Step 2: Check your web browser again

In addition to checking whether your system has malicious programs, you should also check your web browser.
If there are suspicious utilities, delete them.

Step 3: Update the web browser

Web browsers, when updated to the new version, also limit a number of bugs in older versions, especialy the
browser security system has been upgraded as well.

When you have carried out the inspection of the entire computer system, from your Facebook account to the web
browser, go to the section View activity log on Facebook to review every article, every likes as well as comment
on Facebook. Delete articles that are not intended to be posted or any websites you don't intend to like.



Some malware after infiltrating your Facebook account can pretend you take some actions, such as posting spam
on the timeline, spreading viruses to another Facebook account.
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3. How to identify malicious malware;

Malware that infects a computer or smartphone will affect the system as well as steal personal online accounts,
or even bank accounts.

Facebook signs of malwar e infection:

1. Facebook account constantly spam messages or posts.
2. Signinto Facebook in a strange or suspicious position when checking in your account history.
3. A post or message appears in the activity log that you did not perform.

Signs of malwar e-infected computer s and smartphones:

1. Thedevice has low, lag, and slow operation.

2. The software, application installation slow.

3. There are strange software appearing on the computer that you do not install.
4. Many ads appear without opening the browser.

Browser infected with malwar e

1. Automatically open strange windows on your browser or ads.
2. Automatically change the search engine or homepage on the browser.
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Thus, to limit the status of malicious devices, you need to use antivirus software or malware detection on the
computer. In case Facebook notifies users of infected computers, we can resolve them according to the above
article.

Hope this article is useful to you!

Y ou finished reading the article "How to fix Facebook catch virus scan, tell the computer to be infected with
malwar €" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and
tricks. You can search for similar articles on tips and guides. Thank you for reading and for following us
regularly.
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