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How to encrypt filesusing Gocryptfs

If you're really worried about the security of the data stored in the cloud, it's best for users to encrypt that data
before uploading it to the cloud. TipsMake.com will show you how to use Gocryptfsto encrypt files.

Encryption is almost an extremely urgent thing at the moment, when security and privacy standards are no
longer strictly followed by companies. If you're really worried about the security of the data stored in the cloud,
it's best for usersto encrypt that data before uploading it to the cloud.

Gocryptfs is an Overlay Filesystem (abbreviated as OverlayFS - file system deployment that alows virtual
consolidation of multiple directories, while keeping their actual content separate) encrypted, written in Go and
built on the go-fuse library FUSE. Unlike systems that encrypt the entire drive, Gocryptfs encrypts individual
files using AES-GCM (Galois Counter Mode) and encrypts file names using AES-EME (ECB-Mix-ECB).
Gocryptfsis also cross-platform compatible, meaning you can access your files on any platform.

In thistutorial, TipsMake.com will show you how to use Gocryptfs to encrypt files.

I nstructionsto encrypt fileswith Gocryptfson Linux, Mac and
Windows

1. Install Gocryptfs
1. Linux
2. Mac
3. Windows
2. Use Gocryptfsto encrypt files
3. SiriKali - GUI toal to use Gocryptfs

Install Gocryptfs

Linux

Gocryptfs comes with a deb package and is available in the Debian and Ubuntu repositories, meaning you can
easily install it using the command:

sudo apt install gocryptfs
Similar to Arch Linux, you can install Gocryptfs via Pacman:

sudo pacman -S gocryptfs
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For other Linux distributions, you can download the binary file from the Github page. (Link to reference:
https://github.com/r fjakob/gocr yptfs/r el eases)

Mac

To use Gocryptfsin macOS, Homebrew must first be installed:

[usr/bin/ruby -e "$(curl -fsSL https://raw. githubusercontent.com Hormebrew i nst al |

Then use the following command to install Gocryptfs:

brew install gocryptfs

Windows

Basically, Gocryptfs is not supported in Windows because this operating system lacks support for FUSE.
However, cppcryptfs executes Gocryptfs in C ++ for Windows, so users can still make it work in Windows.
Follow the following build instructions:

1. You will need the following software (all available for free) to build cppcryptfs. Microsoft Visual Studio
2017 (Community Version), Perl, Nasm and Git (Git is not required).

2. You will also need to install Dokany, download the source code for OpenSSL and RapidJSON from
Github. Only OpenSSL needsto be built separately. Cppcryptfs uses only header files from RapidJSON,
so thereis no need to build RapidJSON.

Microsoft Visual Studio 2017

First, Microsoft Visual Studio 2017 is required. The Community version of Microsoft Visual Studio 2017 will
work and isfree. If not, replace it with the Professional or Enterprise version.

Installing Visual Studio so that it can compile C ++ applications with the support of Microsoft Foundation
Classes (MFC).

When installing Visual Studio 2017, select " Desktop Development with C ++" and "MFC and ATL support
(x86 and x64)" .
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Perl and Nasm
To build OpenSSL, you will also need Perl and Nasm.

1. For Perl, OpenSSL documents recommend using ActiveState ActivePerl for free.
2. Nasm (Netwide Assembler) is available here. Y ou should use the Nasm installer if you want to follow this
guide.

Note : You should run the Nasm installer as a regular user. When prompted to rerun the installer with admin
rights, just click OK. Thiswill cause nasm to be installed in the local Appdata directory of the current user.

Git

Git is available here. Git that comes with cygwin will also work. But Git will not be needed if you download
source zip files from Github and extract them.

This tutorial assumes that you are using Git. No need to have a Github account to use Git.
Dokany
Unless you want to develop or debug Dokany, you should only install one of Dokany's released binaries here.

Using DokanSetup_redist.exe is probably the safest option. Be sure to select " Install development files' in
the installer options.

OpenSSL

Cppcryptfs uses OpenSSL to perform data encryption and decryption.

Y ou will need to build OpenSSL from its source code.

Pleaserefer tothe" INSTALL" file from the OpenSSL distribution if these instructions do not work.

After installing Visual Studio, Nasm, Git and ActiveState perl, open a new Command Prompt on Windows
(cmd.exe).



You will need to open the Command Prompt with admin rights to run the OpenSSL installation command.
However, it can aso be built in anorma Command Prompt.

To start an admin cmd in Windows 10, click the search icon (magnifying glass) on the bottom left of the screen
and enter " cmd" . Then right-click on " Command Prompt" and select " Run as administrator” .
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Whether to use Git or not, it is easier to put everything into C: git.

First, create the C: git directory , go to this directory and copy the OpenSSL source code from Github, then go to
the Openss| folder created by Git.

c: nkdir git cd git git clone https://github. confopenssl/openssl.git cd openssl

Run this command to put Nasm in the path (assuming you have used the Nasm installer).

set PATH=%_ OCALAPPDATAYbDi nNASM %°ATHY%
Then run the batch file that comes with Visual Studio, set up environment variables to compile from the
command line.

"C.Program Files (x86)M crosoft Visual Studi02017ConmunityVCAuxiliaryBuil dvcvars:

Use" x86" instead of "amd64" if you are building a 32 bit build.
Vcevarsall.bat from Visual Studio 2017 must be run in Windows cmd.exe command shell, not third party.
Then run perl (ActiveState) to configure OpenSSL for static build Visual Studio AMD64 / X86 64.

Use"VC-WIN32" instead of " VC-WING64A" if you are making a 32-bit build.
perl Configure VC- W N64A no-shared



Then run " nmake" to build OpenSSL.
nmake
Then run " nmakeinstall" to install it.

nmake i nstall

The "nmake install" command must be run from cmd admin. If you've built OpenSSL from a regular
Command prompt, start an admin cmd, go to C: gitopenss and make sure to call vevar sall.bat as shown above
in cmd admin before running the nmake installation in it.

RapidJson

RapidJSON is used to analyze the configuration file gocryptfs.conf. Cppcryptfs uses only header files from
RapidJSON, so there is no need to build RapidJSON separately.

c: cd git git clone https://github.com Tencent/rapidjson.git
Cppcryptfs
First, cloning cppcryptfs.

c: cd git git clone https://github. confbailey27/cppcryptfs.git

Access C: gitcpperyptfs in Windows Explorer and double-click cppcryptfs.sin. Then change the build
configuration to " Release" and the target platform to " x64" .
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Go to Build> Build Solution or just press F7.

There are no instalers for cpperyptfs. You will need to copy cppcryptfsexe (eg C:
gitcppceryptfsx64Releasecppcr yptfs.exe ) to some directoriesin the path or on the desktop.



32 bit build will work. However, it has not been tested for awhile.

Whenever a new version is released, Dokany will install header files (included) and libraries in a path, with the
Dokany version number in the name. Therefore, if cppcryptfs supports the current Dokany version, you will
need to change the header file and library path in cppcryptfs Visua Studio project.

To change the header file path in Visual Studio, right-click " cppcryptfs' in the Solution Explorer control panel.

Then select "Properties’ and move to "C / C ++",

then " General".

Then edit " Additional

Directories’ so that the current Dokany version isincluded in the path for the Dokany header files.

DY comnmts - Microsom Vissal Secio

Ble Ede  Mew PBrojeat Buid  Debug  Team Jooh
-o|85-uae

1 Sohtion Explorer

: @ e-s 0B &=

Ter Dever  Apalyme  Mifndow  Help

" - | Rebease - w4 « | I Local Windows Debugger = Auto

Corfiguistion: ActniiReteste) < Pater | Activetebd)

) St TDOCIVDHH {1 eopect
2 Y tppiryptts 4 Configuintion Propertes Additionsl Inghede Dieeciones
B0 External Depeadencien Geestral Additional Futing Disectories
B oW Rebprences Debugging Dtrug Iformation Farmat
E] sesipn W+ » Directosies Comemn Language RunTime Suppon
¥ B s £/ Consume Windows Runtime Extenion
B % ascdtbcmacpp &‘:‘":)‘_M St Statvs Bannet
b B aesdSbomach el :’f:'n'\;lne
B te serdS6-commoncpp reat Wamings As Eor
b B aesdb-commonn o Sraradce S04 eheess
b SR Language
Bt aesdSbctiop B stk ot Mt progessor Comprlation
¥ B sedSé-arh i
Bt aerdSbavipp Browie Bhodcn
¥ B aeskibesn Advanced
B canscachedon Al Outions
¥ 3 caecachen Comeand Line
¥ % pperyptiscpo Linker
b B cpperypitih Manifen Tool
3 coperymttiico Eesources
3 coperymttis 2L, Document Generasor

[0 coperyptteac

[H] cpperypttznsemt b Bl Erens
Pt GratePropemfagecss b Custom Build Step
¥ Code Anatysis

¥ B Cemtropenugeh

B % e Additional Inchade Directorkes

CNPreg

- . AP A ~ i

B e

Loalgurabes Mihiger.

Library-1.0.

Peogram Database YT

Vet Ufmlogo)
Leweld (W3}
No (W)
Yeu (fedl}

Specifies one of more Ginectonies 10 3¢ 10 the iclude At separate with semi-oolons if mose Banone.  (f1lpa

tsor ,-nm-ha cpo(B4): fatal error C108): Cannot open Include file: “dokanfdokan.h’s Mo such file or directory

= Bulld: @ succesded, 1 failed, © up-to-date, @ skipped =

Emoe Lt EERIEY Find Recuns 1 Fand Symbol Resuits Call Hieraechy.

To changethelibrary path, goto " Linker", then select " Input" and edit " Additional Dependencies’.

Fle G View Projea Buld  Detwg
co|g-a @7 -T -

§ [rer—

i sale-508 s __j copcryptts Property Pages

Team Tock Teit Driver Anabme  Window  Help

ReSease = | w4 = I Local Windows Debugger = Auto

| Configueation:  Acthee(Rebease) v Patioms | Active(xéd)
e Additional Dependendies
Ignore Al Default Libraries
Debugging Ignore Speditic Delitt Libiatiet
WC+ + Dupctories Module Defastion File
P Add Module to Assemibiy
4 WLinicer Embed Managed Reicurge e
Geral Force Symbol Relerences
e Detay Loaded D
hhariest e Asembly Link Resouee

| | # Contiguation Fropestes
Gereral

5o

™

b

L

*

b

B e sesdShamaccop
¥ B aesdi-cmach

B SH-fommendnD
b B sendib-commonh
®
»
s
»
v
»
»
v

Debuggeng

*e aesdiiecirepn Sysiem
B se2sé-crh s
e serdShaniEn Embeddes iDL
B sedifavh Windows Lisdset
* eaecachasen Advanced
B eaecacheln AN Cption
& epparyptiiny Commind Ling

b Marifent Teal

b Resources

B XML Document Generator

¥ Begwe Infoemation

] epperyptinneset b Bl Eveens
B *e CrealePropemyageopp b Custion Baild Step
b B Cexefropemybugeh % Code Anatyys

Bt inplED Additional Dependencies

PR sl Team Explorer Clais |

b geteptc

= Bulld: @ succesded, 1 failed, § up-to-date, @ skipped =

Emoe Lt EERIRN Find Resins | Fand Symbol Besults Call Hieraschy.

Spocifics aditional e 1o add 1o the link command e, [1

;B A4 -4

.,um

L =

Configuration Manger.

Libwrarys 1.0, Becversh

o emei32lin]

S5LINC 5 fatal error UBIIEL: cannot open ingwt file "Ca\Program FilesiDokan\Dokan Library-1.0.2%11b\50kanl. 1ib*

Include



Use Gocryptfsto encrypt files

To start using Gocryptfs, first create two empty folders:
nkdi r encrypted plain
Next, initialize Gocryptfs:
gocryptfs -init encrypted
Finally, mount the 'encrypted’ folder in the'plain’ directory .
gocryptfs encrypted plain
Now, any files placed in the 'plain’ folder will be encrypted and stored in the 'encrypted’ folder .
For example, if you want to store the encrypted file in Dropbox and mount it to the 'Private' folder in the Home
folder, you can run the following commands:

cd nkdir ~/ Dropbox/encrypted ~/Private gocryptfs -init ~/Dropbox/encrypted gorcy|

Each filein the'Private' folder will be encrypted in the 'Encrypted’ folder and uploaded to the Dropbox server.

SiriKali - GUI tool to use Gocryptfs

SiriKali is a GUI tool that can be used for coding with Gocryptfs and other standards. SiriKali is available for
Linux, macOS and Windows, although the Windows version does not have support for Gocryptfs.

1. Access SiriKali website and download the package that fits the system. The Linux package provides the
source that you can extract and build. This package is also available with separate repositories for many
distributions and can be found here.

2. On Ubuntu, run the following command in Terminal:
sudo sh -c "echo 'deb http://downl oad. opensuse. org/ repositories/hone:/obs_nmhogom

When the commands are finished, you should run this code to let the system know you 'trust’ the key and allow
updates.

wget -nv https://downl oad. opensuse. or g/ reposi tori es/ hone: obs_mhogonthungu/ xUbunt i

3. You will now seethat SiriKali isinstalled and available in the menu. Click to open.

4. SiriKali opens a window (reminiscent of VeraCrypt) with options at the bottom of the screen, including
Create Volume, M ount Volume, Refresh, Manage Favorites and finally Menu.



5. Now you can click Gocryptfs and create adrive.

Cipher To Use For File Contents Encryption.

AESISG-COM
= Encrypt File Names
Do Not Encrypt File Names

Reverse Mode
Select A Folder To Create Config File infOptional)

-
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6. Set an arbitrary name for the drive you just created and the Key section representing the password. In
addition, there are other options such as Password, Password and Key file and GNOME Wallet. Choose the
option that suits your needs - just remember to use a password that is not easy to guess.



Wed 1429

Cipher To Use For File Contents Encryption.
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Do Mot Encrypt File Names.
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7. Once completed, the newly created folder will appear in the SiriKali application. Click here to open the folder.
Thisiswhere you can copy the files you want to encrypt, just like any other file copying action.

fhomefubuntu/SuperSecrets Punma hibsnins | SheikalifSuperSecrets gooryptis
Open Folder

Create Volume ks

8. When done, remember to click again and select 'Unmount volume'.

Hope you are succesful.

Y ou finished reading the article "How to encrypt files using Gocryptfs' edited by the TipsM ake team. We
hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on
tips and guides. Thank you for reading and for following us regularly.
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