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How to encrypt FILE or FOLDERS on Windows 10,
8, 7

How to encrypt files on Windows 107? Instructions on how to enable file or folder encryption available on
Windows operating system

Each operating system has a different type of hard drive format, although they still share the same physical hard
drive device. For example, Linux uses ext3, ex4 and ext2, while macOS uses Apple Flle System - APFS, and for
Windows operating systems we have New Technology File System - NTFS.

To use the hard drive on any operating system, you must format your hard drive in the format specified in that
operating system.

And to secure the data stored on the hard drive, the operating systems are equipped with hard drive encryption in
most of the formats mentioned, and the NTFS format is no exception.

Y ou may not know, the data on the hard drive is one of the top targets of the bad guys, especialy for the
operating system from Microsoft. Because it's so common!

So inthisarticle, | will show you how to enable NTFS encryption on Windows 10 to protect personal datal

|. How to enable file encryption on Windows?

Windows 10 is one of the most targeted operating systems by bad guys, not because the system created by
Microsoft is more jagged than macOS or other Linux operating systems, but it's just that Windows 10 is the most
commonly used. stop.

So NTFS hard drive encryption is a safe layer of protection for the data you store on the hard drive. On Windows
10, there is afeature available to help encrypt files and folders saved on the hard drive with NTFS format, with
the purpose of protecting them from unwanted access, it is called Encrypting File System or EFS.

EFS provides efficient encryption as well as decryption using advanced and standard encryption algorithms.

Oncethefileisencrypted, any user or application without the correct encryption key will not be able to open or
edit thefile.

Note that to do this you need to log into Windows 10 with an account that has Admin rights first.
Method #1: Enablefile encryption on Windows 10 with Local Group Policy Editor

Local Group Policy Editor isagreat tool for you to customize your Windows 10 system.
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However, it can only be used on Windows 7, 8, 10 with Pro, Enterprise, Edu versions only, Windows 10 Home
version is not equipped with this tool, so you need to use one of the other ways. below.

+ Step 1: First, open the Run dialog box with the Windows + R key combination, enter the gpedit.msc command
=> and then press Enter to quickly access the Local Group Policy Editor on Windows 10.

Y ou can also open the above tool using Windows Search (Windows + S), but | prefer using the
command because it is much more convenient.

Run X

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: gpedit.ms::l *.‘..—-——-—o w
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Cancel Browse..

+ Step 2: The Local Group Policy Editor window appears, access the NTFS folder according to the following
path:

Comput er Configuration/Adm nistrative Tenpl at es/ Systeni Fi | esyst enf NTFS

Because this tool does not have an address bar like Registry Editor, you must manually access it through the
directory tree on the | eft.

=> After logging in, find in the list of policiesto the right of apolicy named Do not allow encryption on all
NTFS volumes => Click on this policy and then click policy setting or double-click on the name to edit the
settings. put it.

[ Local Group Policy Editor - [m] X

File Action View Help
bl AR (BTN 7 Bl 4

| Display ~ NTES
| Distributed COM
| Driver Installation
Early Launch Antin e e Ll
" Enhanced Storage Edl@e m’ Do not allow encryption on all NTFS volumes
| File Classification |i£] Emable NTES pagefile encryption
| File Share Shadow Requirements: 1= Shert name'creation options Ne
v Filesystem At least Windows Server 2008 R2 o \iz] Enable / disable TXF deprecated features Ne
NTFS Windows 7

Folder Redirection

Do not allow encryption on all NTFS  Setting
volumes =

! Description:

| Group Palicy Encryption can add to the processing

| Internet Commun overhead of filesystem operations.
iscst Enabling this setting will prevent
KDC access to and creation of encrypted

files
_ Kerberos

+ Step 3: Here, switch from the default option Not configured to Disabled to enable NTFS encryption on
Windows 10 => then click OK to save this setting, and restart the computer to changes take effect.



& Do not allow encryption on all NTFS volurnes O X

E} Do not allow encryption on all NTFS volumes Next Setting
(® Not Configured

() Enabled
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Options: Help:

-Encryption can add to the processing overhead of filesystem
operations, Enabling this setting will prevent access to and
cieation of encrypted files
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Conversely, if you want to turn off this feature, you just need to switch to Enabled and save it.

Method #2: Enable file encryption on Windows 10 with Registry Editor

Registry Editor isatool that we are all too familiar with, through so many tutorials, you probably don't mind
editing the Registry anymore.

However, to be safe, you should still back up the entire Registry of Windows 10 before following the
instructionsin this article!

+ Step 1: First, you aso open the Run dialog box (Windows + R) => then enter the command regedit => and
then press Enter to open the Registry Editor on Windows 10.

In addition, if you run this command directly in Windows Search, it will also produce the same
results.



= Run X

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: regediﬂ v

oK Cancel Browse...

+ Step 2: Y ou continue to access the Filesystem folder in the Registry by following this path:

HKEY_LOCAL_MACHINE/SY STEM/CurrentControl Set/Control/FileSystem
=> The fastest way is to paste thislink directly into the address bar => then press Enter to finish.
Then you find and right-click on the key named NtfsDisableEncryption => then select Modify... to edit its

value.

B Registry Editor
File Edit View Favorites Help
|C0mpu‘cer\HKEY_LOCAL_MACHINE\SVSTEM\CUrrentControISet\Control\FiieSystem Io

DeviceContainerPropertyUpdate ~ || Name Type
DeviceContainers ab| (Default) REG_SZ
DeviceGuard i #3| DisableDeleteNatification REG_DWORD
g""gg"s"‘f || 5 NefsBuigcheckOnCorrupt REG_DWORD
E“”IE'L““”;Y | 3 NtfsDisabledot3NameCreation @ REG_DWORD
Elar Yraung bt NﬁsDisabFeCompressio% REG_DWOP'B
E:_a‘ i L} NtfsDisableEncryption MD
i3 NtfsDisableLastAccess! Modify... iD
FeatureManagement s i et l
g is NtfsDisableLfsDowngr Modify Binary Data... D
FileSystem o ¢ g l
FileSystemUtlities s NtfsDisableVolsnapHin Delete D
5| NtfsEncryptPagingFile Rename ID

GraphicsDrivers I
i O || W8 NtfsMemarv Isane RFG TTWORND

NOTE: Thiskey will usually be available, otherwise you can also create a new key with the same
name yourself, by right-clicking on any space in the right column, selecting New => DWORD (32 -
bit) Value only.

+ Step 3: In this Edit DWORD (32-bit) Vaue window, change the value in the Value data box from 1 to O to
enable NTFS encryption on Windows 10, and vice versa, leave 1 to turn it off. this feature goes, the rest remain
the same and then click OK to save.

=> Then you also need to restart the computer for these changes to take effect.



Edit DWORD (32-bit) Value X

Value name:
|NﬁsDisableEncryption
Value data: Base
|;] e | (® Hexadecimal
() Decimal
et e OK Cancel

In addition, you can do this with just a single command line in the Command Prompt.

Open CMD with Administrator rights => then paste the command below and press Enter to enable NTFS
encryption on Windows 10.

fsutil behavior set disableencryption O

After running, you will see the ON or OFF status as shown below. This command will also edit the value of the
NtfsDisableEncryption key like we just did above.

Similarly you can aso change 0 to 1 to turn off this feature. Because this operation actually still edits the value
in the Registry, you need to restart Windows 10 for this command to take effect.

Administrator: C\Windows\system32\cmd.exe

Microsoft Windows [Version 10.0.19841.572]
(c) 282@ Microsoft Corporation. All rights reserved.

C:\Windows\system32>fsutil behavior set disableencryption @
: Changes to this setting re e ‘a reboot to take effect.
DisableEncryption = @ [(Disabled)

C:\Windows\system32>_

II. How to encrypt filesand folderson Windows 10

After doing one of the two ways above to enable NTFS encryption, now | will show you how to encrypt any file
or folder on Windows 10.

+ Step 1: Open File Explorer by pressing Windows + E => right-click on the file or folder you want to encrypt
=> then select Properties. | will take as an example the data folder of the ViveTool tool.



Name Date modified Type

data e

Alifgcore.Vive.dll Open
® vivkTool.exe Open in new window
Pin to Quick access

E Scan with Microsoft Defender...

o Give access to >

Restore previous versions

Include in library >
Pin to Start

Add to archive..

Add to "data.rar”

oD

Send to >

Cut
Copy
Create shortcut

Delete

Rename

e——_________y Properties

+ Step 2: The Properties window appears => in the Attributes section in the General tab, find and click the
Advanced button to open the settings for advanced properties of the selected folder or file.



data Properties X

General ring  Security  Previous Versions  Customize

Type:
Location:

Size:

Size on disk:

Contains:

Created:

Attributes:

data o

File folder
C\WiVeToolvD 21
0 bytes

0 bytes

0 Files, 0 Folders
Wednesday, October 21, 2020, 16:15:23

[m] Read-only (Only applies to files in folder)

|:|Hidder1e_____._--" Advanced...

Cancel Apply

+ Step 3: At this point, in the Compress or encrypt attributes section, you will have two options:

1. Compress contents to save disk space: Compress folders and files to save space.
2. Encrypt contents to secure data: Encrypt files and folders to protect them.

=> Now you just need to check the line Encrypt contents to secure data => and then click OK to confirm the data
encryption of the selected file or folder. Y ou can also choose to compress files and folders to save hard drive

space if you want.

Besides, if the Encrypt contents to secure data line does not light up, it means that this feature has not been
enabled, please double check the steps above and do it again if possible.



Advanced Attributes *

Choose the settings you want for this folder.

— When you click OK or Appfy on the Properties dialog, you wil be
asked if vou want the changes to affect all subfolders and files as
well.

[| Folder is ready for archiving

Aliow files in this folder to have contents indexed in addition to file
properties

Compress or Encrypt attributes

[ | Compress contents to save disk sp2z2

Encrypt contents to secure data | Detais
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I11. Epilogue

So | have just finished showing you how to enable and use the NTFS encryption feature on Windows 10.

Overall, thisis a pretty useful feature that those who do not use Antivirus software can consider using to protect
their data. Hope this article will be of help to you. Good luck !

Y ou finished reading the article "How to encrypt FILE or FOLDERS on Windows 10, 8, 7" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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