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How to encrypt email on Microsoft Outlook

Outlook in Microsoft Office's office suite is one of the popular Windows email tools used by professionals and
businesses.

Outlook in Microsoft Office's office suite is one of the popular Windows email tools used by professionals and
businesses. Therefore, there will be several times when you want to send sensitive emails or confidential
documents to ensure only recipients can access them. Therefore, most of the current email services mostly use
email encryption (SSL / TLS) to ensure absolute security. However, this type of encryption can only protect
email when it is transmitted over the Internet. When email isin a static state in the inbox, anyone who has access
to your email account can read it.

How to encrypt email on Microsoft Outlook?

1. Encrypt Email in Outlook with GPG

2. Encrypt email in Outlook with adigital certificate
1. Get afreedigital certificate
2. Enter adigital certificate (Chrome User)
3. Install S/ MIME Control

Encrypt Email in Outlook with GPG

To ensure that only recipients can access your email, you can encrypt your email using GPG (GNU Privacy
Gaurd) to use the public and private key. Here's how to encrypt emails in Outloook using GPG.

In Outlook, we will use free software Gpgdwin (OpenPGP support) to encrypt email. Download and install
Gpg4win like other software. This software will install the plugin that requires encryption and decoding of
recipient email in Outlook.
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@ Gpgdwin Setup — >

GP(;\\"MN Welcome to the installation of
Gpg4dwin

Gpg4win is a installer package for Windows for EMail and file
encryption using the core component GnuPG for Windows.
Both relevant cryptography standards are supported,
OpenPGP and 5/MIME. Gpg4win and the software induded
with Gpg4win are Free Software.

Click Mext to continue.

This is Gpg4win version 2.3.3
file version 2.3.3.59409

release date 2016-08-18

Complete installation, search and open Kleopatra in the Start menu. Here, you can create the primary key and
enter the public key if necessary.
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After Kleopatra opens, click File and select the New Certificate option.

™ Kleopatra

[?|E View Certificates Tools Settings Window Help

B MNew Certificate... Crl+N edisplay
@8 Lookup Certificates on Server... Ctrl+Shift+1

Iz Import Certificates... Ctrl+l =
54 Export Certificates... Ctrl+E Va

1y Export Secret Keys...




The new window appears, select the first option Create a personal OpenPGP key pair and click the Next
button.

™ Certificate Creation Wizard

Choose Certificate Format

Flease choose which type of certificate you want to create,

&) Create a personal OpenPGP key pair
OpenPGP key pairs are created locally, and certfied by your friends and
acquaintances. There is no central certification Buthority; instead, every
individual creates a personal Web of Trust by cartifying other users' key
pairs with their own certificate.

i@y Create a personal X.509 key pair and certification request
¥.509 key pairs are created locally, but certified centrally by a certification
authority (CA). CAs can certify other CAs, creating a central, hierarchical
chain of trust.

Mext I Cancel ]

Next, enter the name and email address you want to create the primary key. The key pair will be associated with
that email address.

< ™ Certificate Creation Wizard

Enter Details

Please enter your personal details below. If you want more control over the certificate

parameters, dick on the Advanced Settings button.

Mame: ; vamsi ({required)

EMail: ; = |@grnail.com ({required)

Comment : (optional)
vamsi = Damail.com =

Advanced Settings... |

Mext I Cancel ]

Now, review your information and click Create Key .



< ™ Certificate Creation Wizard

Review Certificate Parameters

Please review the certificate parameters before proceeding to create the certificate.

Mame: vamsi
Email Address: @agmail.com

[T show all details

Create Key I Cancel |

Enter the strongest security password for the lock code and click OK . You will be prompted to re-enter the
password, enter the same password to continue.

7 pinentry >

? | Enter passphrase

Passphrase |ssssssssssnsl

Qusty

oK Cancel

This will create a code containing the public and private keys. In addition, a backup copy of the key pair can be
created to keep it safe by clicking Make a Backup of Your Key Pair .



™ Certificate Creation Wizard

Key Pair Successfully Created

Your new key pair was created successfully, Please find details on the result and some
suggested next steps below.

—Result-

Certificate created successfully,
Fingerprint: 4D35F9A5TER3FCDS2C4F04D 12690C10097CA4DD3

rMNext Steps -

Make a Backup Of Your Key Pair... |

Send Certificate By EMail.. ]

Upload Certificate To Directory Service... I

Public Key : Use to encrypt email. So you can share the public key for anyone you want. If someone wants to
send you an encrypted email, they must use your public encryption to encrypt the mail.

Private Key : Use to decrypt encrypted email. Y ou should never share personal code. Furthermore, the private
key decodes only the messages encrypted by your own public key.

To export the public code, select Your Certificate on the main window and select Export Certificate.

™ Kleopatra

File View Certificates Tools Settings Window Help

Eﬁ,&ilmpnrt Certificates | | . ..| Export Certificates e Redisplay l%b; Stop Operation i ‘

i Seard... <Af+0>

9| My Certificates | Trusted Certificates ] Other Certificates 1
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Select the destination and click Save . By default, the fingerprint will be used as the file name. Y ou can change
the file name if necessary.



™ Export Certificates
. v & Il » ThisPC » Desktop » v 0 Search Desktop 0
Organise = Mew folder

5] Name Date modified Type Size

v 3 Quick access
MIC...
[ Desktop » i
=3}
-‘— Downloads  #

[ ¢
l___'] Documents

File felder

ASIC File 4KB

&=| Pictures
J\ Music
e Shared

B videos

¢& OneDrive

W
Bl - ne

File name; | 4035F9A5TERIFCDA2CARMMDT2BO0CT0087CALDD 3 asc

Save as type: | OpenPGP Certificates (*.asc *.gpg *.pgp)

» Hide Folders Cancel

Once the email has been exported and saved, you can share it publicly anywhere like forum or website, .

As | said earlier, if you want to send encrypted email, you must use the recipient's public key to encrypt the
email. You must enter the recipient's public key before performing that task.

To receive the public key, ask them and download it. In Kleopatra's main window, click Import Certificate .
Choose that information.

™ Select Certificate File X
e « 4 [l > ThisPC » Desktop > w @ | Search Desktop L
Organise v New folder - @ @

o) MName Date modified Type Size
# Quick access
ms File folder
Deskto - o
- E s A LA S AR B e 7 ASC File 2K
fDm"'”'“ds x (] vamsi_Krishna_p... | 30/01/2017 11:20  ASC File 4K
l:—_] Documents  #
| Pictures
J) Music
oL, Shared
B videos

& OneDrive
O ThisPC
¥ MNetwork v £ >

File name: | Vamsi_Krishna_pub.asc v| Certificates (*.asc *.cer *.cert ".c ~

The above operation will enter the public key. Before using it, you need to make sure it is transmitted from a
source of trust. First, move to the Imported Certificates tab on the main window. Right-click the information



you entered and select Change Owner Trust .

™ Kleopatra
File View Certificates Tools Settings Window Help

M Import Certificates |, | Export Certificates | e Redisplay @ Stop Operation | “ Lookup Certificates

ISea.rc"?. A All Certi
Ql My Certificates I Trusted Certificates I Other Certificates  Imported Certificates |

=

B Vamsi Krishna

Marme

Valid Until i Key-ID

Change Owner Trus
Trust Root Certificate

Next, click on | believe checks are very accurate and click OK .

™ Change Trust Level of Vamsi Krishna - @gmail.com> (4B7DB3CY) ? *

How much do you trust certifications made by Vamsi Krishna (4B7D83C9) to correctly verify
authenticity of certificates?

" 1do not know (Lrkmenn tust)

ut the tustworthyness of the certificate’s own
I ity of OpenPGP certif
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 This is my certiicate (Lftimate frust)
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Go back, right-click that information and select Certify Certificate.

(1 | Kleopatra
File View Certificates Tools Settings Window Help
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Change Expiry Date...




Next, tick both checkboxes to confirm and click Next .

[y | Certify Certificate: Vamsi Krishna

Step 1:Please select the user IDs you wish to certify.

Vamsi Krishna = @grnail.com=

Certificate: Vamsi Krishna « @gmail.com > (4B87D83C3)
Fingerprint: 40C4ED 1837CCOFBTAZY78907A85E99424B7DE83C9

¥ 1have verified the fingerprint

Mext l Cancel

Select Certify only for myself and Certify .

? *
« M Certify Certificate: Vamsi Krishna
Step 2: Choose how to certify.
Certification will be performed using certificate vamsi - @agmail. com =,

% Certify only for myself

" Certify for everyone to see

¥ send certified certificate to server afterwards

Certify I Cancel |

Y ou will be prompted to enter the entered password when creating the key pair. Enter the password and OK .
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Flease enter the na==phrase to unlock the secret key for the OpenPGP certificate:
“vamsi = @amail .com ="

2048-bit koA Key, LU 97CA4DD3,

created 2017-01-30.

.I.I “1 )

Passphrase |------------l

Carcel

Y ou will see a confirmation window appear. Click Finish to close the window.

? et
™ Certify Certificate: Vamsi Krishna
Summary:
Signed user IDs: vamsi Krishna mz
Selected secret key: vamsi < 'gmail, com =

Certification
successful,

Finish | Cancel |

When you're done entering the public key, use it to encrypt email for specific users in Outlook.

Finally, to encrypt emails, open Outlook and create new messages as you normally would. After creating the
mail, go to GpgOL tab and click Encrypt .
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File Message Insert Options Format Text Review

- _ /& g [
Py = & | B
Start Certificate crypt Sign  Verify | Encrypted Encrypted file
Manager file  and Signature
General Textbody Attachments
=7
Cc.
send = 5
| Subject  |test email
This text will be encr\fpted.|

As soon as the button is clicked, Gpgdwin will encrypt the email if the recipient's public key is available. When
encrypted, the email will look like this. The recipient will be able to decrypt the email with his private key.
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Start Certificate  Encrypt Decrypt Sign  Verify  Encrypled Encrypted file

Manager file and Signature
General ] Textbody Attachments
Ta., ornad. com;
=7
L.
Send ;
Subject test email

~====BEGIN PGP MESSAGE-----
Version: GnuPG v2

hOEMAZIGExBRLgm+AQgArOsOAWRN1ddONEAKypI&TukpMhhzYPjgyHOyhkoDAuX
nRTIEBxdYeVerPFq7iTCz4KeDAGoO/ cK/XEjUoIWu3S3PAKRWIMZbvo /OiUm30Q32y
Jeny,/16uBdgdGSCvQQTZyijym2okSsXZdAizeyz Dulc WySPOsTI9ntVSPZhm\Qc/
fbTalbylA3YuQtxeghU+4SFm6t0tE 1fIMAOLjvch3p+VuB v Q9= AShWTuOvDjO
SWVBEI9TuZnOeBdgESKQuIYhkQimSelSebQuOdkujvvAzL ZMIT2D/Lf6TDx8X Db
15hPjBuyteEwpbdP+xkChdEIObyNzjKTZYaT/3V/bYUCDANrakt 7mANSBgEP/iji
ILM160CeMOchWSsqEnNAawsSukENiS22Ixa+cM+23zT8Ifb) /L4dLibYBFASxBgC
grD3N+GZYBUpOMpmHHsgwun/BOCIWcVgwmZgvrayuTHucin2n8IMCRwiwcKXNIRYR
EoMAdvaNDILBBuVBzZUwgEytda65NuBd4OW 2liegFWVWE21tScx1316X631/MkNyH
gM7vNNZhljofwlGONujckOV/cfPrwCU49TLuOOs UuwLwhsewowWiMwivS5cOfGEB
UgNSgMxsQ7UCkifiCabmHTgFKkHnye1WgUNSxshpb&2P43T1hyBud6WOKNICafkw
2olmCklelkCrlwHgsy) GeGyuklz+mwBal 10)V/084xyE3FR 1nxyd55k3teGhzFTh
BBSthjdixTLAsOf2Kg/knGZe+yZF56/ hikjdvxsZFSP3T|SLIed 2EYmaOYxNEloi
Zr219ywD+ANEZLnleNjUVcajV75EXj7cRgtkprpF+kaowBAKkon) SR7LAWHES On
685+0sWOD07a%P2+hyCIhS/mkL18n3saSCUpid EKINnXLifhwGBorjgrelMvua
PEDafTAHQOYFo7IbhuOcKmgCgCFdUVEQOBAP+GrrzgmAb2HhKofWOpXZ5hsBSKP
lde51g7VeeBmAEF1GPh+pAZ EUR|LEtfSO5TkBKOICB3ZRaUEDDG0z1udMs5W2T
CKYacQUOG2I1U3LIZCEOkDGh/uGlg8LysR+KaTt]l 3oxlHsBRt/RKIFMEQMNcDPzAR
lQllBtZkzzLOugy /SHFaF35fjitdWXRe=

=ZDCf

——END PGP MESSAGE-—-

If you receive email encryption from other users with a public key, Outlook will ask for your password. Enter
the password and click OK .



(g ] Decrypt/Verify E-Mail

Results
Status and proagress of the crypto operations is shown here,

Operation 1; Decrypting: test email...

7 pinentry x

'__.‘! Please enter the passphrase to unlock the secret key for the OpenPGP certificate:
“wamsi krishna ; @gmail.com ="
20453-hit RSA key, 1D S51EAY9BE,
created 2017-03-02 (main key ID 374720CE).

Passphrase | TN |

" el |
If not, you will see the decrypted message in Outlook.
rent Mailbox (.. S | Current Mailbox - €3 Reply 52 Reply A
All Unread ByDate =  Mewest 4 |[=
4 Today vamsi krishna < @gmail.com>
vamsi krishna test email

test email 20:07
----- BEGIN PGP MESSAGE-——

Email encryption is working as it should.

Encrypt email in Outlook with a digital certificate

Office 365 subscribers have the option to add S/ MIME encryption to their Outlook.com account. Free users
will have to stick with one of the other options and the free options above are probably also easier to use (refer to
the article How to encrypt Gmail, Outlook and other webmail for more details). ). Users also need Digital
Certificate for personal S/ MIME encryption of Outlook.com.

Get afreedigital certificate

1. Use Mozilla Firefox, visit Comodo InstantSSL website. (Y ou cannot use Microsoft Edge or Google Chrome
for this task).

2. Scroll to and next to Trial Certificates, select Free.

3. Enter details for the email account you want to secure, use in Microsoft Outlook. Add a password. Accept the
termsin Subscriber Agreement and click Next, then follow the instructions on the screen.



4. Go to the email account and open the email collection (authorized details to collect into the certificate) of
Comodo. Copy the collection link, paste it into the Mozilla Firefox address bar and press Enter. Enter the
corresponding email address. Now, copy Collection Password from the email into the Collection Password
field and press Enter. The digital certificate will immediately begin downloading (it takes only 1 or 2 seconds).

- EL @u antrimang

Collection of Secure Email Certificate

Your Collection Details
You must enter these details to be authorized to collect your certificate.

Email Address YOUR EMAIL ADDRESS HERE, PASSWORD IN BOX BELOW

Collection
Password

Submit & Continue i

5. Next, still in Mozilla Firefox, users need to extract the digital certificate from Certificate Store. The reason
is that the automatic download certificate is in an incorrect format. In Mozilla Firefox, go to Menu> Options>
Privacy & Security , then scroll down to the Security section and select View Certificates.

6. Select Your Certificates tab , then select Certificate Name for the relevant email address and click Backup.
Select a relevant and easy-to-remember file name, then save the file in a memorable location. Now, the user
must create another password. This password is very important. It protects the backup file being created, as well
aswhen installing adigital certificate in another program.

The free certificate will last for 90 days .

Enter adigital certificate (Chrome User)

At this time, Google Chrome users must import a new digital certificate into the Windows Certificate Store .
Chrome uses Windows Certificate Store to authenticate users digital certificates, so it is necessary to enter a
digital certificateto use S/ MIME encryption of Outlook.com.

Please note that if you are using Firefox, the reader may switch to the next section because the digital certificate
isready to use (Chrome and Firefox use different digital certificate authentication methods).

1. In Windows, press Windows + R key, then enter certmgr.msc and press Enter.

2. Highlight Personal folder . Now, right-click and select All tasks> Import .



[& certmgr - [Certificates - Current User\Personal] — O X
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Add a certificate to a store
3. Browseto the location of the backup digital certificate, identify the digital certificate, and then select Open.

4. Enter the password created during the backup process in the previous section. Now, select Mark this key as
Exportable and leave the Include all extended properties option selected, then click Next.

5. Select Place all certificatesin thefollowing store.
6. Make sure the folder is selected as Per sonal, then click OK, followed by Next.

4. Finish the import process. Users will see a message that the process was successful.
Install S/MIME Control

The Outlook.com account uses S/ MIME Control to manage encryption certificates.
1. Open an Outlook.com account in the browser.

2. Create a new email, select the option icon (three dots), then select M essage options> Encrypt this message
(S/MIME) .

3. When the 'Install S/ MIME Control' prompt appears, select Run, verify the Windows Account Control
prompt and select Run.

When installing and configuring S / MIME encryption options, users can use the Gear icon> S/ MIME
Settings menu to choose whether to encrypt the content of all emails.

It's ssimple to send and receive encrypted emails using Outlook. Note, never share a private key with anyone.

Y ou finished reading the article "How to encrypt email on Microsoft Outlook™ edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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