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How to enable or disable Device Guard on Windows
10

Device Guard is a combination of enterprise-related software and hardware security features, when configured
together, locks the device to run only trusted applications that you specify in the code integrity policy. .

Device Guard is a combination of enterprise-related software and hardware security features, when configured
together, locks the device to run only trusted applications that you specify in the code integrity policy. . If the
application is not trusted, it will not be able to run. With hardware that meets the basic requirements, that means
that even if an attacker can gain control of the Windows kernel, they cannot run malicious executable code. With
the right hardware, Device Guard can use the new virtualization-based security in Windows 10 to isolate the
Code Integrity service from Microsoft Windows. In this case, the Code Integrity service runs in the same folder
as the Windows virtualized protected container.

This tutorial will show you how to enable or disable security based on Device Guard virtualization on Windows
10 Enterprise and Windows 10 Education PCs.

Y ou must log on as an administrator to enable or disable Device Guard.

1. How to open Windows Security in Windows 10
2. How to turn on Tamper Protection for Windows Security on Windows 10
3. Enhance Windows 10 security with Exploit Protection

How to enable or disable Device Guard

Step 1. Open the Windows Features.

In Windows 10 Enterprise / Education version 1607 or later, select Hyper-V Hypervisor in Hyper-V and click
OK .
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Turn Windows features on or off

To turn a feature on, select its check box, To turn a feature off, clear
its check box. A filled box rmeans that only part of the feature is
turned on.

[] = .MET Framework 3.5 (includes .MET 2.0 and 3.0} -ﬁ
[m]  .MET Framework 4.6 Advanced Services
[] | Active Directory Lightweight Directory Services
[] | Containers
[] = Data Center Bridging
[]  Device Lockdown 1 6 0 7
= [® | Hyper-v
[] | Hyper-V Management Tools
= (W] | Hyper-V Platform

Hyper-V Hypervisor

[] | Hyper-V Services

Internet Explorer 11
[]  Internet Information Services
[]  Internet Information Services Hostable Web Core
|:| Legacy Components
Media Features W

K Cancel

In Windows 10 Enterprise / Education versions before version 1607, select Hyper-V Hypervisor in Hyper-V,
select | solated User M ode and click OK .
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Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box, & filled box means that only part of the feature is turned on.

= [ 7 Hyper-v ~
1] | Hyper-V Management Tools
= [l Hyper-V Platform

[l Hyper-V Hypervisor

[ 1l Hyper-V Services

Internet Explorer 11

Internet Information Services

Internet Information Services Hostable Web Core

Isolated User Mode

&3]

1RIOO0O0 &

Legacy Components

Media Features
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QK Cancel

Step 2. Open Local Group Policy Editor.

Step 3. Navigate to the following key in the left pane of Local Group Policy Editor.

Conput er Configurati onAdm ni strative Tenpl at esSyst enDevi ce CGuard

B Local Group Policy Editor

File Action View Help
e 2@ = EBE T
v & Computer Configuration ~ || setting
~| Software Settings
| Windows Settings
w | Administrative Templates

State Comment
|| Deploy Code Integrity Policy Not configured Mo
.’. 1] Turn On Virtualization Based Security Not cenfigured Mo

~ Control Panel
~ Metwork
~ Printers
= Server
| Start Menu and Taskbar
v [0 System
| Access-Denied Assistance
I App-v
| Audit Process Creation
~| Credentials Delegation
.—. | Device Guard
| Device Installation v
< > Extended A Standard
2 setting(s)

Step 4 . In the right pane of Device Guard in the Local Group Policy Editor, double-click the Turn On
Virtualization Based Security policy to edit it.

Step 5. Follow Step 6 (turn on) or Step 7 (off).

Step 6. To activate Device Guard



1. Select Enabled .
2. In Options, select Secure Boot or Secure Boot and DM A Protection in the Select Platform Security
Level drop-down menu.

Note: The Secure Boot (recommended) option provides secure boot with multiple protections supported by
specific computer hardware. A computer with an input / output memory manager (IOMMUSs) will have a safe
boot with DMA protection. A computer without IOMMUs will only activate secure boot.

Secure Boot with DMA will enable secure booting and VBS only on computers that support DMA, ie
computers with IOMMUs. With this setting, any computer without IOMMU will not have VBS protection
(hardware-based), although it can enable code integrity policies.

1. InOptions, select Enabled with UEFI lock or Enabled without lock in the Virtualization Based
Protection drop-down menu of Code Integrity.

Note: Enabled with UEFI lock option ensures Virtualization Based Protection of Code Integrity is not disabled
remotely. To disable this feature, you need to set up Group Policy Disabled as well as delete the security for each
computer with the current user to delete the configuration on UEFI.

Option Enabled without lock for Virtualization Based Protection of Code Integrity is remotely disabled using
Group Policy.

1. If you wish, you can aso activate Credential Guard by selecting Enabled with UEFI lock or Enabled
without lock in the drop-down menu Credential Guard Configuration.

Note: Enabled with UEFI lock option ensures Credential Guard is not disabled remotely. To turn off this
feature, you must set Group Policy to Disabled as well as delete the security function in each computer with the
current user to delete the configuration in UEFI.

Enabled without lock option allows Credential Guard to be turned off remotely using Group Policy. Devices
using thisinstallation need to run on the operating system from Windows 10 (Version 1511) or later.

1. Goto Step 8.
Step 7. To disable Device Guard
Select Not Configured or Disabled , click OK and go to Step 8.

Note : Not Configured is the default setting.
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Step 8. Close Local Group Policy Editor.
Step 9 . Restart the computer to apply changes.
| wish you all success!

Y ou finished reading the article "How to enable or disable Device Guard on Windows 10" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.

© 2019 TipsMake.com


https://tipsmake.com

