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How to enable BitL ocker encryption on computers
that do not support the TPM chip

How to enable BitLocker encryption on computers that do not support the TPM chip. TPM is only integrated on
newer laptops or motherboards, so if you do not support TPM when enabling BitL ocker, you will receive an
error message.

BitLocker is a feature built into Windows that helps us encrypt and protect data against unauthorized access or
theft of data on our computer. However, to use this feature, your computer must be integrated with a security
chip called Trusted Platform Module (TPM), usualy this chip is only integrated on newer laptops or
motherboards. Computers that do not support TPM when enabling BitLocker will have an error message. But do
not worry, if your computer does not support TPM we can still activate BitLocker in the system, of course the
security will not be as high as the computers that support TPM. Please follow along the following tutoria of
TipsMake.com to know how to do it.

% BitLocker Drive Encryption (C:)

Starting BitLocker

6 This device can't use a Trusted Platform Module. Your alt@inistrator must set the "Allow BitLocker
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What are Bitl ocker's system requirements?
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Step 1: You press Windows + R key combination to open the Run dialog box, then enter the command
gpedit.msc and press Enter
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Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

gpedit.msc w
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Step 2 : The Local Group Polici Editor window appears, you browse for the following link:

Computer Configuration> Administrative Templates> Windows Components> BitLocker Drive
Encryption> Operating System Drives

Then in the right window, double-click the Require additional authentication at startup line

=] Local Group Policy Editor - ] X
File Action View Help
e @ zEB=T
'/ Local Computer Palicy P p e e e
« (8 Computer Configuration .
Require additional authentication at  Setting State

“| Software Settings
“| Windows Settings
« | Administrative Templates
“| Control Panel
| Network
< Printers
| Server
“| Start Menu and Taskbar
“ System
~ | Windows Components
| ActiveX Installer Service
| Add features to Windows 10
“| App Package Deployment
“| App Privacy
“| App runtime
“| Application Compatibility
“| AutoPlay Policies
“| Biometrics
~ | BitLocker Drive Encryption
~| Fixed Data Drives
| Operating System Drives
" Removable Data Drives
“| Camera

“| Cloud Content
Crannect
< >

19 setting(s)

startup

Edit policy setting

Requirements:
At least Windows Server 2008 R2
or Windows 7

Description:
This pelicy setting allows you to
configure whether BitLocker
requires additional authentication
cach time the computer starts and
whether you are using BitLocker
with or without a Trusted Platform
Module (TPM). This policy setting
is applied when you tum on
BitLocker.

Mote: Only one of the additional
authentication options can be
required at startup, otherwise a
policy error occurs.

If you want to use BitLocker on 3
computer without a TPM, select
the "Allow BitLocker without a
compatible TPM" check box. In
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Allow Secure Boot for integrity validation
Require additional authentication at startup
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Step 3: In the new window, select Enabled then go to the bottom, select Allow BitLocker without a
compatible TPM. Finally, click Apply to save the settings and exit the window.
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[E] Require additional authentication at startup

Previous Setting Next Setting
(O Mot Configured Comment:
(®) Enabled
() Disabled
Supported on: [ At east Windows Server 2008 R2 or Windows 7
Options: Help:

Allow BitLocker without a compatible TPM # | | This policy setting allows you to configure whether BitLocker ~
(requires a password or a startup key cn a requires additional auth.entic.ation each.timeth.e computer starts
UUSE flash drive) and whether you are using BitLocker with or without a Trusted

Platform Module (TPM). This policy setting is applied when you
S s for computers with a TPM: turn on Bitlocker.
Confi TPM startup: MNote: Only one of the additional authentication options can be
required at startup, otherwise a policy error occurs,
Allow TPM ~

If you want to use BitLocker on a computer without a TPM,

Configure TPM startup PIN: select the "Allow BitLocker without a compatible TPM" check

Allow startup PIN with TPM - box. In this mode either a password or a USB drive is required for
start-up. When using a startup key, the key information used to

Canfigure TPM startup key: encrypt the drive is stored on the USB drive, creating a USE key.
When the USB key is inserted the access to the drive is

Allow startup key with TPM ~ authenticated and the drive is accessible. If the USB key is lost or
unavailable or if you have forgotten the password then you will

Configure TPM startup key and PIN: need to use one of the BitLocker recovery options to access the

- drives
Allow startup key and PIN with TPM vy, Thulhuat
< > On a computer with a compatible TPM, four types of w

Now you can try to enable the BitLocker feature on a certain drive partition, such as drive C, to see no error
messages anymore:

&}QJ BitLocker Drive Encryption (C:)

Choose how to unlock your drive at startup
o Some settings are managed by your system administrater,

To help keep your data more secure, you can have BitLocker prompt you to enter a password or insert a
USE flash drive each time you start your PC.

= Insert a USB flash drive

—» Enter a password

Cancel

So with just a few simple steps, we can enable BitLocker encryption on computers that do not support TPM
chips, hope you will find the article useful. Good luck.

Y ou finished reading the article "How to enable BitL ocker encryption on computersthat do not support the
TPM chip" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and
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tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us
regularly.
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