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How to divide the subnets and the benefits of
subnetting

By default, a class B address network will allow up to 65,000 device addresses (host addresses). However, in
fact, due to technology limitations, no single network can support many such machines. Therefore, it is
necessary to divide a single network into multiple smaller networks (subnets) and this processis called
subneting. In the most general sense, a subnet is a group of devices on the same network segment and shares the
same subnet address.

By default, a class B address network will allow up to 65,000 device addresses (host addresses). However, in
fact, due to technology limitations, no single network can support many such machines. Therefore, it is
necessary to divide a single network into multiple smaller networks (subnets) and this process is called
subneting. In the most general sense, a subnet is a group of devices on the same network segment and shares the
same subnet address.

The need for subnetting

In this example, a company is granted a class B address, which can have up to 65,000 devices. However, the
current network architectures have a physical limit on the number of machines that can be connected, often
smaller than the number of addresses available in a class B network alot. Moreover, administering on a network
with too many devicesis aso abig difficulty.
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To overcome these problems, the easiest solution isto divide the network into smaller networks. Thus, looking
from the outside, this class B network address will define a private network in the global network but on the
inside of the company, this class B network is further divided into subnets and each subnet. This has a private
address. With such adivision, the number of computers across the LAN can reach the maximum number that
class B addresses can support.

Benefits of subnetting

In addition to adding network addresses, network sharing has the following benefits:

1. Reduce network congestion by reorienting traffic and limiting the scope of broadcast messages.
2. Limitations within each subnet may occur problems (does not affect the entire LAN)
3. Reduce the CPU usage time by reducing the traffic of broadcast traffic

4. Security enhancement (security policies may apply to each subnet)

5. Allowsto apply different configurations on each subnet
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Subnet mask

The subnet mask is a 32-bit number that identifies the network address portion of an IP address. There are two
types of subnet masks: Default subnet mask and Custom subnet mask

+ Default subnet mask (Default Subnet Mask)
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Each network address layer has a default subnet mask. Class A subnet mask covers 8 bits, class B covers 16 bits
and thefirst 24 bit C layer. The remaining bits are used to type the device address.

To understand this concept, imagine the subnet mask is a grid covering the network address part in an IP
address. Each computer or router will use the subnet mask to determine the network address of the IP addresses
it will send the message to. Bits that are not covered by the subnet mask are bits that identify the device address
inan IP address.

The internal bits in the subnet mask correspond to the network definition bits of the IP address with a value of 1,
the bits corresponding to the bits that identify the device have a value of 0. In decimal, if the The network
identification part of an IP address occupies an entire octet, so the corresponding octet in the subnet mask will
have a value of 255.

If there is no custom subnet mask, the default subnet mask will be used to distinguish the network definition and
device identification part in an IP address.

Custom subnet mask

The subnet address is the network address for a subnet. A custom subnet mask allows us to identify these subnet
addresses in an |P address. When creating a custom subnet mask for a subnet, you also specify the maximum
number of devices that can be connected in that subnet.

For example, imagine your network is assigned an address of class C, but you need to divide it into subnets to
improve network performance. If you place a subnet mask as in the Class C example in the image above, your
network can have up to 14 subnets (24-2) and each subnet can have up to 14 devices.

Most custom subnet masks cover bits covered by the default subnet mask but in addition to those bits, it extends
afew other bits out of the next octets.

Just like the default subnet mask, the custom subnet mask also includes bits 1, corresponding to the bitsin the IP
address covered by the subnet mask. In decimal form, each octet in the subnet mask completely covers an octet
in the IP address that also has a value of 255. The decimal value of the remaining octets in the subnet mask
depends on the number of bits. Used to determine the subnet address.

Without a custom subnet mask, all computers on your network must belong to the same physical network
segment. With the subnet mask, you can create different subnets. When you add a bit to the default subnet mask,
you have turned that bit into a bit that identifies the subnet address, but it also means reducing the number of
remaining bits for the device address.

| P addr ess management



I P address management in a TCP / IP network usually begins with obtaining a network address from an Internet
service provider (ISP) or organizations responsible for allocating Internet addresses. After having a network
address, the following three important tasks must be completed to type | P addresses for devices on the network.

- Select subnet mask
- Assign addresses to subnets
- Assign addresses to devices on the subnet

Sealect subnet mask

To determine the subnet mask, you must first determine the number of subnets needed. This needs to be
calculated based on the current status and expected growth of the company's network. Here are two ways you
can use to define subnet masks.

Method 1: Calculate the subnet mask

Problem: Need to divide C network address 162.199.0.0 into 10 subnets. What is the value of the subnet mask?

In this example, we have a class B address that needs to be divided into 10 subnets. To specify a custom subnet
mask, the following steps need to be performed:

First, get the number of subnets needed and convert that number into binary. In this case, if you need 10 subnets,
switch 10 to binary and 1010

Step 2, convert al the bitsin that binary value to 1. We will convert all bits of 1010 to 1 and add the zeroes after
the result to get an entire octet. The result will be 11110000. Convert this binary value to decimal, 240. Thisis
the extension (in addition to the default subnet mask) of the custom subnet mask. To get a custom subnet mask,
just add this value after the default subnet mask 255255.0.0 and get 255.255.255.240.

We have diagrams and summaries of the following steps:
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1. Determine the number of subnets needed

2. Convert this number to binary

3. Convert al bitsto 1. Add the following O bits to get an full octet
4. Add this custom mask section to the default subnet mask

Method 2: Select the subnet mask from thetable

Because each outer bit of the default mask of each layer isonly 1 or O, there are only 8 network mask values.

Customizable children vary for each octet. Therefore, it is possible to set up atable to help us quickly determine
the appropriate mask value.
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Let's start with the binary conversion table and calcul ate the possible subnet mask values ??by accumulating the
bit values ?7in the diagram. The mask covers a bit with a value of 128. The 2-bit mask covers a value of 128 +
64, or 192. The mask covers 3 bits with avalue of 192 + 16, or 224.

Continue doing so until you reach the rightmost column, when all the bits of the octet are used in the subnet
mask. It will have avalue of 255.

Next, determine the number of subnets corresponding to each subnet mask value. The subnet number can be
determined by the formula 2 * m-2, where m is the number of bits entered in the subnet mask (in addition to the
default mask hits). You need to subtract 2 because there are two reserved addresses on each network. For
example, if only 1 bit is used for the subnet mask (then the subnet mask value is 128), there will be 2" 1-2 =0
valid addresses for this subnet. If using 2 bits for the subnet mask (the subnet mask value is 192), there will be 2
A 2-2 valid values ?or the subnet address. Just like that, we cal cul ate the next column.

The final step is to define the column in the table that allows you to divide the network into the desired
subnetwork number. For example, if you need 8 subnets, select the column that allows up to 14 subnets,
corresponding to that value of 240 in the subnet mask.

Note: In some cases, we must calculate the number of subnets that may be available with a network address and
the given subnet mask. Thisisthe inverse problem of the above problem. The steps are as follows:

1. Switch the subnet mask to binary

2. Counting the number of bitsisincluded in the custom subnet mask in addition to the bits of the default
subnet mask, calling that number m

3. Usetheformula2” m-2 to calculate the number of subnets

Calculate the number of devices on each subnet

After determining the subnet mask value, it is necessary to specify the number of devices that can be connected
to each subnet.
Problem: How many devices can connect to subnets in the following networks?

1. Class B network with 14 subnets and subnet mask 255.255.240.0

2. To calculate the number of supported devices on each subnet, switch the subnet mask to binary and count
the number of uninsured bits (That is the O bit). Then use the following formulato cal cul ate the maximum
number of supported devices: 2 u-2, where u is the number of Os counted above.

For example, the mask 255.255.240.0 for Class B networks divides the network into 14 subnets. There will be 12
unmarked bits. Applying the above formulawill calculate the maximum number of devices per subnet of 2 * 12-
2=4094

We have diagrams and summaries of the following steps.
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Switch the subnet mask to binary

2. Count the number of bits that do not belong to the subnet mask
3. Usetheformula 2 ” u-2 to calculate the number of devices on each subnet



Assign the subnet address

After you have defined the subnet mask that matches the requirements for the number of subnets to be set up,
you need to specify the addresses that will be assigned to each subnet.

Problem: List al valid subnet addresses for a class B network with 131.56.0.0 address with subnet mask
255.255.240.0.

In this example, you have been given a class B address of 131.56.0.0, and you have chosen 255.255.240.0 as a
subnet mask. To calculate valid subnet addresses, first convert the mask value to binary. Find the rightmost 1 bit
and convert that bit to decimal. In this example, the rightmost 1 bit has the corresponding decimal value of 16.
Thisis called progressive value

Next, create alist of subnet addresses by adding the accumulated value into the allocated network address. Note
that the list will stop at the same number as the subnet mask value.

131.56.0.0
131.56.128.0
131.56.16.0
131.56.144.0
131.56.32.0
131.56.160.0
131.56.38.0
131.56.176.0
131.56.64.0
131.56.192.0
131.56.80.0
131.56.208.0
131.56.96.0
131.56.224.0
131.56.112.0
131.56.240.0

The address list will start with 131.56.0.0 and end at 131.56.240.0. Finally, leave the addresses with all 0 or 1
bits in the subnet mask (these are reserved addresses). If you set up the address list this way, the reserved



addresses will be the first address and the last address of the list.

To check the list, count the number of bits included in the mask in the subnet mask and calculate the number of
company subnets 2 m-2. In this case, there are 4 bits included in the mask so the subnet number is2 » 4-2 = 14,
exactly the same as the number of subnetsin the list above.

Assign device address

The last step in |P address management is to identify the IP addresses that can be assigned to devices in each
subnet. You need to know the subnet mask, subnet address, progressive value to calculate the first address and
the last address on each subnet. The range of valid IP addresses in each subnet is defined as follows:

- Start address: By plus network address 1
- Address ends. By the next subnet address minus 2 (with the current subnet address + accumulated number -2).

Problem: Determining the address range for workstations on subnet 131.56.32.0 of class B network with
131.56.0.0 address and having subnet mask 255.255.240.0

In this case, you have been assigned a 131.56.0.0 Class B address and selected subnet mask 255.255.240.0 to
divide this Class B network into different subnets. You want to specify the address range for workstations on
subnet 131.56.32.0.

First, switch the mask value to binary. Determine the rightmost 1 bit and the decimal value corresponding to that
bit you will get the progressive value of 16.

The first device address will be 131.56.32.1. The next subnet address can be calculated by adding the
accumulated value to the subnet part of the address. In this example, the next subnet address will be 131.56.48.0.
Subtracting 2 from this value will get the final value of 131.56.47.254 within the subnet address of 131.56.32.0.

1. Freeonline subnet exercises
2. Learn basic functions of network devices

Y ou finished reading the article "How to divide the subnets and the benefits of subnetting" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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