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How to distinguish UniKey from owner and fake

Currently, there are quite afew non-governmental websites that allow downloading Unikey percussion,
potentially containing malicious software. So how to distinguish which version of Unikey is genuine, what is the
unknown version? All these questions will be answered in the following article.

As we know, to type Vietnamese on Windows operating system, forcing users to use accent typing, in which
Unikey is the most popular choice of Vietnamese users. However, it is this popularity that leads to a worrying
issue that many unofficial websites appear to allow the download of Unikey percussion, potentially containing
malware. It can contain viruses, malware, keyloggers that infringe on your computer or store everything you
type, including passwords for accounts, bank information or credit cards, .

So the question here is how to distinguish what is the genuine version of Unikey, which is the unknown version?
All these questions will be answered in the following article.

1. How to block malicious code manually delete Vietkey, Unikey, Zalo on the computer
2. Fix error Unikey does not show icon on Taskbar
3. Install Unikey, Vietkey is not properly threatening computer security

UniK ey official website

One thing users should know is that the official download page of Unikey is only available at Unikey.org at the
link https://www.unikey.org/ . In addition to the above address, all other sites are fake, for example Unikey.vn
page also gives Unikey direct download but may not be the owner. The interface of Unikey.vn page is still more
beautiful and more than the original Unikey.org page, so many of you will mistake this as the official website of
that percussion.

Unikey keyboard is very important software, so to be safe you should only use the official website of UniKey
software.
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UniK ey distinguishesitself and UniKey isunknown

If there was almost no way to distinguish UniKey and UniKey from unknown sources, now everything has
changed completely. Currently, with version 4.3 RC1 released on June 23, 2018, the author of Vietnamese
percussion UniKey has attached a certified digital signature in the UniKeyNT.exe program. Thus, you can easily
check and know whether your Vietnamese typing software is safe and genuine. Specifically, digital signatures
will help:

1. Downloaded UniKey version will not be checked by the system Windows Defender SmartScreen

mistakenly recognizes as malware.
2. You are allowed to check to make sure that the correct program is provided by the software author and has

not been changed.
Windows Defender's Smar tScreen war ning

Although digital signatures have been added to Unikey, every time a new UniKey version is published in the
future, you will inevitably encounter SmartScreen warning as shown below when running UniKey.

Windows protected your PC
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If unfortunately fall into this situation, you click More Info button to see the full information of UniKey origin.
Now, identifying UniKey owner and UniKey from unknown source through the next interface appears as
follows:

1. Appear the word Publisher: PHAM KIM LONG , this shows that you are using genuine UniKey version,
derived from the author.

Windows protected your PC

revented an unrecognised icationgfonusiciting. Running this application might

1. Thetext Publisher: Unknown publisher , showing the fake program, does not appear from the author
himself. This highly capable UniKey version has been installed malicious code and of course you should
not use it.

Note:

For UniKey version with digital signature authentication, when there is a big enough download, Windows will
record and remember the "clean" version of UniKey and not show SmartScreen warning as above. So, if you do
not see a warning, you can rest assured to use UniKey or to be more sure, you can check the digital signature
authentication viathe UniKeyNT.exe file following the instructions in the next section.

How to check UniKey'sdigital signature authentication

To check the digital signature on UniKey originating from the author, not modified, you operate in turn as
follows:

Step 1.

From Windows Explorer, right-click on UniKeyNT .exe file and then select Properties . In the new dialog box
that appears, select the Digital Signaturestab and click the Details button.



' General | Compatibity Digtal Signatures | Securty | Details |

Signature list
Mame of signer:  Digest algodthm  Timestamp
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Step 2:

Next, click the View Certificate item.



Digital Signature Details ?

General | Advanced

Digital Signature Information

Eﬁ This digital signature is OK.
Signer information
Name: [PHAM KIM LONG
Ernail: Mot available
Signing tme: |[Tuesday, July 3, 2018 12:34:54 AM
View Certificate
Countersignatures

Mame of signer; Email address: Timestamp
COMODO SHA-L.. Not available Tuesday, July 3, 201...

If you see the final information table as Certificate with the contents as shown below, there is no debate, make
sureyou are using the original UniKey version.



A Certificate ﬂ

General | Detads | Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

» Ersures software came from software publisher
* Protects software from alteration after publication

* Refer to the certification authority's statement for detals.

Issued to:  PHAM KIM LOMNG

Issued by: COMODO RSA Code Sigring CA

Valid from 3/15/2018 to 3f17/2019

Iristal Certificate...| | Issuer Statement |

The above is a way to help you distinguish Vietnamese typing software UniKey owner and fake. Interested
readers can download and update the new Unikey 4.3 RC3 to experience from today.

Hope you are succesful.
See more:

1. 5waysto identify safety extension before installation
2. How to identify and avoid fake Android apps in Play Store
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Y ou finished reading the article "How to distinguish UniKey from owner and fake" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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