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How to Disable USB Ports

This wikiHow teaches you how to turn off your PC's USB ports. USB ports, while useful, can also pose a
security risk when left available on a shared computer. Y ou can disable your USB ports using both Device
Manager and the Registry Editor...

Method 1 of 2:

Using Device M anager

Open Start

Picture 2 of How to Disable USB Ports

. Click the Windows logo in the bottom-left corner of the screen.
1. You can also just right-click Start if you want to select Device Manager from the advanced menu.
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Open DeviceManager. Type devi ce manager into Start, then click Device Manager at the top
of the Start results.
1. If you right-clicked Start, click Device Manager in the menu that appears.
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Scroll down to the" Universal Serial Bus controllers' heading. You'll find thisin the "U" section near
the bottom of the Device Manager window.
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Expand the " Universal Serial Buscontrollers' heading. Double-click the heading to do so. Y ou should
see several indented options appear below the "Universal Serial Bus controllers' heading.
1. Skipthisstepif thisheading is aready expanded.
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Select the" Root Hub" or otherwise built-in USB option. The name of this option may vary depending
on your computer, but it will usually have "USB 3.0" written next to it.



! Disable device

Click [_Disable Device ). Thisoptionisin the drop-down menu. Doing so disables the built-in USB
adapter.
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Disable any remaining USB options under the heading. While disabling the built-in USB adapter will
remove most of the other USB items from below the "Universal Serial Bus controllers' heading, there may
be one or more remaining USB options. Disable these by clicking an option, clicking Action, clicking
Disable Device, and repeating until each USB option is disabled.
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Close Device Manager. Y our computer's USB ports should no longer work.
1. If you need to re-enable the USB ports, go back to Device Manager, select aUSB option, click
Action, click Enable Device, and repeat until your USB options have been restored.

Method 2 of 2:

Using the Registry
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Open Notepad. You'll use the built-in Notepad app to create the Registry script that disables USB ports.
To open Notepad, do the following:
1. Click Start

2. Typein not epad .
3. Click Notepad in the search results.



1| Untitled - Motepad - =]

Windows Registry Editor Version 5.80
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\USBSTOR]
"Start"=dword: 02000084
[HKEY_LOCAL_MACHIME\SYSTEM\CurrentControlSet)\Services\USBESTOR\Enum]
"Count”=dword : 92888800

"Nextlnstance"=dword:Bﬁaﬂeaﬁd
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Add the" disable" script to Notepad. Paste the following script into Notepad:[l]

W ndows Registry Editor Version 5.00 [ HKEY_LOCAL_ MACHI NESYSTEMCur r ent Cont r ol
"“Start”

=dwor d: 00000004 [ HKEY_LOCAL_MACHI NESYSTEMCur r ent Cont r ol Set Ser vi cesUSBSTORENu
" Count " =dwor d: 00000000 " Next I nstance" =dwor d: 00000000

W_JI Untitled - Notepad

File| Edit Format View Help
Windows Registry Editor Version 5.0@

[HKEY_LOCAL_MACHINEA\SYSTEM\CurrentControlSet
"Start"=dword: 00000004
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet
"Count"=dword: 00000080

"NextInstance"=dword:08000000
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Click [_File . It'sin the top-left corner of the Notepad window. A drop-down menu will appear.



Enter afilenamefollowed by the" .reg" extension. In the "File name" text field, type in whatever name
you want to use for your file, thentype . r eg at the end of the name to indicate that the file should be
opened with the Registry Editor.
1. For example, to name your file "USB-off", you would type USB- of f . r eg intothe"File
name" text field.



Click the" Save astype" drop-down box. It's near the bottom of the window. A drop-down menu will
appear.

Click [__All Files ). Thisisin the drop-down menu.



Select the( Desktop ) folder. You'll find thisin the left-hand pane of the Save As window.
1. You may haveto scroll up or down in the left-hand pane of the Save As window to find the Desktop
folder.

Click [_Save . It'sin the bottom-right corner of the Save As window. Doing so saves your file on the
Desktop.



Prompt your fileto run. Double-click the file to begin running it.
1. If you have a USB flash drive (or another USB item you want to disallow) plugged into your
computer, unplug it before continuing.

Confirm the command. Click Y eswhen prompted twice, then click OK when alerted that the command
executed successfully. At this point, your computer's USB ports should be disabled.
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File Edit Format WView Help
Windows Registry Editor Version 5.89

[HKEY_LOCAL_MACHIME\SYSTEM\CurrentControlSet\Services\USBSTOR]
"Start"=dword: 2800003
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\USBSTOR\Enum]
"Count"=dword: 2seee8e8

"NextInstance"=dword : 88888888

12.
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Changethefile'sscript to enable USB ports. If you want to re-enable USB ports, right-click the
Notepad document and click Edit, then replace the third line with the following and press Ctrl + S':

"Start"=dword: 00000003

Y ou finished reading the article "How to Disable USB Ports' edited by the TipsM ake team. We hope this
article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and
guides. Thank you for reading and for following us regularly.
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