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How to delete malicious programs using K asper sky
Virus Removal Tool

Kaspersky Virus Removal Tool isatool to detect and remove malware, spyware, viruses, trojans, rootkits on
computers.

No one can guarantee that your computer is not attacked by viruses, especially when we often download data
online, or connect to external storage devices such as USB. And anti-virus programs on your computer are
necessary to protect the system. Among them is the famous security vendor Kaspersky, along with professional
products like Kaspersky Virus Removal Tool.

In addition to being able to block viruses that attack computers, the software can aso handle situations where
computers are infected with viruses and other antivirus software. It will detect problems on the computer and
remove all infections. Even if the computer is infected with the virus, Kaspersky Virus Removal Tool can still
work properly, even in Safe Mode, then proceed to remove viruses, trojans, rootkits, adware or spyware.

The following article of the Network Administrator will guide you how to use Kaspersky Virus Removal Tool,
remove malicious programs, adware from your computer.

How to use Kaspersky Virus Removal Tool
1. Download Kaspersky Virus Removal Tool
Step 1.

We download the software according to the link above, then click the program's .exe file. The first interface will
inform the program terms of use, click Accept to agree.
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End User License Agreement

KASPERSKY LAB END USER LICENSE AGREEMENT TO GRANT A A
NON-EXCLUSIVE LICENSE TO USE THE SOFTWARE

IMPORTANT LEGAL NOTICE TO ALL USERS: CAREFULLY READ
THE FOLLOWING LEGAL AGREEMENT BEFORE YOU START
USING THE SOFTWARE.

BY CLICKIWNG THE ACCEPT BUTTON IN THE LICENSE
AGREEMENT WINDOW OR BY ENTERING CORRESPONDING
SYMBOL (-5} YOU CONSENT TO BE BOUND BY THE TERMS AND
CONDITIONS OF THIS AGREEMENT. SUCH ACTION IS A
SYMBOL OF YOUR SIGNATURE AND YOU ARE CONSENTING TO
BE BOUND BY AND ARE BECOMING A PARTY TO THIS
AGREEMENT AND AGREE THAT THIS AGREEMENT IS
ENFORCEABLE LIKE ANY WRITTEN NEGOTIATED AGREEMENT
SIGMNED BY YOU. IF YOU DO NOT AGREE TO ALL OF THE
TERMS AND CONDITIONS OF THIS AGREEMENT, DO NOT USE
THIS SOFTWARE AND DO NOT INSTALL THE S0OFTWARE.

AFTER CLICKING THE ACCEPT BUTTOM IN THE LICENSE
AGREEMENT WINDOW OR AFTER ENTERING CORRESPONDING
SYMBOL (-5) ¥OU HAWE THE RIGHT TO USE THE SOFTWARE
IN ACCORDANCE WITH 'THE TERMS AND CONDITIONS OF THIS
AGREEMENT.

Step 2

After that, the software installation process on the system will be conducted. This process takes very few steps.

Initialization

Initialization: 30%

Soon the main interface appears. First, click Change parameter s to set the scan area.



Kaspersky =

Virus Removal Tool @ Quarantine il Report

Ready to scan

This free virus scanner is designed to detect malware, adware,
riskware, and allow the user to remove them.

A reboot might require after disinfection.
Please, save all opened documents before scan.

Kaspersky Virus Removal Tool does not provide real-time protection.

{E‘ change parameters I

‘\J Start scan

Help  About  More from Kaspersky

Step 3:

The Objects to scan interface appears with various scan options. We can select items that need to be checked, but
it isrecommended to select all 4 itemsin the interface including System memory, Startup objects, Boot sectors
and System drive.

Also when clicking Add objects . you can select the folder you want to check.

%  Settings

Objects to scan

=] Add object...

< System memory
&Y Startup objects
& Boot sectors
% System drive

Restore default actions



We click on the folder we want to check with Kaspersky Virus Removal Tool. Finaly click OK to set the
selected folder in the list.

Browse For Folder p4

- Desktop

@ Onelrive

3. User

B3 This PC
= Libraries
¥ Metwork
L 3 Homegroup

Folder: User

K, Cancel

After that, users click on Start scan item to scan the system.



Kaspersky =

Virus Removal Tool @ Quarantine il Report

Ready to scan

This free virus scanner is designed to detect malware, adware,
riskware, and allow the user to remove them.

A reboot might require after disinfection.
Please, save all opened documents before scan.

Kaspersky Virus Removal Tool does not provide real-time protection.

€3 change parameters

Help  About  More from Kaspersky

Step 4.

In the scanning interface we will see the scan execution time and the total number of objects conducted. If a
computer is found to have problems and dangerous objects, users will receive a notification immediately. It will
not be No threats found.



Kaspersky ==
Virus RemovalTool @ Quarantine il Report

Scan in progress...

Duration: 00:01:04
Processed: 2271 objects, no threats found

Object: ...\Datal.cab//_BF2BO7FECA164656B60316A9A4C4516C

Help  About  More from Kaspersky

Step 5:

When the scan is complete, you will receive areport of the software. When no threat is detected you will receive
aNo threat found message as shown below. Click on Report to see the report details.



Kaspersky -

Virus Removal Tool @ nmmntin ] Report

No threats found

Duration: 00:00:01
Processed: 9 objects, details
Found: 0 objects
Meutralized: 0 objects
Quarantined: 0 objects

oy
3

%3 change parameters

‘D Start scan

Help  About  More from Kaspersky

Step 6:

In case the computer sticks to a virus and detects malicious software, we will get the interface as below. Click on
Neutralize all in the interface, then click Continue at the bottom.

500 objects detected
Select action for found objects:

& Copy al to quaranting |4 Neutraize al (S Skip al ) Restore defauk actions
Virus. Win32.Cabres.a 2

2] Fle: C:\Users\Gruja\Desktop Tegl\VirusS....com_004571 dfdfe8afaB2 cf09be336e9270.vir Cure b
Virus
Virus.Win32.Neshta.a

4 Fle: C:\Users\Gruja\Desktop) Tesill\ Virus. . com_000b45fac687730ch389fe3beb675¢ca0.vr | Cure -
Virus
Virus. Win3 2.Alman.b

4 Fie: C:\Users\Gruja\Desktop) Test2\Viru...om_000454702287d0c032145fe39dc212d0.vr | Cure v
Virus
Virus.Win32.Neshta.a

2] Fie: C:\Users\Gruja\Desktop) Test2\Virus...com_011b7e346015153507(7bc0f2efd9ch.vr | Cure -
Virus
Warm. Win3 2. Viking.n

4l Fle: C:\Users\Gruja\Desktop) Test2\Virus...com_00f8887 c6a8e3d9f34a52cf000704 1a0.vir | Cure -
Virus
Virus. Win3 2. Elkern.b

#l  Fie: C:\Users\Gruja\Desktop) Test2\Virus.. .com_011e05b40ed84a4aea3b033a2e43c0.vr | Cure >

Virus

w

-  =m

Step 7:



For a computer system that is heavily infected, click Disinfect and restart the computer to bring the computer
into an advanced boot state.

Kaspersky
Virus Removal Tool @ Quarantine gl Report

£ Malware detected

You are advised to close al active programs and
save your changes before computer restart

q:)lmﬁect and restart the computer

Try to disinfect without computer restart
This method does not guarantes complete disinfection.

The window will be dosed after 111 seconds

L Start scan

Help About More from Kaspersky

Immediately after that the software will conduct a check of the suspicious files.Note , with this running process
you should not perform other tasks on your computer such as text editing. Save the work you are doing and then

proceed with the scan.

This process the user will not be able to click Stop Scan. After the scan is completed and the data is checked
again, the tool will also notify the result to the user.



Kaspersky
Virus RemovalTool @ Quarantne il Report

Cure in progress...

Duration: 00:01:55

Object: ...\virussign.com_14c1085b1949a97b990bbed4e6287a20.vir

Start scan

Help About More from Kaspersky

So with Kaspersky Virus Removal Tool, the computer system will quickly detect dangerous files and programs.
After that, the software will continue to test again with those dangerous files. This will make the system more
secure. However, to be more secure for computers we should still use other antivirus software, combined with
Kaspersky Virus Removal Tool to achieve the highest security performance.

| wish you all success!

Y ou finished reading the article "How to delete malicious programs using Kasper sky Virus Removal Tool"
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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