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How to create and restor e System | mage Backup
with Macrium Reflect

This tutorial will show you the basic concepts of Macrium Reflect, how to create image backups and how to
recover them.

This tutorial will show you the basic concepts of Macrium Reflect, how to create image backups and how to
recover them. The article will not go into advanced features. However, the Macrium Reflect user interface as
well asits functions and features such as planning and backup will be mentioned in the article.

The free version of Macrium Reflect is enough for most average users. But if you're interested in the ability to
create advanced backups, that's a good reason to consider whether to buy a full Home edition. In Europe, the
current priceis€ 62.95 for a PC or € 125.90 for four machines (buy 2 get 2 free).

Comparison table of features between Free version and Home version:
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Feature Comparison

Feature/Functionality v6 Free Home Edition

Backup/imaging
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Macrium Fast Imaging

VWSS Support for Data integrity
Drag and drop user interface
Reorder & resize partitions
GPT support

UEFI Support

Comment backups

CLCCCCKLCA

Differential Images
Incremental Images

Delta Incremental Indexing
File & folder backup

File & folder masks
Dynamic disk support
AES Encryption

Password protection

If you have any questions about one of the features mentioned above, leave your comments in the comment
section below!

How to create and restore System I mage Backup with Macrium
Reflect

Part 1: Install Macrium Reflect
Part 2: Create Rescue Media (Rescue medium)
Part 3: Create the entire backup image
Part 4: Create Differential and / or Incremental backup
1. Differential Backup / Image
2. Incremental Backup / Image (Not available in the free version!)
5. Part 5: Restore system backups
6. Part 6: Service, update and upgrade a Macrium Image

WD PE

Part 1: Install Macrium Reflect

1) Download Macrium Reflect for free or 30-day Home Edition trial from Macrium Reflect Free.
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Macrium Reflect Free

Current Version: 6.2.1502 (11 August 2016)

2) Run theinstaller, select Free or Home, click Download .

Macrium Reflect Download Agent

Select Installation Package

Download Location & Options

select additional components for subseguent offline installs.

# The most appropriate install package will be downloaded for your computer, Click Options to

Save to folder | D:\Users\Kari\Downloads

Run installer directly after downloading
Registration Information
E\ Mame M

Company Mame  NiA
Download Information

@ Ready to download
NV e of oM { 0% )

| —

Options |

—— a . =

Pause

3) Windows PE isakind of mini operating system. Its components need to be downloaded.



Macrium Reflect Download Agent

@T:ﬁ Confirm download
w )

The option selected for download contains WinPE
components from Microsoft

The Microsoft WinPE component download will be
530.3 MB in size' -

Proceed with the &uw;llnad ?

4) When the components of Windows PE have been downloaded, the Macrium installer will start working.
Install as usual and accept all reminders.

Part 2. Create Rescue Media (Rescue medium)

1) Run Macrium Reflect. The UAC window will appear if you do not turn off UAC. Click Yesto turn off UAC.

B Macrium Reflect Disk Imaging and Backup

Verified publisher: Paramount Software UK Ltd
File origin: Hard drive on this computer

Show more details \l'j:_ﬁ (s 1o13 L' L1l (102

2) When running for the first time, Reflect will suggest you create WinPE rescue media, 1SO image or CD /
DVD or USB drive.



Macrium Reflect

_@ Rescue Media

Important: You have not yet created Rescue Media to
enable system recovery of your PC.

Do you want to create Rescue Media Now?

[ ] Don't ask me again.

lﬁl You can create a CO/OVD or USE bootable media

Creating a rescue mediais highly recommended. Backups of your images will be useless if in an emergency, you
cannot start your computer to restore an image backup.

3) The correct version of WinPE will be selected automatically. Click Next .

Rescue Media Wizard

Rescue Media Wizard

Create bootable rescue media

-- The rescue media is reguired to recover your system if it will not boot.
|

The Windows PE rescue environment is a self-contained version of Windows
containing the Macrium Reflect application.

It will enable you to:

« Restore your system from a backup
« Fix booting issues
s+ Enable a system to boot on new hardware, using ReDeploy

The other features of Reflect, such as making backups or exploring backup images,
are also available in the Rescue Environment.,

‘You should always test that your rescue media will boot, to be sure the media is not
corrupt and your system is compatible with the chosen version of Windows PE.

This wizard will create Windows PE 10.0 rescue media. Supports UEFI [ secure boot,
USB 3.0, HyperV Gen 2 YMs and Windows overlay filesystems.

It is the best choice for Windows 10 systems.
It is required for Win 8. 1 WIMBoot and Win 10 compact installs.

Change PE Version Please press the Next button to continue.

< Badk “ Cancel Finish

4) Reflect will list your network drivers and storage drivers (highlighted in yellow) and put them in rescue
media. Click Next .



i Rescue Media Drivers

| Add drivers to the Rescue Media for any unsupported devices
|
All devices have drivers configured for WinPE

Device Status
+" Realtek PCle GBE Family Controller Device support in WinPE
4" 802.11n Wireless LAN Card Driver already present in Drivers folder
+" Standard SATA AHCI Controller Compatible device support in WinPE
+" Intel(R) 8 Series USE Enhanced Host Controller #1 -9C26 Compatible device support in WinPE

I 4" USB xHCI Compliant Host Controller Compatible device support in WinPE

Update Driver [

Please press the Next button to continue,

Help . < Back Cancel | Finish

5) Click Next .

Rescue Media Wizard

Prepare Windows PE Image
Select your architecture and WIM Type, then press next

|Use the Windows Assessment and Deployment Kit to prepare the Reflect PE image

Build the PE Environment

PE Architecture: | 64 Bit ~

[Jindude optional companents - required for iSCSI and BitLocker support

Automatically unlock BitLocker encrypted drives

(®) Defaultbase WIM  C:'\ProgramData\Macrium\Reflect\Windows Kits}10WA. .. \winpe. wim
(Recommended)

() Custom base WIM

For advanced users, a custom WIM enables you to prepare your own Windows PE environment.

Please press the Next  button to continue.,

< Badk l W Cancel Finish

6) Select your preferred media (CD / DVD, USB) and click Finish .



| Burn Rescue Media
| Choose your optical/USB device and dick finish.

|
Version: 6.2,1502
| e!oi Date: 11-Aug-2016
Type: Auto-built Windows PE 10.0 (WADK) - 64 Bit
‘ Rebuild the rescue environment by copying the required files Rebuild

[Jchedk for unsupported devices each time the Rescue media loads.

Prompt for key press to continue booting from the Rescue media.

(O CD/OVD burner 4 Create ISQ image file

(®) UsB Device 425 (H: RECOVERY) - KingstonD'T R500 (14.91 GB)

Enable multboot M,ﬂ_l UsE suppor. Recommended for your system,

Please press the Rnish button to continue,

18 'ﬁ‘
Help < Back Mext > cancel | w

7) Rescue mediawill be created. Click OK when done.

Macrium Reflect

Rescue Media Successfully Created

OK

* Tips (NOT REQUIRED)

If you want, you can also add Macrium Rescue to the Windows boot menu. It is a very practical option to use
when you want to restore an image or reset Windows startup logs, in case Windows cannot boot normally.

To add Macrium Rescue to the boot menu, select the Add recovery Boot Menu option from the Other Tasks
menu.



2 Trial - Macriumn Reflect license expires on 20-5ep-2016 - v6.2.1502 [UEFI]

Backup [ICnE I @% Check for updates...
4 Backup Tasks L*  Convertimage to VHD...
I:l Image selected disks o >~ View Windows VS5 Events...
= Fix Va5 Problems...
Bl i A S e e T T ——

Select Windows 10 PE, click OK , accept all the following reminders:

Macrium Reflect -

m® wWindows Boot Menu
el :

Add a Windows start-up menu option for the Reflect
recovery environment.

The recovery envirenment will start Windows PE and allow
full system restore without a boot CD.

()Mo menu

() Windows PE 3.1 menu (Mot Built)

() Windows PE 4.0 menu (Not Built)

" Windows PE 5.0 menu (Mot Built)

(@ Windows PE 10.0 menu (64 Bit)

@I Vou are advised to create a boot CD to protect against disk
failure or to upgrade your hard disk.

This step will add Macrium Rescue to your Windows boot menu.



Choose an operating system

Windows 10
W10 PRO Insider

Macrium Reflect

D System Recovery

Change defaults or choose other options

Part 3. Create the entire backup image

1) By default, Reflect will display the Backup (Home edition) or Disk I mage (Free edition) tab. You can see al
the connected drives on the right pane, with checkboxes for each drive (# 1 in the screenshot) and for each
partition (# 2) in case you don't want to restore restore all partitions of the selected drive:
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Note:

The points marked in the screenshot above show the main drive where Windows is instaled (yellow), the
secondary disk, which will store user data (green) and an additiona drive External add-on for backup photos of
Macrium Reflect (blue)

The drive for backing up your Macrium images cannot contain a system image, so be sure to uncheck it.

2) Select all drives and partitions or only the necessary drives and partitions (including specialized systems and
C: partition partitions on old BIOS/ MBR systems or al EFI system partitions) and partition C: drive on UEFI /
GPT system) to restore in Windows.



2 Trial -
File

9% 0 ¢

Backup Restore

View Backup Restore

Macrium Reflect license expires on 20-5ep-2016 - v6.2,1502 [UEFI]

Other Tasks

50

NN

Help

6

4 Backup Tasks

L-_—l Image selected disks on this computer

[» Other Tasks

A Q Details

Create a backup Back

O Refresh

3) Select where to save your image, in this case, the author selects Backups folder on the external backup drive
(drive E :) (highlighted in blue in the screenshot in Part 3/ step 1 above).

When finished, click Advanced Options.

Disk Image
@ Select Scurce Drive(s) and Image Destination
=
Source
GPT Disk 1 [C0S8736D-0830-4054 SBFA-BBIBE2430FI0) - Msht  Vimual Disk 1.0 <120.00 GB> 2
5 1 - Recovery (None) 5 2- NO NAME (Nooe) 2 3- (Hooe) 5H - Symem(C)
~ NTFS Primary FAT32 (LBA) Pramary Unforramed Primarny NTFS Primany
] | I .
3137 MB 245ME 16.0 MB 2055 GB
450,0 MB. SOME ] 160M8 M eecs o]
GPT Disk 2 [BEA242BE-0D4B-4156-8079-ATBODEFAEI?4] - Msft  Wimaal Digk 1.0 <500.00 GB>
1- (Noos) 2 - Usar Profiles (03)
O Unformamed Primany NTFS Primary
I
16,0 MB 18.37 GB
16.0M8 0 lssece O
W
E-Use the Image 1D as the fle name. (Recommended)
{IMAGEID}
{IMAGETD}-00-00.mrimg
Help < Back | MNext> | | Cancel Finish

4) If you want to be sure of your image, you need to verify them. You can manually verify after each backup or

installation to automatically verify them:



Advanced Settings b

Backup Email

Compression

Hietime E Verify this image or backup fie after creation

Auto Jem, |m_|gr-‘

Selectmmmmucdyw.fymenmntvofwmubodmﬂewccw afteritis
created. If files are spiit then each file is independantly verified

Hobe: This may add a significant amount of time to the badup process.

[l verify image or backup file directly after creation

o ]1 cone

5) To track your images, add a description caption. Click OK when done, click Next to continue:

Advanced Settings X

2 Ca

Backup Email

Compression

File Size @ Set comment for this image or backup

Password

Enter a brief comment to complement the backup being reated
We recommend creating terse comments. For example: Full C partition backup'

Using terse comments will also help when reviewing your backups in the restore view

Full badkup, dean install W10 PRO & basic software, no user datal

o 11 conce

6) Now, for the basic image, it is necessary to select the level of filtering with when storing the selected image,
with X GB free space, delete the oldest image and click Finish.



Disk Image

Il
|:'®| Edit the Plan for this Backup

1. Select a Template for your Backup Plan
None

2. Add/Edit Schedules

Backup Type Schedule

Ea Add Schedule ¥ |_:; Edit Schedule Eg Delete Schedule

@ 3. Define Retention Rules
Apply retention rules to matching badaup sets in the target folder

IFul Keep |12 (2] [Backups v
: =] |
[“IDifferential Keep 4 -VJ—|| ;Badcups ~

[ Incremental Keep | 10 i!| ‘Badq.lps ~

Create a Synthetic Full if possile []
[[1Run the purge before badwp.

[“1Purge the cldest backup set(s) if less than | 5 = ” GE on the target volume (minimum 1GE)

L} Advanced Options  Hebp [ <Back Next > Cancel Finish

7) Enter aname in the Backup definition section. Click OK .

Backup Save Options p 4

What do you want to do now?

Run this badwp now

Save backup and schedules as an XML Backup Definition File

¥ou can run this backup at any time by double
diddng the saved XML file.

“nter a name for this backup definition.

W10 Pro Insider Preview|

Kar\DocumentsY, .. WY 10 Pro Insider Preview. xmil

Help (0] 4 Cancel

8) Reflect starts capturing selected drives and partitions. First, it will create a snapshot of your system (# 1 in the
screenshot below). Images will be created based on this snapshot. When the snapshot has been taken, Reflect
will start the process of merging these images and you can continue to work normally with Windows. Anything
you change (save, copy, delete) after a snapshot has been created will not be included in the system image.



‘D\Users\Kar\Documents\Reflect\W10 Pro Insider Preview.xml'
1363 MB -

Frea:

Used: 33TmMB
Operation 2 of 4

Hard Disk: 1

Drive Letter: N/A

Fle System FAT32 (LBA)

Label: MO NAME

Size 950 MB

Free: 702 MB

LUsed: 24EMB
Operation 3 of 4

Hard Desk: 1

Drive Letter; M/A

File System Urformatted

Labal:

Size: 16.0 MB

Frea: oB

Used: 16.0MB
Operation 4 of 4

Hard Disk 1

Drive Letter: [

Fie System: NTF3

Label: System

Size: 119.45GB

B 9845GB
; 2055GE

. August 21, 2016 21:10:49

Macrium (E:) - Free
Delete oldast back

Space 433.72GB
[p sets when free space s less than 5.00 GB

OQress: Creating Snapshot. Pf Wi Time remaining:
ess: 0% TimE remaning:

[;?:n:y | m"Fmﬂem No Shutdawn l Hide A ERER

Y ou can also change the priority for the shooting process (# 2). Low priority provides more system resources for
Windows, while high priority uses as much resources as possible to take photos.

If you want, you can ask Reflect to shutdown, pause, or hibernate when the job has been completed (# 3). This
option isvery practical. You can set Reflect to create a bedtime image, then select Shutdown when done.

9) Images will be created quite fast, actual speed depends on your computer hardware.

Macrium Reflect

10) Click the Restor e tab to view the image properties and to verify it manually if you like.



Note that verifying an image takes longer than creating it.

Part 4. Create Differential and / or Incremental backup

Differential Backup / Image

Differential Backup will check what has changed since the last full backup and only save those changes. When
differential backup restoration, both differential backup images and full backup images must be available on the
same folder on the backup storage.

Because only changes since the last full backup was saved, the differential backup image can be quite small
compared to full backup, depending on the big changes the user has made. Then a differential backup version
was created, the more changes made, the larger the backup image.

Incremental Backup / Image (Not availablein thefree version!)

An incremental backup checks what has been changed since the last backup regardiess of whether it is full,
differential or incremental backup and only saves those changes. When restoring an incremental backup, all
different, incremental and full backup images must be available on the same folder, on the backup drive.

Incremental image may be very small. For example, if you perform incremental backup daily and today you
browse the web, receive some emails but not download or install anything, incremental backup today is only a
few kilobytes or megabytes.

1) Click the Backup Definition file, right-click your definition, select Run now> Prompt .
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2) Choose your preferred image type. This example will run a differential image, after installing some software,
click Set backup comment to enter a description comment for thisimage.

Backup Definition File - "W10 Pro Insider Previewxm|™

9 Select the type of image you want to run
=

(O Full Image, Copy the entire fie system.

Simplest and safest mathod of disk image. Can be run independantly of ather images at any time.
Requires the most storage space and takes longest to complete.

(®) Differential Image. "Copy only fie system dusters that have changed since the last fll badp,

Requires a previous full image to be present. Differential image files will be larger than Incemental
files but only two container fles are needed for restore: the latest full image and the Latest

ential,

(O Incremental Image. Copy only fle system dusters that have changed since the last image.

Requines a previous image file to be present. Greatly reduces imaging time and reduces the image file
size. When restoring from incemental images, you need the most recent ful image as wel as every
incremental image you've made since the last ful or differential mage,

rkibadwmt”

o MNote: A full backup will be run if it isn't possible to create a differential or incremental.

3) Comment from your last full backup will be displayed (highlighted in yellow), add a comment for differential
or incremental image (blue). Click OK .



Backup Comment

Enter a brief comment to complement the backup being created

Full backup, dean install W10 PRO & basic software, no user data
- First differential, installed Kodi and VLC, downloaded photos from OneDrive

[]save this comment with the backup definition.

4) Click Finish to start the backup.

5) Once again the photo will be created. Because this is a differential (or incremental) backup and only the
changes are saved, Reflect will check the changes and take photos of them.

'D\Users\Kari\Documents\Reflect\W10 Pro Insider Preview.xml'

Uestination Lrive; Macrium (k] - bree Space 48/, 29GE A
Free spece threshold:  Delete oldest backup sets when free space is less then 5,00 GB

(Creating Volume Snapshot - Please Wat
Analyzing fie system on velume
Analyzing fle system on volume
Analyzing fie system on volume C:

Saving Parition - Recovery
Reading Fie System Bitmap

Saving Partition - NO NAME
Reading Fie System Btmap
Saving Parttion

Saving Partition - <No Name>
Reading Fle System Btmap
Saving Pt

Saving Partition - System (C:)

Lool
b
Orverall Progress: Time remaining:
Looking for changes
Low High = [
Priocity I Prisrty O completion | No Shutdown Hde | Cancel Pause

6) Since there are not so many changes, the image is created quite quickly.

Macrium Reflect

Image Completed Successfully in 00:03:39

Ok




7) Click the Restor e tab on the upper left, you can now see differential (or incremental) new image listed at the
top of the full image in the right pane.

e1e]
+

8) This, full backup first and then differential and / or incremental backup (or image), is called a backup set. The
default file name for the backup file is XX-YY-ZZ where XX is the same 16-character ID for all files in the
same set, YY is the ID number (incremental) for the file in the set (00 = full backup, 01, 02, etc. . are full,
differential and incremental image), and ZZ is the total number of filesin the set (starting from 00, so 04 is fifth)
and usually looks like Y'Y, except when one or Many backup files are separated, for example when you save
backupsto DVD or fileslarger than 4GB to FAT32 drive.

Thefile extension isalways.mrimg .
Example 1, thereis no split file:

1. Full backup: DF2BBBA4AE813494-00-00

2. Differentia or incremental backup next: DF2BBBA4AE813494-01-01

3. Differential or incremental backup next: DF2BBBA4AE813494-02-02

4. Differential or incremental backup followed: DF2BBBA4AE813494-03-03

Example 2, thereis a separatefile:

Full backup - Part 1: DF2BBBA4AE813494-00-00

Full backup - Part 2: DF2BBBA4AE813494-00-01

Full backup - Part 3: DF2BBBA4AE813494-00-02

Differentia or incremental backup first - Part 1: DF2BBBA4AE813494-01-03
First Differential or incremental backup - Part 2: DF2BBBA4AE813494-01-04
Differential or incremental backup next, only part: DF2BBBA4AE813494-02-05

ok wdE

9) After downloading some photos from OneDrive for PC, create an incremental backup version before
reviewing these backup image filesin File Explorer.

Macrium Reflect

'-6-' Image Completed Successfully in 00:03:07

Ok




Same as above, in steps 1 and 2 when running a new backup, this time is incremental backup. Downloaded
photos don't need much storage. Incremental backup only saves changes since the last backup, in which case the
current image image is created above, so shooting takes place very quickly.

10) Check the folder where the images are stored with the same ID, only different in incremental numbers. You
can also see that while full backup has capacity, it is much smaller than 13GB, differential and incremental
image.

» ThisPC » Macrium (E:) » Backups
~
] Name Date modified Type Size
[3 B500DC3EC5441197-00-00 21-Aug-2016 21:23
(3 B500DC3EC5441197-01-01 22
[ B500DC2ECS5441197-02-02

Disk Partition image 13,028,750 KB

Disk Partition image 443,755 KB

Disk Partition image 685,247 KB

11) Remember to save al image backup files in the same set and in the same folder. You cannot restore
differential or incremental image if some files are missing.

Part 5. Restor e system backups

1) You can restore afull backup or any differential or incremental image.

1. Restoring afull backup will only restore the full backup, not including any differential or incremental
image created |ater.

2. Restoring adifferential backup will restore the last full and changed backup saved in the differential
backup selected (only these two files are needed most, regardless of how many differential and
incremental backups are between full backup and differential backup. selected).

3. Theincremental backup restore will restore a backup set (full, differential, incremental backup) until the
selected incremental backup.

2) Although restoring an image backup can completely start from the Windows desktop, but you should restore
only when the PC is booted into Macrium Rescue console (PE), or select Macrium Rescue from the Windows
boot menu or boot device. Macrium Rescue USB device you created in part 2. Some people may feel
uncomfortable when replacing system files on a running system, so always use restore from WinPE, boot into
Macrium Rescue environment instead of Windows.

3) Macrium's WinPE environment looks slightly different than when Reflect is run from the Windows desktop.
Select the Restor e tab and browse to the image you want to restore or select the image from the right pane. In
this example, the image XX-02-02 (highlighted in yellow) is restored as a incremental backup version. It will
also restore full backup XX-00-00 (green) and the changes saved in the backup differential version XX-01-01
(blue).



O Beon [ Foldes tosconch
SEFASELMMIORID] Mok VealDek L0 <1NO0GE

E§ 2-NOMAME(irs) [ 3+ (ene) 4 - Sy (0]
L] I |
By e fiviace

[ Detoch o bodup image from Windows

Bl Explorer

‘@ugm — S
BS00DCIECS441197-03-06.mrimg 3
ID:  BS0ODCIECS44119T E ‘dﬂr tﬂj‘mﬂ Full backup, dean install WIOPRO bosic

Type: Incremental software, no user data
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Tpe:  Full seftwere, ne v dole

Date: 1EEI0PM
Irege ID: m«:w

ElE & [ Heciom rerea-ro_

4) Start recovery.

B500DC3EC5441197-02- 02 mremg
Folderr  E:\Backups\

Type: Incremental A\

Date: 22-Aug-2016 240 AN

Image ID: BS00DC3EC5441197

5) Click Next and Finish in the prompts that appear.

6) You will be warned that the drive will be overwritten. Click Continue.

. WARNIMNG:
L The following drives will be overwritten

Drive  Volume

£=h System
Mone  \\#\Wolume{02649949-Fd0c-4fe 7-5f5e-067eb4ac 3563},




7) Recovery processisrelatively fast.

Macrium Reflect

'0' Restore completed in 00-:03:57

OK

8) Click the restart button in the bottom left corner to restart your PC. It will boot to restore Windows 10, exactly
asif the recovery image was created.

| ki Macrium Reflect - He

B

Part 6. Service, update and upgrade a Macrium Image

Macrium viBoot is a new application from Macrium Software that allows you to mount Macrium system images
(full, differential or incremental) as a virtual machine to extract files from there, add files to it, update installed
Windows and even upgrade it.

Good luck!
See more;

1. Instructions for backing up and restoring datain Windows 7
2. Backup and restore Windows Registry issimple
3. Complete how to use all backup and restore tools on Windows 10

Y ou finished reading the article "How to create and restor e System I mage Backup with Macrium Reflect"
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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