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How to configure TCP/IP settingsin Windows

Y our computer needs away to communicate with other devices, and that's where TCP/IP comesin. TCP/IP
ensures that data moves smoothly across the network, whether you're browsing the web or sharing files.

Y our computer needs away to communicate with other devices, and that's where TCP/IP comesin. TCP/IP
ensures that data moves smoothly across a network, whether you're browsing the web or sharing files. This guide
will explore how to configure TCP/IP settings in Windows, as well as how to troubleshoot common TCP/IP
problems.

1. Check current TCP/IP settings

Before configuring TCP/IP settings in Windows, you should check their current settings. The easiest way is
through the Network and Internet settings panel, where you can see all the detailsin aclear, visual format. Go to
Network & Internet -> Network and Sharing Center . Select " Wi-Fi" if you are connected wirelessly or

" Ethernet" if you are using awired connection.

%% > Control Panel » Metwork and Intemet > Metwork and Sharing Center
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Click your Internet connection to view |P settings, then click Details to view network connection details.
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However, if you need more detailed information, go straight to the command line and run:
i pconfig /all

This command returns the | P address , subnet mask, default gateway and more details in just afew seconds.

C : \Windows\System32>ipconfig /all
Windows IP Configuration

Host Name . . . . . . . . . . . . ! Anees-Asghar
Primary Dns Suffix :

Node Type : Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :
Description

Physical Address. . . . .
DHCP Enabled. . .« s
Autoconfiguration Enabled
Link-local IPv6 Address
IPv4 Address

Subnet Mask

Default Gateway

DHCPvE TAID . . . .
DHCPv6 Client DUID
NetBIOS over Tcpip

Wireless LAN adapter Local Area Connection® 1:

2. Configure TCP/IP settings using Control Panel

TCP/IP settings can be configured dynamically or statically. Dynamic configuration uses DHCP to automatically
assign | P addresses, making network management easier. Static configuration regquires manual setup of |P
addresses, subnet masks, gateways, and DNS servers.

To configure TCP/IP settings, open Networ k and internet , and then select a network type.



€ Settings

i Network & internet

aneesasghar.cs@gmail.com

Find a setting a
% Home \

B System = Wi-F
= n
©  Bivetooth & devices

W Network & internet o] VF:';‘ 3
Add, connect,

Personalization

Public network 5316 GB, last 30 days

& Connected, secured 2.4 GHz

J/-\\ Wi-Fi (Jaffri house ) [0} Properties @ Data usage
L ]

b

Mobile hotspot
oy of >
B Aops B s o et sommiiion .
Accounts
e Arplane mode o @B >

Time & language Stop wireless communicatian

2 >

Accessibility

)
3
& Gaming
x
v

Privacy & security & Dialup

Set up & disl-up intemet connectior

Navigate to M anage Known Networks.

4 Settings

e g Network & internet > Wi-Fi

aneesasghar cs@gmailcom
Find a setting a ® wi o @D
@ Home oy Jaffi house properties >

Connected, secured

System

Bluetooth & devices " Show available networks >
Network & internet /

B\ 408

Manage known networks s
Personslization ave,
Apps
{:} Hardware properties »
View and manage Wi-Fi adapter properties
(7 e manage adapter propertie
P Time & language
Related support
& Gaming
W Accessibility &) Helpvith WiFi -
P Privacy & security

Using random hardware addresses

Select a network.

€ Settings

Anees Asghar Network & internet > Wi-Fi > Manage known networks
aneesasghar cs@gmail com
Known networks

Find a setting Q Search ki  networks Sortby:  Preference . Fitter by: ANl

) Home Add a new network
B system
2 1
@ Bivetooth & devices V2024 Forget >

| ¥ Network & intemet

izati il ©
/ Personalization

Click Edit next to I P assignment to edit the network |P settings.
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Select Automatic (DHCP) or Manual in the IP assignment settings, and then click to configure the automatic or
manual settings.

Edit network IP settings

| Autamatic (DHCP)

Manual

If you select Automatic (DHCP) , Windows will automatically assign the IP address and other network details
from the DHCP server. However, if you select Manual , you will need to enter the | P address, subnet mask,
gateway, and DNS settings yourself.

First, enable IPv4 or IPv6, based on your requirements:



Edit network IP settings

Manual

IPva

Provide details like IP address, subnet prefix length, gateway, preferred DNS and alternate DNS in the respective
fields.

Edit network IP settings
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Y ou can aso enable DNS over HTTPS (DoH) for secure DNS requests and choose between automatic or
manual.

Edit network IP settings

Subnet prefix length

Praferred DNS

DNS over HTTPS.
| on
On (automatic template)
[ on (manual template)

DNS over HTTPS.

Off




When using DNS over HTTPS (DoH), you can choose to enable or disable Fallback to plaintext. If enabled,
DNS requests will be sent unencrypted when HTTPS is not available. If disabled, DNS requests will not be sent
if HTTPS is not available, ensuring that no unencrypted queries are transmitted.

Finally, save the changes.

3. Configure TCP/IP settingsusing CMD

Command Prompt (CMD) provides a powerful way to configure TCP/IP settings without relying on a graphical
interface, giving you complete control over your network configuration. Y ou can use the netsh command to set a
static 1P, enable DHCP, or adjust DNS settings.

To set astatic | P address using the command line, open Command Prompt or PowerShell with admin rights and
type:

netsh interface ip set address "" static netsh interface ip set dns

static

Replace with the name of your network adapter (e.g. "Ethernet” or "Wi-Fi"), with the desired static I P, with the
correct subnet mask, with your default gateway, and with your preferred DNS server.

To configure dynamic TCP/IP settings, enter:
netsh interface ip set address "" dhcp netsh interface ip set dns "" dhcp

Replace with the network adapter name (e.g. 'Ethernet' or 'Wi-Fi'). Thiswill enable DHCP for both the IP
address and DNS settings, allowing the system to obtain them automatically.

4. Troubleshooting common TCP/IP problems

If you're having network problems, troubleshooting your TCP/IP settings can help restore connectivity. Y ou can
use tools like ipconfig and netsh to diagnose and troubleshoot problems effectively.

Start by checking the configuration with ipconfig /all to verify the I P settings. If the connection is unstable, reset
the TCP/IP stack with the command:

netsh int ip reset

The output confirms that the netsh int ip reset command successfully resets various network components,
including TCP/IP settings, network interfaces, | P addresses, routing, and neighbor caches.



C:\Windows\System32>netsh int ip reset
Resetting Compartment Forwarding, OK!
Resetting Compartment, OK!

Resetting Control Protocol, OK!
Resetting Echo Sequence Request, OK!
Resetting Global, OK!

Resetting Interface, OK!

Resetting Anycast Address, OK!
Resetting Multicast Address, OK!
Resetting Unicast Address, OK!

ial, OK!
Resetting Prefix Policy, OK!
Resetting Proxy Neighbor, OK!
Resetting Route, OK!
Resetting Site Prefix, OK!
Resetting Subinterface, OK!
Resetting Wakeup Pattern, OK!

For DHCP related issues, release and renew the | P address using the commands:
i pconfig /release ipconfig /renew
If DNS problems arise, clear the cache with the command:

i pconfig /flushdns

:\Windows\system32>ipconfig /flushdns

Windows IP Configuration

Successfully flushed the DNS Resolver Cache.

For persistent issues, consider manually reconfiguring I P settings or updating network drivers.

Whether you're using DHCP for automatic setup or static IP for more control, you have the toolsto easily
manage your network and configure your TCP/IP settings.

In some cases, resetting network settings may be necessary to resolve persistent connectivity issues. This
restores the default configuration, clears corrupted settings, and reinitializes the network adapter. However, this
process al so erases saved Wi-Fi networks, paired Bluetooth devices, VPN settings, and custom network profiles,
requiring you to set them up again manually.

Y ou finished reading the article "How to configure TCP/I P settingsin Windows" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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