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How to Completely Delete Any Windows File Using
SDelete

To ensure that files are deleted permanently, you can use SDelete. This command line utility securely deletes
data, making it unrecoverable.

Files deleted from your PC may still be recoverable, at least for a short time. To make sure they're gone forever,
you can use SDelete. This command-line utility securely erases data, making it unrecoverable.

What is SDelete?

When you delete afile, your computer simply marks the space it occupied as unallocated. This means that until
another application writes datainto that space, the contents can be recovered using data recovery tools.

SDelete can ensure that deleted files cannot be recovered. This command-line utility not only deletes existing
files, but also removes previously deleted data that remainsin unallocated areas of the drive. It securely erases
data using the DOD 5220.22-M strong data deletion standard, recommended by the U.S. Department of Defense.
It works by overwriting file data on disk clusters.

How to install SDelete

To get started, visit the Microsoft Sysinternal site. Click Download SDelete to save the compressed file to your
local drive. Right-click the downloaded file, select Extract All , select a destination folder, and then click
Extract .
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Since SDelete is acommand-line utility, it does not work like aregular application with a graphical interface. To
set it up, first move the unzipped SDelete folder into the C: Program Filesfolder . Once done, follow these
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steps:
1. Click Start , type view advanced system settings and open the best match.

(C, view advanced system settings

&« 0 Apps Documents  Web  Settings Folders Pt B 764 B R e 9

Best match
3 o
| View advanced system settings
Control panel I} J—
Search the web View advanced system settings
Control panel
2. Select Environment Variables.
System Properties X

Computer Name Hardware Advanced System Protection Remote

You mustbe logged on as an Administrator to make most of these changes.

Performance
Visual effects. processor scheduling. memory usage. and virtual memory

Seftings..
User Profiles
Deskiop settings related 1o your sign-in
Seftings...
Starup and Recovery
System startup, system failure, and debugging information
Seftings..

OK Cancel

3. In System variables, select the Path line and choose Edit .

4. Select New to add anew line, then click Browse . Navigate to C:Program Files and select the SDelete
folder .
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User variables for Tashreef

Variable Value

ChocolateyLastPathUpdate  133678338605420134

‘OneDrive C\Users\TashreefyOneDrive

OneDriveConsumer ChUsers\TashreenOneDrive

Path Ci\Program Files\Eclipse Adoptiumyjdk-17.0.1.12-hotspotibin...
TEMP Ci\Users\Tashreef\AppData\Local\Temp

T™P Ch\Users\Tashreef\AppData\Local\Temp

Mew.. Edit.. Delete

System variables

Variable Value
0s Windows_NT

C:\Program Files (x86)\Commaon Files\Oracle\Java\javapath,C....
PATHEXT .COM;EXE,.BAT,.CMD; VBS; VBE; J5.JSE; WSF, WSH, MSC
platformcode KV
PROCESSOR_ARCHITECTU.. AMD64
PROCESSOR_IDENTIFIER AMD64 Family 23 Model 96 Stepping 1, AuthenticAMD

PROCESSOR_LEVEL 23

Mew... Edit... Delete

[ oK ] Cancel

5. Click OK on al open dialog boxes.
After configuring SDelete, launch the tool and see how it works.

1. Click Start , type cmd , right-click Command Prompt and select Run as Administrator .
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2. Type SDelete and press Enter in the Command Prompt window to launch the tool. Y ou will also see the
SDelete License Agreement dialog box when the tool is run for the first time. Click Agree to close the dialog
box.
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directory [...]>
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How to use SDelete to delete files per manently

Before you begin, you should back up your data. Also, consider testing SDelete on a virtual machine first to

minimize the risk of accidentally deleting important files. If you don't already have a virtual machine, you can
easily set one up on a Windows PC for testing.

To get started, launch Command Prompt with admin privileges. In Command Prompt, type SDelete and press

Enter to launch thetool. Thiswill display alist of parameters and arguments that you can use with the SDelete
command to securely delete files and free up disk space.

For this tutorial, we will be securely deleting an MP3 file located in the C:Media folder . Open File Explorer,
locate and right-click the MP3 file, then select Copy as Path to copy the full file path of that file.

B Share = a X

= 7 Add to Favorites
ar C J > ThisPC » MNewW

Compress to...

® New [ Copy as path (D Preview

= New Volume () Name & Properties

= fileexample =% Edit with Clipchamp

I This PC & fileexample & £ iy in Notepad

& & file_example , AP3 Audio File (V.. 2,109 KB
v L Libraries e -EXAMPIE B Edit with Notepad-++ :

L Documents @ Send with Quick Share

Next, in the Command Prompt, type SDelete followed by the file path. For example, the full command would
look like this:

SDel et e C: Medi aOneMP3. np3
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For drive letters, include ":", for example "D:".

Press Enter to execute the command. If successful, you will see the output:
Files deleted: 1
Next, try deleting the M edia folder located in C: .

When deleting a directory, you need to include its subdirectories and handle any read-only attributes to ensure
everything is cleaned up properly. To do this, use the SDelete command with the -s parameter to include
subdirectories and -r to remove read-only attributes.

The full command would look like this:;
SDelete -s -r C Media

After running the command, the output will show the number of folders and files that have been deleted.

BE¥ Administrator: Command Prompt

Y ou finished reading the article "How to Completely Delete Any Windows File Using SDelete" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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