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How to Encrypt and Collaborate on Documents with
CryptPad

With CryptPad, you get the best of both worlds, from real-time collaboration to end-to-end encryption. Plus, you
can get started for free.

Collaborative office suites are often better known for their productivity tools than their privacy and encryption.
With CryptPad, you get the best of both worlds, from real-time collaboration to end-to-end encryption. Plus, it's
freeto get started.

What is CryptPad?

Like Google Workspace or Microsoft 365, CryptPad is a suite of productivity apps designed for individuals or
teams to collaborate. However, there is one key difference.

CryptPad offers full end-to-end encryption by default. As soon as data enters your browser, it is encrypted.
Without logging into your account, your datais essentially unreadable. Company employees cannot read your
data at any point. The downside is that they also cannot recover your data because they cannot accessiit.

Y ou are even warned during account creation to store your username and password in a secure location.

A Warning

Due to the encrypted nature of CryptPad, the service administrators will not be able to recover data in
case you forget your username and/or password. Please save them in a safe place,

CryptPad is free, although you can upgrade to premium plans for more storage and features.
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Choose CryptPad version or self-hosted

There are two ways to use CryptPad — the cloud-hosted version or the self-hosted version. Otherwise, you will
need to choose the public version, unless you have been invited by your organization to the private version.

The only official instance is hosted in France. However, you can aso choose from other instancesin the
CryptPad Instances list. Do not join any third-party instances that are not on thislist unless you trust the owner.
Otherwise, they may be unsafe. CryptPad regularly verifies that the instances on their list are safe and up to date.

Explorethefull suite of productivity apps

Onething | like about CryptPad is that you don't need an account to check anything out. Of course, nothing is
saved unless you have an account. If you like what you see, create an account and check the box to import any
work in progressin your browser to your cloud drive.
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It's a more comprehensive and simpler offering than most competing productivity suites, especially when it
comes to Markdown, Kanban, and Code.

Create private, self-deleting documents

You're not limited to just encrypting documents. When you create a new file, you can also set an expiration or
destruction date. Thisisideal if you're collaborating on a sensitive document that you don't want to keep on your
drive after the project is finished. The downside is that you can't change the date once you set it.

Y ou aso have the option to set a password for extra protection. Thisisjust in case your shared link falls into the
wrong hands. They may have the link, but without the password, they still won't be able to accessit.
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Additionally, if you've created templates for a specific file type, they'll appear next to the Blank Document
option. To save atemplate, click File on the document toolbar and select Save astemplate.
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After creating afile, right-click it at any time and select Access to manage access. Easily see who has access,
add users, or revoke access. To share with just afew people, right-click and select Shar e to create a shared link
for access.
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Teamwork

Creating filesis useful, but not helpful for collaboration. There are some group features in CryptPad:



1. Create separate group drives for better file organization

2. Work with individuals (no groups required)

3. Add members to ateam to work together

4. Chat — between individuals or as a group

5. Limit access (view, edit, etc.) to individual or group members

If you only want to collaborate with a few people, add them to your contacts. Click your profile icon in the top
left, select Profile, and click Share . Share the link using a secure method, such as a secure email service or
private SM S app. Once shared, the recipient accepts the request and you'll see a notification in your dashboard.
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Other users can find your profile through your avatar in document user lists

Additionally, the contact is added to your contact list. Click your profile icon at any time and select Contacts.

To create ateam, click your profileicon and select Teams. Y ou can be a member of up to 5teams at atime.
Click an available location to create a new team. Choose any name you want.

cr

D

aa®
&% Teams
O ourceams (1/5)

MT

My Team

o At

New New New

Select your newly created group and select M ember s from the |eft sidebar. The sidebar appears when you hover
over the left side of the Search box . Click Invite members.
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If you have already added your group members as contacts, click the Contacts tab and add the members you
want. Otherwise, fill out the form in the Link tab to create a shareable link to the group. Set the number of uses
to alow for the link. This prevents accidental sharing. Y ou should set the number to at least twice the number of
invitees in case something goes wrong the first time they click.

Then share your link when you're ready. Wait for your membersto join.



B Contacts

Create a personalized invitation to this team

[ Temporary name (visible in pending invitations list)

Protect the link with a password (recommended) @

[ Password | @

Add a personal message

This message will be shown before the recipient decides
whether to join this team.

Initial role o Viewers (_) Members

@ Use(s) allowed for this link (0 = no limit)

People who access this link will be able to join this team and view its

contents. Share it carefully.
CANCEL CREATE LINK

In addition to working on files together, you can also chat. Click your profile, select Teams, and open your
team. Select Chat from the left sidebar (next to Search). This chat isvisibleto all team members.
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Go to your profileicon, select Contacts and double-click any contact to start a chat with an individual.

All chats are encrypted and private, just like your files.

Schedule with built-in calendar

Like most productivity suites, CryptPad gives you a calendar. Useit for yourself, share it with others, or use it as
ateam. What's great is that you can create multiple calendars to separate different projects and teams.

Go to your profile icon and select Calendar to view your calendar. For events, set reminder dates and frequency
to receive notifications in your dashboard. Email addresses and phone numbers are not associated with
CryptPad, so you will not receive notifications in any other way.
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Overall, CryptPad is a secure way to create documents and collaborate. However, since there is no email or
phone number attached to your account, there is no way to recover it if you lose your password. If that's not an
option for you, try these other free Office alternatives. Y ou can even try other free Windows software



aternatives.

Y ou finished reading the article "How to Encrypt and Collabor ate on Documentswith CryptPad" edited by
the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search
for similar articles on tips and guides. Thank you for reading and for following us regularly.
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