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How to check the Port to prevent the computer from
sending queries automatically

To check if there is a strange connection to the Modem network port of your home, or if your computer is
sending automatic queries or not, read the article below.

For IT professionals who switch to professional network administration, opening and controlling these gateways
istheir regular job. However, for home users who do not know what Port port is and how to check the
information, they do not know how to search for information about network port. The following article will
guideyou how to check the port on the computer isopen or not to help you know whether thereis a strange
connection to the modem port of your home or not, or your computer is sending the computer s send automated
queries

1. Concept of Port application

Imagine your computer as a home-like place. Then Port will act as adoor for usto get in and out of that house.

The entrance is where you welcome guests coming to your house so they can know where the entranceis and
have to open the door to welcome that guest.

But for guests to know where the entrance is, your server will have to 'wait for guests' at a certain port. Send a
signal so that the client can know and send a Request for access to the appropriate Port.

A router will act as a gate keeper and the assigned task of this router isto open the service port in the network so
that clients can access and use the Internet normally.

2. Check that the Port is open on the computer

However, during the operation of the router, there will be some unauthorized connections of many clients that
you do not want them to be able to access.

Therefore, to check whether the network ports are working on the computer or not, you can do it by using 2
commands or with free 3rd party software to check the operation of these ports.

Use the Start command in the Command Prompt

The first way to check that is to use the command to view the open ports with Netstart. This command applies to
versions from Windows Xp and above.

The NetStart command is used to create alist of information about the computer that is created during the
Internet connection at a specified time that we can choose. To start checking to seeif the ports are open on your
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computer we will follow afew steps:

Step 1. Select Movie Home/ Start, select cmd and open it as Administrator. If you leave the protection order,
the computer will ask for 'User Account Control', click the Y es button to continue.

Step 2: Type the command: ' netstat -abf 5> networklog.txt'

r C\Windows \system3 2\ oo exe.

ion. ALl rights

Type the command to start searching for information

In this step each parameter will have a different meaning:

- Parameter -a: This parameter will call out the information about the ports Port is active on your computer
- Parameter -b: This parameter will give information about which applications are connected

- Parameter -f: This parameter will display the name of all the DNS of each information option displayed from
the port of the network connection application in detail to make it easier for usersto understand during the
initialization process. .

- Parameters - n: A parameter to help you display the |P address information if you are interested

With these specific options, a complete list of information will be made every 5 seconds about the information
collected and form the networklog.txt file.

Step 3: You will let thiscommand run for about 2 minutes then press Ctrl + C to stop.



Il networklog.tet - Notepad o =10l
Fle Edt Famat Vew Hep
TCP 192.168.0.24:139 192.168.0.31:51280 TIME_WAIT 5
TCP 192.168.0.24:139 192.168.0.31:51281 TIME_WAIT
TCP 192.168.0.24:139 192.168.0.31:51282 TIME_WAIT
TCP 192.168.0.24:49182  213.219.56.55:3731 ESTABLISHED
[Game.exe] =
TCP 192.168.0.24:49993  ¢s213p3.msg.spl.yahoo.com:5050 ESTABLISHED
[YahooMessenger.exe]
TCP 192.168.0.24:50012  sipll2.voice.nel.yahoo.comhttps ESTABLISHED
[YahooMessenger.exe]
TCP 192.168.0.24:51580  staticwvdcvnchttp TIME WAIT
TCP 192.168.0.24:51582 static.wvdc.ovnntp TIME_WAIT
TCP 192.168.0.24:51584 stanc.vdcevnchttp  TIME_WAIT
TCP 192.168.0.24:51586  static.vde.vnhttp TIME_WAIT
TCP 192.168.0.24:51601  adsl.vip.gql.yahoo.comhttp TIME_WAIT
TCP 191.168.56.1:139 sp-tuananh:0 LISTENING |

Image of Port, application is active

After stopping the process of finding active ports on the computer, the cmd datasheet will display the
information of the operation progress of each network port activity within 2 minutes in detail.

Using CurrPorts software

Besides, to check whether the port on the computer is open or not, we can use afree third-party software called
Currports.

CurrPorts was created with its main feature of displaying Internet connection ports on computersincluding: TCP
/ 1P and UDP.

The information from CurrPort hel ps us to see the status of the portsin the information list so that we can copy
data easily by Copy to Clipboard and save asHTML file, XML File or File Text. usually, common, normal.

Another feature is the ability to rearrange the information displayed in the catalog according to the wishes of the
user when we use the NetStart command can not do.

B Cunports =
File Edt View Options Help
[ XEER@vaEaEma

Process Na... Proces.. Protocol LocalPort Local Por.. Local Address Remote.. Remote.. *
I firefox.exe 4920 TCP 49203 127001 49204

@ firefor.exe 4920 TCP 49204 127001 49203

@ﬁr!{nx.ue 4920 TCP 49205 127001 49206

@ firefox.exe 4920 TCP 49206 127001 49205

@ firefor.exe 4920 TCP 49625 192.1689.2 443 https
@firefox.ue 4920 TCP 49626 192.1689.2 443 https

@ iTunesHelper... 2376 TCP 49158 127.0.01 27015

@iTun!sHelper.... 2376 upp 49592 127.0.01

@ iTunesHelper... 2376 Uupp 49593 127.0.01

Bjusched.exe 1204 TCP 49243 192.1689.2 80 http -
« Ll ¢
112 Total Ports, 7 Remote Connections, 1 Selected Hir Soft Freeware. httpiwww.nirsoft.

How to check if the Port is opened with CurrPorts

CurrPorts runswell on operating systems developed by Microsoft such asWindows suchas NT, 2000, XP,
Server 2003, Server 2008, Vista, and Windows 7.



Above are 2 ways to check Port on the common computer that we would like to introduce to you. Hopefully,
with these methods, you can prevent unauthorized access to your network and affect your network speed.

Y ou finished reading the article "How to check the Port to prevent the computer from sending queries
automatically" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips
and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us
regularly.
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