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How to browse anonymously with Garlic Routing

Garlic routing is an improved browsing technology, utilizing multiple layers of encryption to anonymize Internet
traffic from companies, hackers and network service providers.

Garlic routing is an improved browsing technology, utilizing multiple layers of encryption to anonymize Internet
traffic from companies, hackers and network service providers. In this regard, it has the same purpose as onion
routing using Tor encrypted network for anonymity.

However, there are some differences. In onion routing, data passes through intermediate nodes that are peeled
layer by layer like onions. In addition, Tor uses two-way tunnels to ensure more efficient memory usage, low
bandwidth costs and centralized control.

1. How to use Tor Browser to surf anonymously
2. Anonymous browsing has more uses than you think
3. Isthe anonymous browsing mode really safe?

What is Garlic routing?

Garlic routing is an extension of the onion concept, in which many bulletins are packaged and encoded together,
similar to garlic cloves. The hidden information is sent individually and is only revealed at the destination.

The biggest advantage of this 'garlic' technique is peer-to-peer and by using a different answer block, garlic
routing has completely changed the globa network concept. The idea is to ensure better protection, prevent
client activity from being detected, even when an attacker can join the tunnel.

To browse the anonymous web with garlic routing, you must download and install the software called 12P.

Download and install | 2P

Invisible Internet Project (12P) has primarily contributed to garlic routing. Although the anonymous browsing
project is still in beta, you can use it now without any problems.
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To download, visit the official link below and get software for Windows, Mac, Solaris/ BSD, Android, Debian
or Ubuntu.

https://geti 2p. net/en/ downl oad

o

= Welcome to the installation of i2p 0.9.41!
(;J This software is developed by:

-12P <https://geti2p.netf=
i?_: The homepage is at: https://getiZp.net/

[(Made with |1zPack - hitp:iiizpack.org’)
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Select adestination folder similar to normal Windows programs.

gt

The target directory will be created:
C\Program Files\iZp

{Made with |zPack - hitp://izpack.org/)
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If you want, you can create an 12P shortcut in the Start menu or simply place it on the desktop.
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[*] Setup Shortcuts

O O [] Ereate shortcuts in the Start-Menu
Create additional shortcuts on the desktop

Select a Program Group for the Shortcuts:

(Default) A create shortout ...
current user
all users

»
]
I2r Default

{Made with [zPack - http:/fizpack.org/)

@ Previous @ Quit

Thisinstallation process only takes a few minutes.

% 1zPack - Installation of i2p

8% Pack installation progress:
C:\Program FilesYi2p\docslicons\flags\pe.png

Base
% Overall installation progress:
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When the installation is complete, you will receive a notification of completion.



% 1zPack - Installation of i2p
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48 Installation has completed successfully.

8% an uninstaller program has been created in:
» C:\Program Files\i2p\Uninstaller

{Made with |zPack - http://izpack.org/) -

Check bandwidth

Click on the IP2 router control panel, use your computer's default browser to install more. Y ou need to select the
language first.
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Next, perform a bandwidth test to see how much bandwidth you need.

NEW INSTALL WIZARD 3/7

BANDWIDTH TEST

12P will now test your intermet connection to identify the optimal speed settings. Bandwidth participation improves the anonymity level of all users on the ne
Please review the M-Lab privacy policies linked below. If you do not wish to run the M-Lab bandwidth test, you may skip it by clicking the button below.

M-Lab Privacy Policy
M-Lab Name Server Privacy Policy




As shown below, the bandwidth is expected to provide 2.46 Mbps download speed and 492 kbps upload speed.
Y ou should record this data to use for the next section.
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BANDWIDTH TEST RESULTS

Test running? falss

Test complete? true

Test server location Milan IT nat-iupui-miab1-mil0 3 lab.org
Completion status Completed: up=156.4 KBps, down=57.1 KBpc

Details Completed: up=‘1 564 KBps, duwn=.57,1 KBps
Downsiream Bandwidth 571 KBps

Upstream Bandwidth 1564 KBps

Share of Bandwidth for I12P 3%

TH CONFIGURATION

e 12P will work best if you configure your rates to match the speed of your internet connection.

43 | KBpsin [245Mbits per second; 823 GByles per menth maximem)

117 | KBps Qut [492 Kbits per second: 164.6 GBytes per month maximum)

B0 ¥ | Share [2T0Kbits per second; 20,5 GBytes per month maximum)

Download | 2P Firefox Browser Profile

Next, you need to download the Firefox Browser Profile to work with [2P. And you need Firefox to surf the web
"garlic".

https://geti 2p. net/en/ downl oad/ firef ox

IZP...: FIREFOX PROFILE

Download About Help Volunteer Blog Lab Language

12P Firefox Browser Profile

An eepsite is a website that is hosted ancnymously, a hidden service which is accessible through
your web browser. | can be accessed by sefling your web browser's HTTP proxy to use the 127
wih proxy, port 4444, and browsing to the site.

To make that easy, the Firefox browser profile is pre-configured to work with 12P. While you can
use any browser to access 2P sites, using a dedicated browser profile keeps your 12P browsing
aclivity separale from your clearnet activity.

This profile also includes the NoScript plugin which protects you from malicious Javascript and
the HTTPSEverywhere plugin which enforces SSL encryplion where available.

|2P-Profile-Installer-0.02a.exe o !

MiTor- § sigtem.ng.

Download that file and run it

After downloading, you need to run the browser profile program.
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Post-install work

Yaur

download Aftar running the mstaller on windows, samply click on the "Start 12P° bution which will bring up

will ihe router consale, which has furhes nsinselicas

begin

shiortly. On Unie-likg systems, 12F can be startad s & senica using Ihe “2proutar” script, locatad in tha

" directory you selechad for 129, Changng o hat directoey n & consale and issuing "sh Zproatar

it staties” should tell you the roulers status. The arguments "stan”, "slog” and Testan” conlicl the

doasnt sanvice. The muter consale can be accassed at ifs usual location. For users on CpenSolans and

start ather systems for which the wrapaer {i2psvc i nat supported, start the routsr with *sh

wilhin runglain sh” instead

i When inslaling for the first ima, please remember io adjust your NATHirewall if you can,
ronds, Baaring in mind the Intemat tacing ports 12F uses, described hers amang ofher pers. If you have
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sucresstully openad your port o inbaund TCP, siso enable inbound TCP anhe configuration

page

Also, plagse faview and adjust the bandwidth ssttings or ihe configuraton pags, as tha detaul
settings of 96 KEps down | 40 KBps up are faily siow
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Click | Agreeto agree to the launcher setup license agreement.

M 12P - 12PBrowser-Launcher Setup: License Agreement

This "browser profile distribution” contains code under a number of Free ~
Software and Open Source licenses. You are entitled to copies of these licenses,
and they are distributed with this package in the Ticenses™ directory.

1. MIT License
* all original material in this repository
2. Mozilla Public License 2.0(From Mozilla Installer)
= . fiZpbrowser-mozcompat.nsi
3. Modified BSD License(From Tor Browser Bundle)
* , [firefox.profile.i2pjuser.js
4, GMU General Public License 2.0(MoScript and HTTRS Everywhere) ¥

Many Licenses

cance

Click Launch the i2p browser? right after installation finishes. The next time you can directly launch the
Firefox browser profile from the desktop.



E [2P - [2PBrowser-Launcher Setup

Completing 12P -
12PBrowser-Launcher Setup

[2P - I2PBrowser-Launcher has been installed on your
computer,

Click Finish to dose Setup.

Launch the i2p browser?

< Back Cancel

When opened, you will see the home page that controls the 12P router with a complete list of 12P related
websites. Go to the configuration page to adjust the settings.

c @ @ hitpy127.0.0.1:7657 home

12P2.22 I2P ROUTER CONSOLE

[ version: 09410
Dt el [E 8/16/19 CONGRATULATIONS ON GETTING 12P INSTALLED!
BANDWIDTH IN/OUT t
1 8ec: .96 /1,49 KB, Welcome o I2P! Please have patience as 12F bools up and finds peers.
o L8 41,78 Npe While you are walting, please adjust your bandwidth settings: on the configuration page.
Totak: 0,65/ 0.93 KBps y e sty 0 e
Used: S5IKB /BN KE Also you can setup your browser to use the 2P proxy to reach eepsifes. Just enter 127.0.0.1 (or localhost) pod

. information can be found on the 2P browser proxy setup page.
) Wetwork: Firewalizd
Oncd you have 3 "shared clients™ destination lisled on the lefl, please check out our FAQ.

Razsad succsssfud, fatehad 152 routar Point your IRC client to localhost6668 and say hifo us on #i2p.
infos
U]
LOCAL TUNNELS & HIDDEM SERVICES OF INTEREST
() shared clients 4

anoncoin.izp I Dev Forum echelonilp [ 2P Bug Reports

On the 12P configuration page, you can see the parts that need to be adjusted manually but the most important
adjustment is bandwidth. And this is where the previous bandwidth data is used.
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nfig.jsp

12P2s23

12P BANDWIDTH CONFIGURATION

Advanced Clients | Home Page | ZcP | Keyring | Logging | Network | Peers | Plugins

Summary Bar | Tunnels | w | Updats | Web Apps

ROUTER INFO
Version: 0.9.41-0
Uptime: 17 min

BANDWIDTH IN/OUT
B 787 {187 KBps
5 Min: 0.46 1 1.46 KEps.
Totak: 1.401 1.3 KBips
Used: 14MBJ 1.23M8

[ Network: Firawalied
Aeseed successtul, fafched 157 rooter
infog
I2P SERVICES

& Emait
) Torrents
S Web server
12P INTERNALS

Addressbook Graphs Help
Hidden Services Manager Logs

BANDWIDTH LIMITER

@ 12P will work best if you configure your rates to maich the speed of your infemet connection,

MelDB Peers Profiles Tunnels
HELP & FAQ
Advanced Seitings Changelog
Configuration FAQ Legal

Reachabdity Sefup Sidebar
Troubleshoot

PEERS

After allocating enough bandwidth for I2P, you can surf the web anonymously like on aregular Firefox browser.
No one, including Internet service providers, has any clues about your software, computer or IP address

information.

543 | KBps In (344 Kbils per secand; 115.2 GByles per manth maximum)

2117 | KEps out (934 Kbits per second; 313 GBytes per month madmun)

0% ¥ | Snare (246 Khils per second; 82.3 GBytes per month masimum)

gured I2P to share 31 KBps. The higher the share bandwidih the more you improve your anonymity and help the netwo
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save Software

Operating System

Browser

Browser Plugins
Mo plugins detected

Prevention:

To prevent your browser from leaking information about your software use NoScript

computer Hardware
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https:/fdudkduckgo.com/html

what is my ip address|

what is my ip address

Your IP address is unavailable.

Y ou can use I12P garlic routing to send anonymous emails from the mail.i2p domain.



@ hitpy/127.0.0.1:7657 fsusimail/ [T

EMAIL LOGIN

User | 2| @mallizp

Password |
Host | locahost
POP3 Port | 7660

SMTP Port | 7659

[ Lagin Read Mail Offine | | {5 Seflings

Learn about 12P mail Cresate Account

Like onion links, you will find many i2p links called eepsites. With onion, these links do not open in regular web
browsers like Chrome.
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i2p links

Search

Blogs & News
Forums

i2p related

Multimedia

Pastebin/Filehosting

Miscellaneous

Home

Uninstall the program

If you want to uninstall 12P, just run the uninstaller.jar file and don't save any traces of your online activities.
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Onion is very popular with Dark web users and that is why they are attracting more attention from Internet
service providers. In contrast, "garlic" routers are still inadequate to be blocked or attacked by DDoS attacks.

Y ou finished reading the article "How to br owse anonymously with Garlic Routing" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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