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How to Block Websites on Computer

Y ou want to block awebsite, for whatever reason, thisis asimpler operation than you think. Although it requires
some code, but it ismainly copy and paste, all internet browsers allow you to block individual websites easily.
Make sure you understand the instructions well before proceeding. Note: Y ou need 'Administrative’ permission
to make the changes below. That is, you must be the primary user of the computer and know the password.
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Open My Computer and find the "C:" drive. To block the website on any browser, you need to access and edit
the "HOST" file. Thisfile helps you to convert URL s such as www.google.com to adigital DNS address.
However, with just alittle tweaking, you can use this switch to block computers from accessing specified

websites.

If you don't see a"Windows' folder in your C: drive, try looking elsewhere. Usually we install Windows on the
C drive, but sometimes you also choose another drive if you install Windows yourself.
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Find the "etc" folder in the drive. Go to Windows -> System32—>drivers—>etc. In the etc folder, find the file
"Hosts'

The location you are aiming for is C:/WINDOWS/system32/driverg/etc. Y ou can enter this path in the top bar in
My Computer if the etc folder is not found.

You can find it by typing "notepad C:/Windows/System32/drivers/etc/hosts’ into the Command Prompt window.
To use the Command Prompt, find and open the program in the Start menu.
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Open the file "hosts" with Notepad. Double click on the Hosts file and choose open with Notepad. That way you
can edit files and block specific websites.



If you don't see an option to open with Notepad, open the Notepad program. Then click on "File" ?"Open™ in
Notepad and find the Hosts file like in the previous step. Click on the file to open it.
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File Edit Format View Help

¥ Copyright (c) 1993-2869 Microsoft Corp. A
#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
B space.

it

# Additicnally, comments (such as;thesﬁi y be inserted on individual
# lines or following the machine name ¢ *r%eg'byza_:# symbol,

#
# For example:
.4
# 182.54.94.97 rhinc.acme. com # source Server
# 38.25.63.18 *. SCME. COom # x client host
i o ed within DNS itself.
127.8.8.1 localhost
e lacalhost

Drag down the space at the end of thefile. You'll seelots of code and text, but you don't have to touch them.
Scroll to the bottom and find the line "127.0.0.1 localhost”.

Do not edit or change anything. Thisfileis extremely important when connecting to the internet, you just need to
add afew lines at the end of the text to block the website.
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Press enter to create anew line at the end of the text. Start anew line just below the "localhost" line.



T hests - Hotepad - o %
File Edrr Fnrmal h"ew He*p

" Cnpyrlg'ht (c} 1993-2868 Microsoft Corp. A
#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

u

# This file contains the mappings of IP addresses to hast names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

it

# Additicnally, comments (suchias these y be inserted on individual
# lines or following the rnat:hJ.!'fe narnE %@%@E # symbol.

# ;

# For example:

182.54.94.97 rhing: acee.com # source server
38.25.63.18 ® . SCme. com # x client host

L

# localhost name resclution is handled within DNS itself.
r—————vagatguquar—————v§rqalhost
1host

I E e
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Block the site by entering the web URL after "127.0.0.1". At the beginning of the line, you type 127.0.0.1, press
the spacebar and then type the URL of the website. For example, to block Google, you would type "127.0.0.1
www.google.com".

Do not add "http://" in front of the URL, so you will not block the website.
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This is a sample HOSTS file wsed by Microsoft TCR/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

be inserted on individual
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TO"‘I‘-

Additicnally, comsents (such as these)
lines or following the machine nase e

For example:

182.54,.94.97 rhing. acme. com # soupce: server
38.25.63.1@ X.BEMme, com # x client host
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# localhost name resclution is handled within DNS itself.

e %ﬂ%ﬂ- ——aﬁféalhust

- calhost

127.8.8.1 wew.google. cos
|n2?.$.9.1 W . yahoo . com
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Add other websites to block with separate lines. If you want to block multiple websites, just press "enter” to get a
newline. Type 127.0.0.1 and the website URL. This method does not limit the number of blocked pages.
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Savefile. After blocking the page, click "File" ?"Save". Close the browser if you're using it, then reopen it. The
site will be blocked on all browsers.
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Open Terminal. Thisisthe program with which you can make administrative changes to your Mac. Use the
search bar or look in Finder /Applications/Utilities/Terminal.

Terminal has a black window icon with white letters. It allows you to execute code on the computer.
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Copy the current hostsfilein case it's edited by mistake. Although it hasn't changed much, it's still best to back it
up. To do it automatically, enter the command 'sudo /bin/cp /etc/hosts /etc/hosts-original' into the Command

Line and press "enter".
Y ou may be asked to enter the administrator password. Thisis the password used to open the device wheniitis
just booted.

LK 75 wikiHow.com — -bash — 80=24
Last login: Mon Jul 18 17:51:88 on ttysees
wikiHows—Mac:~ wikiHow.com$ sudo /bin/co /etc/hosts fetc/hosts-origi

Password: | 2
wikiHows—Mac:~ wikiHnw.curﬂ| sudo nano Sfetc/hostsf] |

Open the hostsfile. Type 'sudo nano /etc/hosts and press "enter” to open the "hosts" file in another window. This
isthe file that needs editing to block the website. Scroll down, skip to the bottom line (usually a phrase with

"localhost").
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GHU nano 2.8.6 File: fetc/hosts

#i
# Host Database

#

# localhost is used to configure the loopback interface
# when the system is booting. Do not change this entry.
-5 3

127.8.8.1 localhost

SEE- OEE 9EER IEE }\J:r\;ly‘}r:'_’fhdst

localht t

[ Read 9 lines ]
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Start new line with 127.0.0.1. Thisisthe line that tells the computer the website to block. Type the number and
press the spacebar.
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GNU nano 2.8.6 File: /etec/hosts

##

# Host Database

3

# localhost is used to configure the loopback interface
# when the system is booting. Do not change this entry.
##

127.8.8.1 localhost
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?2?+E,E.1 www.google. comll
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Add the website you want to block after the number. Y ou enter the URL of the website after the space, starting
with www. For example, if you want to block Google, type "127.0.0.1 www.google.com”. Don't forget to type in
aseparateline.

Do not add "http://" in front of the URL.
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###

# Host Database

3

# localhost is uvsed to configure the loopback interface
# when the system is booting. Do not change this entry.
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Add more pages to each line separately. If you want to add a page, press enter and then type 127.0.0.1, the way,
the website's URL. The computer will completely block this website on al browsers.
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Savefile. Press the Control Key + "O" (the letter O, not the "zero") to save thefile, then close the window. The
changes are about to take effect.

Reset the cache to apply the change. In Terminal, type 'sudo dscacheutil -flushcache’ and press "enter”. Thisisa
cache cleanup that allows you to apply changes. Open a browser to check if the change has taken effect.

If not, check the hosts file again, make sure you change it at the bottom of the page, in a separate line, and in the
correct format.



If it still doesn't work. Restart the machine and load the page again. This time the computer will block the
website.

Block websites on separate browsers
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Open Internet Explorer. Internet Explorer (IE), Microsoft's browser allows you to block websites without taking
too much action. However, these changes will not affect other browsers, such as Firefox.
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In the top menu, click Tools > Internet Options. Y ou will see a settings window that allows you to adjust the
pages to block. There are many tabs at the top of the window where you can adjust settings.

On newer versions of |IE, you'll see awheel icon instead of "tools". Click on the wheel, select " Security
Settings'.
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Click on the Privacy tab, click on "sites." Type in the address of the website you want to block and click OK.
With this method, you can only block one website at atime.

On newer versions of |1E, you must click on "Restricted Sites' > "Sites".

One place to manage your account
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Use a Microsoft account to block specific websites on the new |E browser, aka Edge. To block websites on the
new version of Internet Explorer, which has been overhauled and renamed "Edge", you need a Microsoft
account. As such, you can adjust your online preferences to block any website from your account.

To do this, go to https://account.microsoft.com/family/about ?ref d=windows.microsoft.com

Mozilla Firefox or Google Chrome

B D @ Filters -

Blest uoatol

", Mozilla Firefox
Desktop app

e ey

£ firefox - See web results

TipsMake

Open aweb browser. Firefox and Chrome do not have a built-in website blocking feature, you can download the
free plug-in for easier operation.

On Chrome, you need to go to the Chrome Web Store. On Firefox, add-ons are called "Add-ons’.
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Access the selection of add-ons you need. Click on the 3 gray horizontal barsin the right corner of Firefox
browser, select "Add-Ons" to access parental control options or block websites. On Chrome, click the "Apps'
button in the upper-left corner of the screen, then click "Web Store".
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Find and download the appropriate plug-in. Mozilla has a handy page of the best parental controls and website
blocking features here. If only regular web blocking, you can choose "BlockSite".

If you're looking for a more powerful program, search for "parental controls or filters' on the online store or add-
on library. These programs have specia controls so they can block all kinds of websites, similar to adark web
filter.

Once downloaded, the plug-in will be activated and ask which sites you want to block.



If the plug-in cannot be found, click on the 3 horizontal barsin the corner and select "Add-ons" (Firefox) or
"Extensions’ (Chrome).

Safari
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Open Safari and click on the Appleicon in the upper right corner of the screen. Y ou will see settings and options
appear. Safari doesn't block websites, but rather restricts the websites you choose more tightly.
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Select System Preferences and look for Parental Controls. This function allows you to block websites and set
yourself a"parent account” to know what other people can access on Safari.
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Click on "Convert this account to a parental controls account.” (Convert this account to a parent account). This
requires you to enter the administrator password -- the account used to log into the computer at startup. After
entering the password, you will see the Parental Controls window.
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Click on "Web" > "Allow accessto only these websites." (Only allow access to these websites). Thisisthe
action that starts the limited functionality on Safari. Y ou can add pages with "+" and "Add Bookmarks".

To regain full control, simply uncheck "allow accessto only these websites".

Y ou finished reading the article "How to Block Websites on Computer"” edited by the TipsM ake team. We
hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on
tips and guides. Thank you for reading and for following us regularly.
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