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How to block the internet connection of any
softwar e, any application on Windows 10

How to block the internet connection of any software or application on Windows 10. In some cases you will
want to block the Internet connection of a certain software, for example, your internet connection is slow, so you
want to optimize. First for the browser then we will

In some cases you will want to block the Internet connection of a certain software, for example, your internet
connection is slow, so in order to prioritize the browser, we will block the internet connection of other software.
Or you block the Internet so that software doesn't automatically update, for example. The following article of
TipsMake.com will guide you how to block the network connection of a certain software on Windows 10, for
your reference.
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Before you block the Internet connection for the application, you must make sure that the Windows firewall is
enabled.

Step 1 : Open the search and enter windows defender firewall with Advanced Security in the search box, then
select the search results as shown below:
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Step 2 : A new window appears, right click on the Outbound Rules section and select New Rule.



™ Windows Defender Firewall with Advanced Security
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Step 3: A new window appears, select Program and then select Next

* New Outbound Rule Wizard

Rule Type ThuThuatPhanMem.vn

Select the type of firewall rule to create.

Steps:
@ Rule Type What type of rule would you like to create?
& Program
@ Action ® Program
@ Profile Rule that controls connections for a program
@ MName ) Port
Rule that controls connections for a TCP or UDP port.
O Predefined:
AllJoyn Router

Rule that controls connections for a Windows experience.

() Custom

Custom rule.
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Step 4 : Here you select This program path then select Browse and navigate to the software you want to block
the Internet and click Next .

For example, here we will block the Internet of FireFox browser, then you find the file to run the browser.



™ New OQutbound Rule Wizard

Program
Specify the full program path and executable name of the program that this rule matches

Steps:
@ Rule Type Does this rule apply to all programs or a specific program?
& Program
@ MAction () All programs
Rule applies to all connections on the computer that match other rule properties.
@ Profie
@ Name

(® This program path:

|‘3¢ngramFiIes‘3¢\MoziIIa Firefox firefox exe | I Browse:.
Example: c:\pathprogram exe
“%ProgramFiles % \browser\browser.exe
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| <Back || MNew> | Cancel

Note : to easily find applications that need blocking, you can do the following:

Right-click the application icon and select Open file location

@ Powerful Uninstall

Open file location

| [ Share with Zalo
Troubleshoot compatibility

Pin to Start
[2f Edit with Notepad++

¥Fau Cuét virus

Then the installation directory of the software will be opened, please find the link above in step 4.
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# Quick access &) application.ini Configuration sett... 1KB
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[5] freebl3.dil 13/ Application extens
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Step 5: Back to the main job after finding the software to block you click Next, then in the new window select
Block the connection and then click Next .

™ New Outbound Rule V

Action

Specify the action to be taken when a connection matches the conditions specfied in the rule.

Steps:
@ Rule Type ‘What action should be taken when a connection matches the specified conditions?
& Program

) () Allow the connection
@ Adtion This includes connections that are protected with [Psec as well as those are not.
@ Profie

() Allow the connection if it is secure

@ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and nules in the Connection Security
Rule node.

Customize...

@ Block the connection
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<Back || Net> || Cancel

Step 6 : Continueto click Next



™ New Outbound Rule Wizard

Profile

Specify the profiles for which this rule applies. Th UTh u atP h a n M e m N Vn
Steps:
@ FRule Type When does this rule apply?
@ Program
@ Ation Domain
& Profile Applies when a computer is connected to its corporate domain.
@ MName Private
Applies when a computer is connected to a private network location, such as a home
orwork place.
Public

Applies when a computer is connected to a public network location.
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Step 7 : Thelast step you name the rule we just created and click Finish is done.

* New Outbound Rule Wizard
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Specify the name and description of this rule.

Steps:
@ Fule Type

& Program

@ Action

° Name

= Chén intemet FireFax

Profile

Name
Description {optional):
Chan két ndi mang FireFox

| <Back |[ Fnsh || Cancel |

Now try opening the browser and accessing the internet to see if the connection has been lost. Note you must
turn on the firewall to work offline.
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Hmm. We're having trouble
finding that site.

We can't connect to the server at www.thuthuatphanmem.vn.

If that address is correct, here are three other things you
can try:

® Try again later.

* Check your network connection.

# If you are connected but behind a firewall, check that
Firefox has permission to access the Web.

To reopen the connection for the software you just need to delete the rule we have created:

* Windows Defender Firewall with Advanced Security

File Actien View Help
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ﬂ Windows Defender Firewall witl
&3 Inbound Rules
Outbound Rules
¥ Connection Security Rules
> l‘_,.| Monitoring

Outbound Rules
Profile
® Chan internet FireFog
Allloyn Router (TCP Disable Rule
AllJoyn Router (UDF
@ App Installer z

BranchCache Conte A

BranchCache Host ez
BranchCach € Properties

n Router Domai... Yes
n Router Domai... Yes
nstaller All Yes
hCache - Content Retr...  All MNe
hCache - Hosted Cach... All Ne
hCache - Hosted Cach...  All Mo

BranchCache PeerC hCache - Peer Discove.,  All MNe
Cast to Device funcl Help o Device functionality Private.. Yes
Cast to Device functionality (qWave-UDP... Cast to Device functionality Private.. VYes
& Cast to Device streaming server (RTP-Stre... Cast to Device functionality Public Yes
Cast to Device streaming server (RTP-Stre... Cast to Device functionality Private  Yes
0 Cast to Device streaming server (RTP-Stre... Castto Device functionality Domain  Yes
Connected Devices Platform - Wi-Fi Dire.. Connected Devices Platform  Public Yes
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Above is a tutorial on how to block the Internet connection of a certain software on Windows 10, very simple
right? Good luck!

Y ou finished reading the article "How to block the internet connection of any softwar e, any application on
Windows 10" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips
and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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