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How to block software from connecting to the
Internet by Firewall

Block Internet connection software by Firewall. In addition to controlling the flow of datainto our computers,
the Firewall can also block outgoing connections from our computers to the intranet and Internet system.

Firewalls, also known as Firewalls, are security tools that help us prevent external threats like the Internet from
invading computers. In addition to controlling the flow of data into our computers, the Firewall can also block
outgoing connections from our computers to the intranet and Internet system.
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On Windows 7

Step 1: Click on Start (1) => Control Panel (2) .
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Admin

Documents

Pictures

Music

Games

Computer

Control Panel 2

Devices and Printers
Default Programs

Help and Support
| 4 All Programs

|

Shut down | »

Step 2: Go to System and Security .



P
354 » Control Panel »
_

File Edit View Tools Help

Adjust your computer's settings View by: Category ~

* System and User Accounts and
a Security Family Safety
Review your computer's 'JJ Add or remove user
status accounts

Back up your computer 5y et up parental
Find and fix problems controls for any user

Network and -, Appearance and
Internet Personalization
View network status and Change the theme

tasks Change desktop

Choose homegroup and background
sharing options Adjust screen resolution

HardwaFhuThuatPhaiMemvninguage,
Sound [+ and Region
View devices and printers ) Change keyboards or

Step 3: Choose Windows Firewall .

f<_“\ ’:)“ ¥ » Control Panel » System and Security » -

File Edit View Tools Help

Control Panel Home =
Action Center

Review your computer's status and resolve issues
"y‘ Change User Account Control settings
Troubleshoot common computer problems

® System and Security
Metwork and Internet

Hardware and Sound Restare your computer to an earlier time

‘l Windows Firewall | «

Check firewall status

i

Programs

User Accounts and Family
Safety

Appearance and
Personalization

Allow a program through Windows Firewall

1& System

Clock, Language, and Region View amount of RAM and processor speed
Ease of Access Check the Windows Experience Index

“g' Allow remote access

See the name of this computer

"}‘ Device Manager

[&p Windows Update
-y

Turn automatic updating on or off

check for update T QUThuatPhanMem.vn

Next, you choose to Advanced settings.



‘ « System and Security » Windows Firewall - "

File Edit View Tools Help

Internet or a network.

Control Panel Home i
How does a firewall help protect my computer?

Allow a program or feature What are network locations?
through Windows Firewall

l @' Home or work (priv.. Connected ~)

‘p‘ Change notification settings

& Turn Windows Firewall on or Networks at home or work where you know and trust the
off people and devices on the network

%‘ Restare defaults

’ Windows Firewall state: On
Advanced settings

Incoming connections: Block all connections to
Troubleshoot my network programs that are not on
the list of allowed programs

Active home or work S® Network 2
(private) networks:

Naotification state: MNotify me when Windows
Firewall blocks a new

Action Center ThuThuatPhanMem.vr

Network and Sharing Center

See also

" Public networks Not Connected M ~

Step 4: Select theitem Outbound Rules (1) => New Rules. (2) .

File Action View Help

# Windows Firewall with A|SSE I R Actions
3 Inbound Rules
|23 Outbound Rules|
*w Connection Security R
» B Monitoring

Qutbound Rules

@ BranchCache Content Retrieval (.. BranchCache - Conts @ NewRule..
@ BranchCache Hosted Cache Clie.. BranchCache - Host
@ BranchCache Hosted Cache Serv.. BranchCache - Host: i
@ BranchCache Peer Discovery (WS... BranchCache - Peer T Filter by 5t..
@ Connect to a Network Projector (.. Connect to a Netwo ¥ Filter by G..
@ Connect to a Network Projector (.. Connect to a Netwo
@ Connect to a Network Projector (.. Connect to a Netwo
@ Connect to a Network Projector (.. Connect to a Netwo
@ Connect to a Network Projector (.. Connect to a Netwo ; Export List...
@ Connect to a Network Projector (.. Connect to a Netwo
@ Connect to a Network Projector (... Connect to a Netwo
@ core MNetworking - DNS (UDP-0.. Core Networking

@ Core Networking - Dynamic Hos... Core Networking

@ Core Networking - Dynamic Hos.. Core Networking

@ Core Networking - Group Palicy .. Core Networking

o ew Mahuorking - G Policy .. CoreN ki
7 WThUThuatEhﬂﬂmerhEVng roup Policy .. Core Networking

Filter by Pr...

View

Refresh

Step 5: Choose Program (1) => Next (2) .



Rule Type

Selectthe type of firewall rule to create.

Steps:
]

o Rule Type What type of rule would you like to create’
@ Program
@ Action @ Program
¢ Profile Rule that controls connections for a program
@ MName Port

Rule that controls connections for 3 TCP or UDP port

Predefined:

BranchCache - Content Retrieval (Uses HTTP) v

Rule that controls connections for a Windows expernence.

Custom
Custom rule.

eam more about e types ‘
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Step 6: Click Browse . to find the software to block the connection.

Program

Specify the full pragram path and executsble name of the program thatthis rule matches.

Steps:

s — Does this rule apply to all programs or a specific program?

s Pragam

@ Action All programs

@ Profile Rule applies to all connections on the computer that match othed rule propenies.

v

@ This program path:

Example: c/\path\program.exe
‘#ProgramFiles%\browser\browser.

Learn more about specifying

ThuThuatPhanMem.vn o o

Next, select the software to block with the extension .exe (1) and click Open (2) . In the article, | will take an
example with Chrome browser .



Program ‘W‘—l

Specifythe full —
| « Google » Chrome » Application » =43 || search Appiication &

Steps: |
Organize * New folder B Tl

@ Rule Type = g = 0 |

S B s Downloads *  Name Date modified

B = Recent Places

+ Action <> | 8304103116 6/26/2020 8:30 AM

¢ Profls L ). Dictionaries 7/29/2019 3:44 PM

¢ Name - Libraries

L. SetupMetrics 6/26/2020 8:30 AM
@ chrome.exe 6/20/2020 2:14 AM
# chrome_proxy.exe 6/20/2020 2:14 AM

% Docume
J) Music
. Pictures
B videos

ad Homegroup

& Computer
& local Disk (C) i

File name:

Program

Specify the full program path and executable name of the program that this rule matches.

Sleps:

o‘:ul& Type Does this rule apply to all programs or a specific program?

« Program d
@ Action A

@ Profile Rule applies to all Sons on the computer other rule

« Name

@ This program path:
9 i

Example: c\pathiprogramexe
1

Leam more about specifying programs
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[ <Bock |[ Nea» ||  Cancel

Step 7: Choose Block the connection (1) => Next (2) .



Action

Specify the action 1o be taken when a connection matches the conditions specified in the rule.

Steps:
‘What action should be taken when a ion matches the specified i
@ Rule Type
€ the
@ Acton This includes connections that are protected with IPsec as well as those are not.
@ Profie
¢ MName ") Allow the connection if it is secure
This includes only Sons that ha ve be b by using IPsec. C ions will be
secured using the settings in IPsec jes and rules inthe Ci ecurity Rule node.

O s

Lean more aboutackons P
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Step 8: Check the 3 items above (1) => Next (2) .

Profile
Specify the profiles for which this rule applies.

Steps:

Rule Type When doas this rule apply?
Program
| Pomain

*
°

@ Action
" Pipplies when a computer is connected to its corperate domain.
*

Profile

Name V] private

Pipplies when a computer is connected to 8 privale network location
[¥| public

Applies when a computer is connected to 3 public network location

m it profil 2
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Step 9: You name the item Firewall software block (1) for easy search later and enter a few more descriptive
content (2) . Then, click Finish (3) to complete.



Name

Specify the name and descripion of this rule.

Steps:
@ Rule Type
Action

Profile Tat Chrome

Name
Dascrption (optional):
thuthuatphanmem e

°
.
e
.

ThuThuatPhanMem.vn <gock | [Fmen ] [ concor |

Step 10: Try opening the software and accessing the Internet. As shown below, we can see that Chrome browser
cannot connect to the Internet.

@ google.com

C  ® google.com * O

B

Quyeén truy cap Internet clia ban bi chan

Tudng lira hodc phan mém diét vi-rdt cé thé da chan két néi.
Hay thur:

e Kiém tra két néi

e Ki€m tra tuong Itra va cdu hinh diét vi-rat

® Chay Chadn doan mang ctia Windows

\ Chi tiét \ ThuThuatPhanMem.vn
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Step 11: To unblock, go back to Windows Firewall with Advanced Security and right click on the software
blocking command (1) => select Disable Rule (2) .



indows Fi with . i =k

File Action View Help
] B
| & Windows Firewall w{ el ITE R0 1 Actions
E3 Inbound Rules Name o o -
R oot ST — @ enr.
x L; e @ BranchCache hCache - Conten.. T el
@ BranchCache Cut hCache - Hosted...
@ BranchCache oy hCache - Hosted... ¥ Filterb.. ¥
@ BranchCache Delete hCache - Peer Di... ¥ Filterb.. »
@ Connecttoal act to a Network ... )
@ Connecttoal e act to a Network ... View " 1§
@Connecttoal Help act to 2 Network ... @ Refresh
@ Connect to a Network Projector (.. Connect to a Network ... = Export..
@ Connect to a Network Projector (... Connect to a Network ... Help
@ Connect to a Network Projector (... Connect to a Network ...
@ Connect to a Network Projector (.. Connect to a Network ... Tat Chrome 4
@ Core Networking - DNS (UDP-0.. Core Networking #+ Disabl..
@ Core Networking - Dynamic Hos.. Core Networking £ Cut
@ Core Networking - Dynamic HosThu:r‘huatPhanME m.vn
<« g N N —r— T -
Displays Help for the current selection.

On Windows 10

Step 1: You press Windows + S key combination or click on the Search icon (1) . Then you search with the
keyword Firewall (2) => select Windows Defender Firewall with Advanced Security (3) .

Documents ‘Web More

Best match

‘ Wwindows Defender Firewall with &
Advanced Security
App

‘ e e Windows Defender Firewall with Advanced

> Securi
Control panel ty
App
Settings
& Allow an app through Windows N = o
Firewall i
- . FO  Run as administrator
S Firewall & network protection Y
i} Open file location
& Check firewall status >
3 pin to Start
(¥ Find and fix problems with Windows 5 1 b -
Firewall in to taskbar
¥ Windows Security >
Search the web
PO firewall - See web results >

5 ﬁrewaue ThuThuatPhanMem=-vn
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Step 2: Click on Outbound Rules (1) => New Rule. (2) .



File

Agion  View Help
% AN = rm
W Windows Defender Firewall with]
I3 Inbound Rules
&3 Outbound Rules
B Connection Security Rules
K Manitaring

Group
Cloud,

@ o ; Hoo
a

2%

O @Micosolt Windows ShellExperiencetios..
O @FiresallaPLdIL-B0204

8 30 Viewer

@ rdobe Notification Client

@ Alliayn Router (TCP-Outh

@ Alioyn Router (UDP-Out)

@ App Installer

@{Microsoft Windows ShellE-
FirewallAPLIIL- 80200

3D Viewes

Adobe Motification Client
Alliayn Router

Alioyn Router

App Installer

BranchCache Content Retrieval (HTTP-Out]
BranchCache Hosted Cache Client (HTTP-
BranchCache Hosted Cache ServerfHTTP-.

BranchCache -
BranchCache -
BranchCache -
BranchCache -

Content Retri_
Hosted Cache.
Hosted Cache-.
Per Duscover_

BranehCache Peer Discovery (WSD-Out)

© Captive Portal Flow

) Cast to Device functionality [gWave-TCP-_
@ Cast to Device functionality [qWave-UDP--
@ Cast to Device straaming server (RTP-Strea_
18 Cast to Device streaming server (RTP-Strea_
Cast to Davice streasming server (RTP-Straa_
@ cac Cac (TeP-oun

) Cc Chc (UDP-Cut)

@ Cc Coc Torrent Update (TCP-Out)

@ CBc Cac Tarrent Update (UDP-Out)

@ connect

Connected Devices Platform - Wi-Fi Direct..
@ Connected Devices Platform (FCP-Out)

@ Connexted Devices Platform (UDP-Out)

@ Core Networking - DNS (UDP-Out)

8 Core Networking - Dynamsc Host Configu_
1 Core Networking - Dynamic Host Configu._

@ Core Networking - Group Policy clsATh
1

@ Core Netwarking - Greup Policy (NP
<

Captive Partal Flow

Cast 1o Device funcionality
Cast to Device functionality
Cast to Devica functionality
Cast to Device functionality
Cast to Device functionality
[

CeCle

CocCse

CBeCse

Connect

Gonnected Davices Platform
Connected Devices Platform
Connected Devices Patform
Gore Networking

Core Networking

Core Networking

uThuatPha

Actions
Prot ™|
Al Y ew Rule_
‘": T Filter by Profile
:I T Filter by State
Ml || T Filter by Group
Al e
Ll
Boe ]
Al = Export Lt
A B vl
Al
Al
Al
Al
Priv.
Priv.
Pub
Dor
Priv
l
Al
Al
Al
Al
Pub
Dor
Dor
Al
Al
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Expand: Completed successfully.

Step 3: Choose Program (1) => Next (2) .

Rule Type
Select the type of frewall rule to create,

Steps:
Rule Type

Program

« & & & &

What type of rule would you like to create?

@ Program

Rute that controls connections for a program.

O Port

Rule that controls connections for a TCP or UDP port.

) Predefined:

@FrewallAP!.di 80200
Rule that controls connections for a Windows experience.

() Custom
Custom nule.
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<Back

Step 4: Click Browse.




Outbound Rule Wizard

Program
Specify the full program path and executable name of the program that this rule matches.

®) This program path:

Example:  c:\path\program exe

Y Program Files . \browser\browser exe

ThuThuatPhanMem.vn

<Back

Steps:

@ Rule Type Does this nule apply to all programs or a specific program ?

@ Program

@ Action © Al programs

@ Pof Rule applies to all connections on the computer that match other rule properties.
@ Name

i

Next, click on the program (1) to block and select Open (2) .

™ Open
€« v 4 « Garena ® Garena ° v
Organize ¥ New folder
- Name
# Quick access
20.1907.0210
-
&* Dropbox 2019090514
v B This PC 20.1909.2618
P 3D Objects ol w
.Garena.exe
B Desktop
v |5 Documents
Adobe
Custom Office
Downloads
League of Lege
Snagit
Snagit Stamps ,
File name: Garenaexe
ThuThuatPhanMem_.vn

Search Garena

Date modified

2019-07-16 01:39 Chiéu
2019-09-11 01:03 Chiéu
2019-10-03 01:09 Chiéu
2020-02-27 03:41 Chiéu
2019-09-26 05:50 Chiéu

Programs (".exe

»

@ @

Type

File folde
File folde
File folde
File folde

Applicatiq

Cancel

Then, click on Next to continue.



* New Outbound Rule Wizard

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Rule Type Does this nule apply to all programs or a specific program ?
@ Program
@ Action © Al programs
@ Pof Rule applies to all connections on the computer that match other rule properties.
@ Name .
(®) This program path:
Diluu du lieu\Garena\Garena\Garena.exe
Example: c:\path'\program exe
Y Program Files . \browser\browser exe

/
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Step 5: Choose Block the connection (1) => Next (2) .

" New Outbound Rule Wizard

Action

Specify the action 1o be taken when a the conditions sp in the rule.

Steps:

@ FRule Type 'What action should be taken when a connection matches the specified condtions?

@ Program

z O Allow the connection
@ Adtion This includes connections that ane protected with IPsec as well as those are not.
@ Profile
= (©) Mllow the connection if it is secure

Wi ESS This includes only connections that have been authenticated by using IPsec. Connections

&ummmmmmmmmnwm
node

“ (®) Block the connection

ThuThuatPhanMem.vn e P

Step 6: Check the three items above (1) => Next (2) .



* New Outbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:

@ Rule Type When does this rule apply?

@ Program
@ Action ]| Domain
@ Profie Applies when a computer is connected to its comporate domain.
@ Name o Private
Applies when a computer is connected to a private network location, such as a home
or work place.
Public
Applies when a computer is connected to a public network location.

ThuThuatPhanMem.vn 9

Step 7: Y ou name the command blocked by Firewall (1) , add some description (2) => Finish (3) .

* New Outbound Rule Wizard

Name
Spedify the name and description of this rule.

Steps:
@ Rule Type
@ Program
@ Action
@ Profie N'afe i
Chan Garena
@& Name L r

ThuThuatPhanMem.vn o

Step 8: To unblock, go back to Windows Defender Firewall with Advanced Security and right-click on the
block command (1) => Disable Rule (2) .



" Windows Defender Firewall with Advanced Security

e Action View Help
S 2@ = HE

Windows Defender Firewall witH
Inbound Rules
Outbound Rules

Chan Garena

¥ Connection Security Rules =

B ¥

L Monitoring @ @Microsoftw i @{Microsoft Windows.Clg
@ @Microsoftw Cut @{Microsoft Windows.Co
V] @{Microsoft W Copy @{Microsoft Windows.Shq
& @FirewallAPldl @Firewal lAPLdIl-80200

: Delete

0 3D Viewer 3D Viewer
& Adobe Notifica Properties Adobe Notification Client
9 Alljoyn Router o AllJoyn Router
& Allloyn Router da AllJoyn Router
& App Installer App Installer

BranchCache Content Retrieval (HTTP-Out) BranchCache - Content R

BranchCache Hosted Cache Client (HTTP-..  BranchCache - Hosted Ca

BranchCache Hosted Cache Server(HTTP-..  BranchCache - Hosted Ca

BranchCache Peer Discovery (WSD-Out) BranchCache - Peer Disco
& Captive Portal Flow Captive Portal Flow

ThuThuatPha n'l"viédlﬁ D‘?ﬁ'.e functionality (qWave-TCP-..  Cast to Device functionali

a# Last 0 Device functionality (qQWave-UDP-..  Cast to Device functionali

& Cast to Device streaming server (RTP-Strea.. Cast to Device functionali

With the guide to block software by Firewall, parents can control their children using Internet software more
effectively. Good luck!

Y ou finished reading the article "How to block softwar e from connecting to the Internet by Firewall" edited
by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can
search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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