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How to block I nter net connection softwar e,
Windows 10 applications

Windows Firewall on Windows has the ability to block any software or application from accessing the Internet,
when other applications can still access the network.

In addition to computer security antivirus software from dangers, Windows Firewall is available with Windows
Firewall to protect the system from external threats. And in the process of use, users can customize to turn on
and off the Windows Firewall firewall to suit their needs. Or you can block the Internet connection of any
application or software through Windows Firewall.

We can block Internet access of any application or software on the computer, while other programs can still
access the Internet. The following article will guide you how to turn off Internet access for software and
applications on Windows.

1. Instructions for handling and troubleshooting firewall problemsin Windows 10
2. How to block or unblock programs on Windows Firewall?
3. 10 freefirewall software is most worthwhile

How to turn off the Windows 10 softwar e networ k connection

Note that to do this, Windows Firewall on the computer must be active.
Step 1.

Access Control Panel and change the layout to Large icons. Then click on Windows Firewall below.
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Step 2:

Switch to the new interface and click on Advanced Settingsin the list on the left of the screen.
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Step 3:

Appears the Windows Firewall with Advanced Security interface . Here click on the Outbound Rules entry
below, then right-click New Rule. to create a new setting.
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Step 4.
Users need to take 5 steps to set up Internet connection blocking for the software.

Switch to the new page and select Program to create settings for software and applications on your computer,
click Next button below.

0 MNew Qutbound Rule Wizard x

Rule Type

Select the type of firewall rule to create.

Steps:
@ Rule Type What type of rule would you like to create?
@ Program
@ Action ® Program
@ Profile Rule that control® connections for a program.
@ Name ) Port
Rule that controls connections for a TCF ar UDP port.
) Predefined:
AllJoyn Router
Fule that controls connections for a Windows experience.
O Custom
Custom rule.

< Ea‘cl; Next = Cancel

Step 5:



In this interface, we can choose All program if you want to select all applications, software installed on the
device. If you want to select the software, click on This program path , then select Browse and navigate to the
software you want to block the Internet and click Next . For example, it will block Internet access of Firefox

browser.

ﬁ Mew Outbound Rule Wizard

Program

Specify the full program path and executable name of the program that this nule matches.

Steps:
@ FRuls Type Does this rule apply to all programs or a specific program?
@ Program
@ Action O Al programs
o Frofile Rule applies to all connections on the computer that match other rule properties.
@ Name
(®) This program path:
|3"=Prng|amFiIes?; 86 \Mozilla Firefoxfirefox exe Browse...
Example c\path“program exe

“:ProgramFiles . \browser\browser exe

< Back i Next = Cancel

Step 6:

In thisinterface, select on the Block the connection then click Next to continue.
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Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Ruls Type What action should be taken when a connection matches the specified conditions?
@ Program

e (O Allow the connection
h on This includes connections that are protected with IPsec as well as those are not.
@ Profile

() Mlow the connection if it is secure

@ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

® Block the connection _

'¢ Batke Next > T

Step 7.

Switch to the new interface and click Next below.

0 Mew Outbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:
@ Ruls Type ‘When does this rule apply?
# Program
@ Action Domain
s Profile Applies when a computer is connected to its corporate domain.
@ Name Private
Applies when a computer is connected to a private network location, such as a home
or wark place.
Public

Applies when a computer is connected to a public network location.

e Back Nest > Cancel

Finally, enter the namefor the setup and describe below and click Finish to finish.
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Name

Specify the name and description of this rule.

Steps:

@ Rule Type
@ Program
@ Action

@ Profil Name:
|Chan Intemet Firefox

Description (pptional): h
Chan vao Firefox

@ Name

L .(Ea.ck L ‘ - Finish | Cancel

Now open Firefox browser and you will see the message without network connection as shown. Other
applications or software are still accessible.

I T
(14 Problem loading page b4 ! +

«) > C f@r (@ quantrimang.com

Unable to connect

Firefox can't establish a connection to the server at
quantrimang.com.

¢ The site could be temporarily unavailable or too
busy. Try again in a few moments.

® [f you are unable to load any pages, check your
computer's network connection.

¢ |f your computer or network is protected by a
firewall or proxy, make sure that Firefox-is
permitted to access the Web. v

To unblock the Internet connection for the software, reopen the network connection for the selected application,
re-access the main interface of Windows Firewall with Advanced Security, right-click the new setting and then
select Disableto disableit. temporarily, or Delete to completely delete.
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No need to install software we can completely block the Internet connection of any software or application
installed on the computer. Blocking the network connection is also simple when Windows Firewall supports you
to disable or disable it completely.

See more;

1. 6 stepsto block, block website with TP-Link router
2. How to use StopAd blocking ads on Windows
3. Some troubleshooting tips for internet connection

| wish you all success!

Y ou finished reading the article "How to block Internet connection softwar e, Windows 10 applications"
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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