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How to block and analyze L AN traffic with Packet
Squirrel and Wireshark

If you spot an unsupervised Ethernet connection and wonder what you can do with all the information passing
through that connection, there's an easy way to learn this.

Suppose there is arouter for which you know the password and have physical access to an Ethernet connection
where a Packet Squirrel can be attached - a pocket-sized tool inserted in the middle of the network. If the router
isnot using HTTPS, you can log all traffic over Ethernet. Once someone accesses the router, you'll have access
to information to log in and do whatever you want.

Packet Squirrel and Wireshark record all traffic over Ether net
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Request
Y ou will need aPacket Squirrel, created by Hak5 from its website, Amazon, or possibly another online store.

The device doesn't come with a power adapter, so you'll also need a Micro-USB cable and power supply. Well
plug the device into your computer's USB port, but if you want to deploy it in the real world, you'll need a power
adapter or asmall battery instead.

Packet Squirrel only requires 5V, 150mA of power, so you can use something as simple as a smartphone
charger. If used for a short time, asmall battery pack can be used (this battery pack usually comes with its own
small USB cable). For extended sessions, you'll need alarger battery pack with a Micro-USB cable.

To record monitoring traffic, you'll also need a USB flash drive. Y ou can choose any USB you like. The USB
will need to be formatted in NTFS (thiswill be resolved |ater).

Ultimately, you need access to the Ethernet connection you want to monitor, as well as Wireshark to unravel the
mysteries of the data you will collect.
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Step 1. Select payload

Packet Squirrel comes with three types of payloads. TCPdump packet blocking, man-in-the-middle attack that
spoofs DNS, and OpenV PN tunnelsin or out. Since | don't want to do anything too difficult like setting up a
server or creating complex configurations, the example will use a simple TCPdump.

Step 2: Get started with Packet Squirrel

To get started, you'll need to set Packet Squirrel to Arming Mode, which can be done using the same switch on
the device, allowing you to choose between payloads. To do so, push the switch fully towards the USB port.
Next, plug the Packet Squirrel into the power source.

Next, plug the Ethernet cable from the computer into the Ethernet In port on the Packet Squirrel, right next to the
power port. If you want to access the Internet while checking everything, you can connect it via another Ethernet
cable, with the Ethernet Out port next to the USB port. Nothing bad will happen. Y ou will simply have accessto
the device via SSH.

Step 3. Preparefor Packet Squirrel

Now let's seeif you can access the device without a problem. In aterminal window, use SSH to accessthe
device with itsroot IP address. The IP addressis 172.16.32.1 for all Packet Squirrel. Then, enter hak5quirrel's
default password to login.

~$ ssh root@72.16.32.1 root @72.16.32.1's password: hak5quirrel BusyBox vl.23.2
Now take aquick list (Is) to see what you have.

root @quirrel :~# |'s VERSI ON payl oads

Payload is what you want, so change into that directory, then do another quick listing to see what's there.

root @quirrel :~# cd payl oads root @quirrel:~/payloads# |s switchl switch2 swtch.

There should be 3 switches there, one for each payload for which the Packet Squirrel isloaded. If you want, you
can customize one or two of these switches with your own payload, and for example switch to switchl, for the
TCPdump payload, the tool you want to use. Then do another quick listing to see what's inside.

root @quirrel:~/payl oads# cd switchl root @quirrel:~/payl oads/swi tchl# |s payl oa
Let's see how payload works now. Use cat to open thefile.
root @quirrel:~/payl oads/ swi tchl# cat payl oad.sh #!/bin/bash # TCPDunp payl oad v:

The entire script isvisible above. Basically what it doesis route the traffic, and also dump al the traffic it routes,
into a TCPdump file. Asyou can see near the bottom of the script, the payload only worksif thereisaUSB
storage device attached to the Packet Squirrel.

Step 4. Format the USB



Now format the USB. In aterminal in Kali Linux or macOS use the following command to locate the USB drive,
to make sure the correct device is selected.

~$ df -h Filesystem Size Used Avail Use% Mounted on udev 2.8G 0 2.8G 0% / dev t npf

In our example, the 128GB USB drive of the article author islocated in/ dev / sdcl , which iswhat is being
used. Since this USB flash drive is already mounted, it is necessary to disconnect it before formatting using
Windows NT Filesystem or NTFS.

~$ sudo unount /dev/sdcl

Now, to format it using NTFS, use:

~$ sudo nkfs.ntfs /dev/sdcl

On aMac, you can also use Disk Utility to format the drive. Just make sure to use Windows NT Filesystem
when you deleteit.

@ Disk Utility

=] Erasa “General UDisk Media™?
| Erasing "General UDisk Modia™ will permanently erase all data stered 15.73.GR
on . You can't undo this action,

Mame: | Untithed 2 |

Format:  Windows NT Filesystem E @

Scheme: | GUID Partition Map Q

v [} APPLE SSD SMOG12.

Connection: USB  Child count 2
GUID Partition Map ~ Type Disk

SMART. status: Mot Supported  Device disk?

When done, take the USB out, then plug it into the Packet Squirrel.

Step 5: Select the appropriate payload switch

Now, on Packet Squirrel, you need to switch from Arming Mode to TCPdump payload. So push the switch
towards the power port. Next, restart the Packet Squirrel by unplugging it from the power source, then plugging
itinagain.

Step 6: Start crawling!

Now, Packet Squirrel isready for you to plug into the network you want to monitor and start capturing the
Internet activity of anyone using Ethernet. Y ou can see all kinds of interesting content, depending on the type of
website the person is visiting and the services they are running. After capturing enough information using Packet
Squirrel, you can take the USB out and plug it into your computer to check what's found.



Step 7: Analyze the data with Wireshark

Navigate to the/ loot / tcpdump / directory to find al the .pcap files that Packet Squirrel has collected. These
files can be viewed with Wireshark, so please open one of them. A lot of unencrypted datawill be recorded. The
unencrypted data are mainly HTTP and DNS requests. By looking at that unencrypted information, you can find
the desired target.

In the Wireshark search bar, type dnsto see all DNS requests sent. Click on any of them, you can open Domain
Name System (response)> Queriesand see if it's an automated or user-sent query. Next, go through the rest of
the section, looking at the Queries section of each section, to see where they come from.

Frame 6418: 71 bytes on wire (568 bits), 71 bytes captured (568 bits)
Ethernet II,
Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port: 18892 (18892), Dst Port: domain (53)
Domain Name System (query)
IResponse In: 6419]
Transaction ID: @xS5ed3
» Flags: @x010@ Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
» youtube.com: type A, class IN

4d vy vvwv'wy

Seeif the query is automatic or user-sent

In the Wireshark search bar, type http to view all sent HTTP requests. Left click on any recorded item, choose
Follow>HTTP Stream . That will open up a new window, monitoring what happened, can display both sides of
the conversation between the computer and the server (send and receive). Y ou can see things like information
exchanged, user agent (software acting on the user's behalf), referrer (information sent by the user's browser as
they move from page to page). , etc.

GET / HTTP/1.1

Host: www.vistamiddle.org

Connection: keep-alive

Upgrade-Insecure-fequests: 1

ONT: 1 .

User-Agent: Morilla/5.0 (Macintosh; Intel Mac 05 X 10_13_6) AppleWebkit/537.36 (KHTML, like Gecko) Chrigme/78.0.3904.97 Safarli/537.36
Accept: text/himl,application/xhtslexml, application/xml;qe0.9, inage/webp, inage/apng, «/+» q+0.8, application/s igned-exchange; ve
Referer: hitps://wwa.google.con/

Accept-Encoding: grip, deflate

Accept-Language: en-US,en;ged.o

HTTP/1.1 301 Moved Permanently
Date: Wed, 13 Nov 2019 03:08:01 GMT
Server: Apache

ation: hitps:s//ww.vistamiddle.org/
ength: @
-Agent

Y ou can aso search for something like http contains " vistamiddl€e" to see all HTTP requests interacting with
vistamiddle.org. Double-click areguest to view its details. Here's away to find out the router's password or
something more personal.
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Transfer-Encoding: chunked\rin

Connection: keep-alive\ryn

Set-Cookie: __cfduid=d3a257a58354bed75b9cT711da667190ad157361448]1; expiressThu, 12-Nov-20 23:08:01 GMT;

Location: http://www.vistamiddle.org/\r\n

CF-Cache-5tatus: DYNAMIC\r\n

Set-Cookie: _ cfruld=1e338189c71625c3523580373013900210de9492-1573614481; path=/; domain=.schoolloop.cc

Server: cloudflare\rin

CF-RAY: 534d8%9eccceeSedcd-LAX\rin

\rin

[HTTP response 1/1)

[Time since request: 8.114838008 seconds]

IRequest in frame; 366571

I tx HTTP chunked response

v End of chunked encoding
Chunk size: @ octets

Ar\n
File Data: @ bytes

Some limitations

While the Hak5 Packet Squirrel isagreat tool for taking advantage of any unattended Ethernet connection, there
are afew limitations that you need to keep in mind.

Firstly, you will need to go back to the USB host location if you want to get data. So if you only have one-time
access, then this might not be the best tool to use.

Second, thistool will not be able to capture any traffic sent by VPN or over SSL, so there will be some things
you won't be able to see. However, the HTTP request and DNS request are both ready for you to fetch.

Y ou finished reading the article "How to block and analyze L AN traffic with Packet Squirrel and
Wireshark" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips
and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us
regularly.
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