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How to activate a salf-destruct PIN on Windows 10

Using alogin PIN on a computer is one of the system security features, in addition to using a password. Besides,
you can use the self-destruct PIN feature.

To prevent unauthorized access to the computer, setting a password is a basic and necessary operation with any
personal computer. Besides, we are also advised to regularly change the system security password. And in
addition to using passwords, many people choose to use PINs to log in computers more quickly, but still ensure
high security for computers.

Besides, we can use the self-destruct PIN feature, without having to manually delete the previously set PIN.
Users will set atime period for PIN access to Windows 10 to work, then automatically disappear. The following
article will show you how to set up your Windows 10 PIN to cancel.

First of al, you need to enable PIN mode on the computer system. Press Windows + | key combination to open
the Windows Settings interface. Then, access Account and then select Settings.

In the setup interface, click on Sign-in option s. At the PIN section, click Add . You will be asked for your
computer access password to continue setting up your PIN. Finaly, enter your PIN and click OK to save.

Please refer to how to do details in the Instructions for creating pin code in Windows 10.

Windows Security >

Set up a PIN

Create a PIN to use in place of passwords. Having a PIN
makes it easier to sign in to your device, apps, and services.

Confirm PIN

PIN requirements

OK Cancel

Then, when we created the login PIN, we proceeded to set up a PIN code to automatically cancel on the system.
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Method 1: Use Group Poalicy

How to use Group Policy to set up a self-destruct PIN will apply to Windows 10 Pro, Enterprise and
Education .

Step 1.

We press Windows + R key combination to open the Run window and enter the keyword gpedit.msc . Click
OK to open Group Policy.

4 Run ot
=] Type the name of a program, folder, document, or Internet
=1 resource, and Windows will open it for you.
Open: gpedit.msc e

{ Cancel Browse...

Step 2:
In the Local Group Policy Editor window, on the |eft side of the screen, we will access the link below.

Computer Configuration Administrative TemplatesWindows Components Windows Hello for
BusinessPIN Complexity.

| Task Scheduler || setting

'_. W!ndows Calendar 3| Require digits

_| Windows Color System :

Sl ; \iZ] Require lowercase letters
| Windows Customer Experience Improvement Pr

“| Windows Defender
| Windows Error Reporting

1i=] Maximum PIN length
1i=] Minimum PIM length
b [ Windows Hello for Business (2] Expiration
= \i=] History

| Phone Sign-in
\iZ| Require special characters
~ Windows Ink Warkspace [i=] Require uppercase letters
| Windows Installer
~| Windows Logon Options
~| Windows Mail
~| Windows Media Digital Rights Management
~| Windows Media Player
| Windows Messenger

Next, look at the right content and double click on the Expiration .



|i=| Require lowercase letters Mot configured N

|i=] Maximum PIM length Mot configured Moy
=] Minimum PIlY length Mot configured Mg
\i=| Expiration & Mot configured N
|i=| History Mot configured N
|i=] Require special characters Enabled N
|i=| Require uppercase letters Mot configured N

Step 3:

Switch to Expiration dialog interface. Here you will proceed to activate the self-destruct PIN code. Check the
box Enable . Looking at the Options section, we will enter the operation time for the PIN code into the PIN
Expiration frame . The duration herein will be calculated by the number of days. We choose the time for the
PIN to work for aminimum of 1 day and a maximum of 730 days.

Then click OK below to save and restart the computer for the changes to take effect on the system.

A& Expiration (m] X

[E] Expiration Previous Setting

O Not Configured ~ Comment:
(®) Enabled
() Disabled

Supported on: [ At |eact Windows Server 2016 or Windows 10

Options: / Help:

PIN Expiration 30 2 This setting specifies the p:riod_ of time (in days) that a_PIN can

be used before the system requires the user to change it. The PIN
can be set to expire after any number of days between 1 and 730,
or PIMs can be set to never expire if the policy is set to 0.

Default: 0.

Method 2: Use Registry Editor

With Windows 10 Home, we will set up a self-destruct PIN via Registry Editor.



Step 1.

Open the Run dialog box and enter the keyword regedit , click OK to access.

I Run pod

=7 Typethe name of a program, folder, document, or Internet
=1 resource, and Windows will cpen it for you.

Open: | R v

{ Cancel Browse...

Step 2:
Then, access the Registry Editor interface to access the directory path according to the instructions below.

HKEY_LOCAL_MACHINE SOFTWARE Policies Microsoft PassportForWork PINComplexity.

Clients WS[MinimumPIMNLength REG_DWORD  0x0D0D0D0G (6)
Google ‘-T-_'c':]SpeciaICharacters REG_DWORD  Dx00000001 (1)
Intel f-'_-_'":]UppercaseLetters REG_DWORD  w00000001 (13
Macromedia
Microsoft
MozillaPlugins
ODBC
OEM
Partner

v | Palicies

Powee Microzoft

Cryptography
wv . | PassportForWork

—> PINComplexity
£ >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\PassportForWork\PINComplexity

Note to users without PassportForWork, right-click the Microsoft key , select New> Key and then name
PassportForWork and press Enter.



File Edit

B Registry Editor

View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\New Key #1

o PeerDist

----- Peernet

e SystemCertificates
L TRM
.. Windows

----- Windows Advanced Tk
.. | Windows Defender

» .|| Windows NT

-
Realtek
RegisteredApplications

Skype

SonicFocus

SoundResearch

SRS Labs
Videnl AM

Ll

Mame

ab] (Default)

Type
REG_SZ

Data

(value not

Next, right-click on the PassportForWork key, select New> Key and then name the new key PINComplexity

and press Enter.

B Registry Editor
File Edit

View Favorites Help

] >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\PassportForWork\PIN Complexity

SystemCertificates
TPM

Windows

Windows Advanced TF

Windows Defender
Windows NT

v. _, PassportForWork
L. PINComplexity
Realtek

RegisteredApplications
Skype

SonicFocus
SoundResearch
SRS | ah=

...... PeerDist A || Name Type Data
...... Peernet Qﬂ(DEfELIVE] REG_57 [value not !

Step 3.

L ook to the right content and double click on the Expiration key.

If this key is not available , right-click the PINComplexity key, select New> DWORD (32-bit) Value and
name the Expiration .



[ Registry Editor — | x
Eile Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE'\Policies\Microsoft\PassportForWork\PINComplexity
e PeerDist # || Mame Type Data

o[ | Peemet ab] (Default) REG_SZ (value not :
SystemCertificates o REG DWORD (OeeDOO00000

| TEM

- Windows
----- Windows Advanced Th
. Windows Defender
Windows NT
- PassportForWork
i PINComplexity

Realtek
..... RegisteredApplications
' Skype

----- SonicFocus

----- SocundResearch

.1 SRS I ahs ¥
£ > € >

In the dialog box to customize the value of the key Expiration, select the Decimal item . Then at Value data
customize the self-destruct time of the PIN in about 1 to 730 days.

Click OK to save and aso restart the computer.

Edit DWORD (32-bit) Value b
Value name:
Expiration
Value data: Base
0 () Hexadecimal
(@) Decimal
—» OK Cancel

Above are the steps for setting up Windows 10 login PIN code to cancel after a period of time, which the user
chooses. Depending on the version of Windows 10 you are using is a Pro version or Home edition, which we
choose to do via Group Policy or Registry Editor accordingly.

| wish you all success!

Y ou finished reading the article "How to activate a self-destruct PIN on Windows 10" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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