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How to access VM war e ESXI hidden interface

In thistutorial we will introduce you to the VMware ESXi Server hidden interface, besides how to troubleshoot
and configure commands accessed from this interface.

David Davis

In thistutorial we will introduce you to the VMware ESXi Server hidden interface, in addition to troubleshooting
and specia configuration commands that can only be accessed from this interface. .

Introduce

With the full version of VMware ESXi Server, which has been available for many years, there is a special
'virtual machine' that runs a modified version of Red Hat Linux Enterprise. That particular VM is the service
interface and is used to administer the ESX component system.

When VMware ESXi Server was provided for free, that service interface was removed. There are many benefits
to doing so - less overhead, fewer patches, and better security. With ESXi, the 'interface’ is a simple gold - black
menu with the most basic options. However, it still has alinux interface that can be accessed.

Officially, VMware shows that you should administer your ESXi server with either the GUI VI Client or the CLI
VMware RCLI. So if you want to execute commands and scripts on the ESXi server, you need to install the
remote command line interface on your Windows computer.

However, there is another CLI interface for ESXi that can be used to run commands directly on the server. This
may sound contrary to RCLI, where the command is run on the local management computer and connects to
ESXi host on the network. The difference is that, with RCLI, you cannot edit a remote file as you can if you use
the traditional ESX Server service interface.

So the only way to edit afile such as/ etc / hosts or /etc/inetd.conf is to access the hidden interface and edit these
files. In addition, with the hidden interface of ESXi, you can run other commands like esxtop, esxcfg-route and
vmkfstools.

How to access the hidden inter face of ESXi

Accessing ESXi's hidden interface is not difficult if you know how to do it because there is really no menu
option or help file telling you how to accessiit.

To access this hidden interface, you must enter the server's interface. This interface cannot be accessed via
RCLI, RDP, the VI client or another method, but only one way to access the ESXi interface is on the server
interface.
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UHare ESX Server 3i 3.5.8 build-118271

UMnare, Inc. UMkare Virtual Platform

Intel(R) Core(THM)Z Quad CPU OGERE @ 2.48GHz
1 GB Hemory

Download tools to manage this host from:
http:~-18.8.1.27/ (STATIC)

{F2> Cuztonize Systen <F12> Shut Down-Restart

Figure 1: ESXi console

When you get to the server interface, press Alt-F1 .
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Figure 2: After most Alt-F1.

Here, you will see an interface log containing what happened on the server but there is no command prompt and
help file. If you hit akey, it will not appear on the screen.

What you need to do here is type and unsupported and press enter . This operation does not appear on the
screen either. When you do, thisis what you will see:



Running wveare-ac
Starting waeare-aam! suc

You have activated Tech Support Mode.
The time and date of this activation have been sent to the system logs.

Figure 3: After typing 'unsupported’ in ESXi

This enabled what VMware called "Tech Support Mode'. As what the warning shows you, the things you've just
done aren't supported unless you use it with help from VMware Tech Support. Because of this, VMware cannot
issue warnings, using this interface, something that is not expected to happen to your ESXi Server. Therefore,
you only need to do this on the TEST system.

At this point, please type the original password of ESXi Server.

Password:

Ter Support Mode successfully acces
The time and date s i en sent to the system logs.

Figure 4: Login successfully to the hidden interface

At this point, you have successfully logged into the hidden ESXi interface. What can you do when you get here?
Let'sfind out this answer .

What can you do inside the hidden interface?

The hidden interface of ESXi is a Linux-style interface but much lighter when compared to the actual Linux
installation. For example, some of the most basic Linux commands are like Is (to list files), cd (change
directories), rm (remove file), cp (copy files), vi (edit file) and reboot . However, there are other Linux
commands that do not work like pg, nano or man.

The most interesting configuration files are located in / etc, just like in Linux. Most useful commands that you
can execute are located at / shin.

In this article, we will give you an overview of the ESXi command line. In our opinion, the most important thing
we have used the hidden interface is to edit the text configuration files on the ESXi server. This is a very
important thing because it cannot be done using RCLI. For example, here are some text files that we edited:



1. / etc/ hosts - thanks to issues related to the ESXi server that came and went randomly from our VMHA
resource block, a VMware Tech edited our / etc / hosts file to create configuration entries. Figure for other
ESXi hostsin RP. Made to eliminate any DNS problems.

2. /etc/linetd.conf - thisfile can be used to activate services, otherwise services may not be enabled. For
example, by removing the (#) sign before ssh or ftp , we can enable these services on the ESXi server.

Hereis an example of editing an inetd.conf file to enable SSH:

If you make changes to this file, either reboot your

send the inetd pro s a HUP signal:

Do a "ps x'" as root and look up the pid of inetd. The
kill pid of inetd>

inetd will re-read this file Wwhenever it gets that s

{service_mname> <{sock_type> <{proto> <{flags> <user> <se

safer to keep these off.
root internal
i root i
#discard strea tocp nowait root internal
#Hdiscard lgram 1d p mait root internal

#daytime stream tc nowait root internal
#Hdaytime dgram L g Wwait root internal
#ichargen stream - nowait root internal
#chargen dgram Hait root i rnal
Htime stream =P nowait root ) rnal
#Ht ime dgram P mait root internal

# These are standard services.
"

Hftp stream tcp noWait
ssh _stream tcp nowait
- setcsinetd.conf 32-77 41%

Figure 5: Edit the inetd.conf file to enable SSH

Obvioudly there are other files that can be edited or viewed, such as passwd or inittab files.
Warning that all of these are not supported by VMware unless you are taking these steps under their control.

Conclude

In this article, | have shown you the hidden interface of VMware ESXi Server. Most people know that ESXi
does not have a service interface but it does have a hidden interface. In this article, we have demonstrated the
benefits of using this hidden interface. First of all, you can edit text files directly on the server to enable services
like SSH. When you have access to the server's interface, you can perform many actions other than that, such as
you can adjust, but these adjustments are limited by certain commands. on the server.

Y ou finished reading the article "How to access VM war e ESXi hidden interface" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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