l ipsMake.c.,m

TipsMake > Tech info >Technology story >

Hackers use Raspberry Pl computer to steal 500 M B
of NASA important data

In April 2018, NASA discovered an account belonging to an external user who had compromised the network in
the Jet Propulsion Labortary (JBL) Laboratory and stole about 500 MB of data related to the programs of This

space agency.

In April 2018, NASA discovered an account belonging to an external user who had compromised the network in
the Jet Propulsion Labortary (JBL) Laboratory and stole about 500 MB of data related to the programs of This
space agency. Even hackers have violated JBL for 10 months without being detected, causing other serious
conseguences.

It is worth mentioning that hackers only use a cheap Raspberry Pl computer to perform this intrusion.

Raspberry Pl is one of the smplest, most stable computing platforms on the market and is very affordable, about
36USD. These computers are very compact in size, just by credit card, so it is very suitable for projects like
antique gaming machines or smart home appliances. This is the first time a Raspberry Pl has been exploited by
hackers as atool for acyber attack.

Hackers used a Raspberry Pl to gain illegal access to the JPL network. Hackers took advantage of the
weaknesses in the lab's network to hide and avoid detection in 10 months. During that time, the bad guys stole
23 data files, including two files containing information about capital controlling technology transfer activities
related to space and military, related to the Project. the Mars Science Laboratory Project, International Trafficin
Arms Regulations.
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A Raspberry PI computer circuit board.

NASA inspectors discovered vulnerabilities in JPL's network. Specifically, any user on the JPL network can
access the system and the application they are not authorized to access. Meanwhile, system administrators
cannot track devices that are participating in the network. Hackers took advantage of these loopholes to dive into
the system and hide in it for along time without being detected.

The intrusion caused the Johnson Space Center, which is responsible for the ISS space station, to disconnect
from the portal in fear of hackers being able to access the mission systems and send them. Malicious signals to
employees in these space missions.

Hackers have long been watching NASA and their labs because they contain research projects and patents for
cutting-edge technol ogies.

Y ou finished reading the article "Hacker s use Raspberry Pl computer to steal 500 MB of NASA important
data" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and
tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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