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New Gmail scam from... Google?

Not every account security email you receiveis legitimate. And if you see an email from Google in your Gmail
inbox, think twice. There'sanew Gmail scam going around — and it looks like it's coming straight from Google.
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Your Next Google Security Email Could Be a Scam

The campaign was discovered after developer Nick Johnson received a complex phishing email that appeared to
come from Google. In athread on X, Johnson explained that the email was sent from no-
reply@accounts.google.com and that it passed Google's DKIM signature check, meaning it was signed by
accounts.google.com.

Because the email was signed from alegitimate Google website, Gmail did not raise any warnings. It stated that
a subpoena had been sent to Google LL C asking the company to provide a copy of the recipient's Google
account contents.
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Recently | was targeted by an extremely sophisticated
phishing attack, and | want to highlight it here. It exploits
a vulnerability in Google's infrastructure, and given their
refusal to fix it, we're likely to see it a lot more. Here's the
email | got:
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requiring us to produce a copy of your
Google Account content

Google Support Ref #: [17-0000918456]
Transferred to Legal Investigations
Support

Google Support Case:
https://sites.google.com/u/
17918456/d/TW4AM _
jFajsC8YKeRJnétt_blJafPuhé_viedit

Google Account ID: 1778307780341

This notice is to alert you that a subpoena
was issued to Google LLC by a law
enforcement that seeks retrieval of

information contained in your Google
Account.

To examine the case materials or take
measures to submit a protest, please do
so in the provided Google Support Case.

4:32 PM - Apr 16, 2025 0
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The email contains a sites.google.com link to a fake support page. This fake page displays the status of a
forensic investigation report with a document review attached and two buttons to upload additional documents or
view the case. Clicking any of these buttons takes you to another fake login page also hosted on
sites.google.com.

Johnson doesn't take it any further, but it's safe to assume that the fake login page is there to collect your Google
account credentials before redirecting you to areal Google page or page to avoid detection. Since you're already
logged in to check your Gmail and therefore see the notification, most Google pages will automatically open
even if you enter your password, creating theillusion of areal login.
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While the fake login page is an exact copy of the real Google page, you can easily tell the difference between the
two if you look at the URL of the page. Legitimate Google login pages are hosted on accounts.google.com
instead of sites.google.com. There are also two main red flags in the phishing email.

First, the email header shows that while the email is signed by accounts.google.com, it originated from a
privateemail.com address and was sent to " me@googl-mail-smtp-out-192-168-142-125-38-prod.net” . The
second clue lies at the bottom of the email, where thereisalot of white space followed by text that says " Google
Legal Support has been granted access to your Google account” , followed by the email address mentioned
above.

Google domains become scam playgrounds

Given that the phishing email appearsto originate from alegitimate Google site, the average Gmail user would
think nothing of following the instructions provided in the email. Additionally, since the fake pages are hosted
on sites.google.com , people will see the legitimate google.com domain and assume the pageisreal.

Google Sites is alegitimate service from Google that allows you to quickly create your own website and host it
on a Google domain. Whileit is ahandy toal, it allows usersto run external scripts and embeds of their choice,
which isamajor security risk.

Using this service also makes it incredibly easy to create phishing pages. Even if apage is taken down by
Googl€'s anti-abuse team, scammers can quickly put up another one in a short period of time. Email, however, is
abigger security concern for Google.

Johnson reported the email bug to Google, but the company closed the issue, stating that the feature worked as
expected and adding that it did not consider it a security issue. This means we could see similar campaigns in the
future. Keeping malicious emails out is one of the reasons people are abandoning Gmail for a more security-
focused alternative.

Until Google gets things right, make sure you keep an eye on such emails. If in doubt, check the subject line and
body of the email for any strange email addresses or unusual text that wouldn't appear in an official email.

Y ou finished reading the article "New Gmail scam from... Google?" edited by the TipsM ake team. We hope
this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and
guides. Thank you for reading and for following us regularly.
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