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Fix basic networ k applications with Wireshark
(Ethereal)

Network protocol analysis is a technique commonly used to view, in real time mode, data streams sent and
received through a network interface.

TipsMake.com - Network protocol analysisis a technigue commonly used to view, in real-time mode the data
stream sent and received through a network interface. This is really useful for troubleshooting network
configuration problems and network application problems. It is also useful to develop a new network protocol.
In this article, 1 will fundamentally demonstrate how to overcome a network application with Wireshark
(Ethereal).

Overview of Wireshark

Ethereal is an original open source protocol analysis program written by Gerald Combs. It was later renamed
Wireshark in 2006. Wireshark is now managed and developed by hundreds of people around the world.

What can it do?

Like any other tool, Wireshark can be used for some things and not for other things. Here is alist of some things
that Wireshark can't do:

1. It cannot be used to map a network. Instead the Nmap tool can take over this function.

2. It does not generate network data - it is a passive tool. Tools like nmap, ping and traceroute are examples of
tools that can generate network data. These tools are proactive tools.

3. It can only show details about the protocols that it really understands. It understands a lot of protocols and can
be expanded, so you can add support protocols to it if it doesn't understand. However, you will only be able to
view the data it captured as hexdump.

4. It can only capture good data when the operating system's driver interface supports. An example of thisis
capturing data via wireless networks. It does not work well with some combined software and hardware.

Wireshark installation

Wireshark is an open source application and is available for free download at www.wireshark.org. How to install
itisquite easy and is guided as below.

1. Double-click the installation file
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2. Click the" Next " button on the Welcome screen.

& wireshark 0.99.5 Setup i == =]

Welcome to the Wireshark 0.99.5
Setup Wizard

This wizard will guide vou through the installation of
Wireshark,

Before starting the installation, make sure Wireshark is not
running.

Click. 'Mext' to continue,

Cancel |

3. Pressthe™ | Agree" button to accept the registration conditions.

& wireshark 0.99.5 Setup i == =]

License Agreement
Please review the license terms before installing \Wireshark 0,99,5, ﬁ

Press Page Down ko see the rest of the agreement,

Fs
Jusk bo avoid some misunderstandings: ﬂ

while parts of Wireshark can be builk and distributed as libraries,
these parts are still covered by the license below, and MOT by the
Lesser General Public License or any other license.

GMU GEMERAL PUBLIC LICEMSE
Version 2, June 1991

=
If wou accept the terms of the agreement, click I Agree to continue, You must accept the

agreement ko install Wireshark 0.99.5.

Hullsoft Install System vz, 17

< Back | 1 Agree l Cancel |

4. Click the" Next " button to accept the default settings at the Choose Components dialog box.



74! Wireshark 0.99.5 Setup o [

Choose Components
Choose which Features of Wireshark 0.99.5 you want to install, i

The Following components are available for installation.

Select the tvpe of install:

Cr, select the optional Wireshark
components you wish £o 7
inskall: TShérk :
Plugins | Extensions
Tools
User's Guide
~ Description

Space reguired; 67,8ME Position your mouse over a component to see ks

description.

Mullsoft Install Ststem vz, 17

< Back I Mext = I Cancel

5. Click the" Next " button in the Select Additional Tasks dialog box.

74! Wireshark 0.99.5 Setup o [

Select Additional Tasks
‘wehich additional tasks should be done? i

—Create Shorbouk
v
™ Deskkop Icon
Iv Cuick Launch Iron

i~ File Extensions I
¥ Associate trace file extensions ko Wireshark (Sviw, acp, ape, ake, bfr,
cap, enc, erf, fdc, pcap, pkk, snoop, sve, tpe, trl, trace, tro, wpc, Wpz)

Mullsoft Install Ststem vz, 17

< Back I Mext = I Cancel

6. Click the" Next " button in the Choose Install Location dialog box.



74! Wireshark 0.99.5 Setup 1N o [

Choose Install Location
Choose the Folder in which to install Wireshark 0,99.5. i

Choose a directory in which to install \Wireshark.

Destination Folder

L

Browse, .,

_:\Program Files

Space required; 67.8ME
Space available: 8.9GE

Mullsoft Install Ststem vz, 17

< Back I Mext = I Cancel |

7. At this point, the installer will ask if you want to install WinPap. Make sure that the WinPcap Instal box is
selected and click the™ Next " button.

T -5

Install WinPcap?
WinPcap is required to capture live network data, should WinPcap be installed? i

— Currently installed WinPcap version
WinPEapis currenth, not installed

Instal.

IV

(Use AddfRemove Programs firsk ko uninstall any undetected old WinPcap versions)

[~ Services
[™ Start WinPrap service "MPF" at startup
(50 users without Administrataor privileges can capture)

‘Wwhat is WinPrcap?

Hullsoft Install System vz, 17

< Back I Install I Cancel

8. Theinstallation of Wireshark will start copying files to your system.
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Installing
Please wait while Wireshark 0.99.5 is being installed. i
Extract: libwireshark.dll. .. 47%

Cutput Folder: C:\Program Files\Wireshark
Extract: wiretap-0.3.1.dl
Extract: ibwireshark.dll... 47%%

Mullsoft Install Ststem vz, 17

= Back | [ext = | Canizel |

9. The WinPcap installer will be introduced during Wireshark installation. Click the " Next " button at the
Welcome screen.

5
kl) > WinPcap 4.0 Installer
. lh ch Welcome to the WinPcap 4.0 Installation Wizard

=
This product is brought o you by
CACE
TECHNOLOGIES
.2

Hullsoft Install System vz 16

Cancel |

10. Click the" Next " button at the WinPcap Setup Wizard screen.



S wircop a0setp Li51x

Welcome to the WinPcap 4.0 Setup
Wizard

This Wizard will quide wou through the entire WinPcap
installation.

Faor more information or support, please visit the WinPcap
home page,

hkkp: e winpcap. org

< Back

Cancel |

11. Pressthe" | Agree™ button at the License Agreement screen.

 WinPcap 4.0 Setup il o [
{ l) - License Agreement
\ lﬂ caP Please review the license terms before installing \WinPcap 4.0.

Press Page Down ko see the rest of the agreement,

Copyright {c) 1999 - 2005 MetGroup, Paolitecnico di Torino (Ikaky). ﬂ
Copyright {c) 2005 - 2007 CACE Technologies, Davis (Califarnia).
Al rights reserved,

Redistribution and use in source and binary Forms, with or without modification, are
permitted provided that the Following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the Following disclaimer.

2. Redistributions in binary form must reproduce the abowve copyright notice, this lisk of
conditions and the Following disclaimer in the documentation andfor other materials ‘:I

If wou accept the terms of the agreement, click I Agree to continue, You must accept the
agreement to install WinPcap 4.0,

Mullsoft Install Ststem e, 16

< Back | I Agree | Cancel

12. Click the" Finish " button to receive the WinPcap installer.



il

Completing the WinPcap 4.0 Setup
Wizard

WinPcap 4.0 has been installed on wour computer.

Click. Finish to close this wizard,

= Back

Zancel |

13. Click the" Next " button in the Wireshark Installtion Complete dialog box.

T Wireshark 0.99.5 Setup ) o =]

Installation Complete
Setup was completed successfully, ﬁ

Completed

|_

Cutput Folder: C:\Program Files\Wireshark :l
Extract: textZprap.exe

Extract: text2pcap. html

Cukput Folder: C:\Program Files\\Wireshark
Extract: mergecap.exe

Extract; mergecap.html

Cutput Folder: C:\Program Files)\Wireshark
Extract: capinfos.exe

Extract: capinfos.html

Cutput Folder: C:\Program Files\Wireshark
Extract: user-quide.chm

Completed j
Mullsoft Install Ststem vz, 17
Zancel |

= Back

14. Click the" Finish " button to close the Wireshark installer.
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Completing the Wireshark 0.99.5
Setup Wizard

‘Wireshark 0.99.5 has been installed on wour computer,

Click. Finish to close this wizard,

[ show Mews

= Back I Finish I Cancel

Run Wireshark on Windows
Start Wireshark

Start Wireshark on windows simply by double-clicking the shortcut on the Start menu. This will help open up
Wireshark's main screen.

Adminisirator
é’:_! My Computer

-.\g Manage Your Server
S e

= i
'_,:.{ Windows Expl l'.l‘- Windows Catalog
€ Windows Update ols 3

u SGL Setwer Mar
-}1} Stuidin ITT) Accessaries

‘ Administrative Tools

el Command FYom (= picesaft Yisual Studic 2005

i Startup
A Korn Shel & Internet Explarer
@ Qutlook Express
@ Matepad

- v v v

. PRemote Assistance

i:@ Windows Services for LNIX
@j SQL Server TU (7 Microsaft SOL Server 2005
S i@ Windows Powershell 1.0
H ‘Windows Paowet i Cyguin

i WinPcap

bl ¥ T ¥ ¥ ¥

all Programs

= wi '
ﬁ Log Off = The Wireshark Metwark Prokocal Analyzer




& The Wireshark Network Analyzer

File Edit Wew Go Capture Analyze  Statistics  Help
B W eeM 2@ %8 B« »F 2 BEE &a&

Filter: ¥ Expression... Clear Apply

Raad);' to load or capture Mo Packets

Wireshark interface

The interface of Wireshark isvery smple.

1. Title bar - Thisbar will contain different information depending on what Wireshark is doing. If it is capturing
network data, it will understand the current power delivery. If it is displaying data from the previous data
capture, the name of the file contained in the captured data will be displayed (untitled will be displayed if the
captured time is displayed, stopped and not saved. ). Otherwise it will display the name of the application:
Wireshark network Protocol Analyzer .

2. Menu bar - This bar provides access to application features.

a.File - Functions that work with captured data such as saving and exporting to different file formats.
b. Edit - Functions for finding packets, setting time changes, and referring to settings

c. View - The function to change how Wireshark displays information.

d. Go - The function to find the location of a specified packet.

e. Capture - The function to start and stop captures, save filters and work with network interfaces.

f. Analyze - Function to interpret and filter captured data.

g. Satistics - Function of statistical analysis of captured data.

hour. Help - Help function.

3. Main tool bar - Shortcut to use commonly used functionsin the menu bar.



4. Filter tool bar - Quick accessto filter function.

5. Packet list pane - Displays all packets in the current capturefile.

6. Packet details pane - Specify the details of the currently selected packet in the Packet List pane.
7. Packet bytes pane - View hexdum of existing packetsin the Packet List.

8. Status bar - Provides messages and feedback to users.

q T Intel{ft] PRO D00 MT Mobile Conmection (Microsolt's Packet Schuduler) : Capluring - Wireshark
9 merp Bl Edt Hew Go Capoore gnshre Jatiics  Help

j—1H B A @ 2@ «x % a8 B «2oF 2 EBE aaaq

4 Eiter: *  Euressen.. Jear Apoly
e - T Eoren Destiration Profoesl  Info
LT O % 0 A N L THS JETy A v
2 0. 000108 1‘-‘2 1&8 1.1 C-? 192. 1&8 1.1 DNE STandard QUETy A weiw, f‘OC'l E rc.n
3 0. 01ATED 192,168.1. 192,168.1.107 DONS standard cJe FESQONSE CHAME www, 1. Qoog

Br—

»

s Frame 1 (74 bytes on wirg, 74 bytas captured)

6 |# Ethérnet I, Zrc: usiAF:iSdibl (00:16:41:17:6d:b1), Det: Cfsco-Li 60i75:a7 (O0I1B:FE:6c:TI:T)
# Ifmernet Frotocol, Sroi 192.166.1.107 (197.168.1.107), DST: 193.168.1.1 (1%2.166.1.1)

& User Datagram Protocol, Src Pori: %BO% (98090, Ost Port: domain (33)

% Domadin Mame System (query)

oD U0 LE TH Gc 70 af o 18 41 17 5d bl t-a :.o -H M ...'Iu... A .. E.
~4o0L0 00 F B¢ 5f 00 00 B0 11 Ia 95 <0 - T
T o2t oL ol v."!-_JOHOJJ-a 7 de e-danf:moom. &Q'.\{
030 00 00 00 00 00 00 0F 77 77 77 06 67 &F &F 67 BC wwr‘m’]'l
M0 65 O3 63 &F ad .ll:I Ol ﬁi Of 01 Boeon... ..

B e e PR03 000 M Mot Conrction (Microselt's Packet Scheduler] : <ve.. P30 3M:0

Examples of how Wireshark works

In this example, | will start Wireshark capturing packets on the laptop's wireless network. | will then launch
Thunderbird to retrieve email from Comcast and Gmail.

1. First start Wireshark.

2. Then select Capture -> I nterfaces from the menu bar.

File Edit Wiew Go

% ﬁ ﬁ- .:"" Inketfaces... 'F'@

| @ Options... Chrl+k,

Analyze  Statistics  Help

3. Then the Interfaces dialog box will be opened. Select the interface you want to use. This is important when
Wireshakr (as with any other protocol analyzer) can only capture data from a network it connects to naturally. |
use wireless Ethernet adapter in my laptop so | will choose Intel adapter in the list. Click " Start " button. The
data capture process will be started. After a short time, you will see the main window of Wireshark (packet list,
details and byte frame) filled with data.



¥ Wireshark: Capture Interfaces

Descripkion hizd Packets Packebsls
Wi Generc daup sdepter
W 113/b/g Wireless LAN Mini PCT Adspher 1 (Microsoft’s Packst Scheduler) 152.168.1.100
Bl Inkel{R) PROJ1000 MT Mobile Connection (Miroscft's Packet Scheduer) 152.168.1.107
(. M5 LoopBack Driver 152,188.1.155
8l NOC Extranet Access Adapter (Microsaft's Packe Scheduier) 0.0.00
v

4. Now | will launch Thunderbird and log in to both Gmail and Comcast accounts. At this point | will wait for all
mail to download and then stop the network capture by selecting Capture -> Stop from the menu bar. Click File
and Save to save capturing this data to disk after all data has been captured.

SN Analyze  Stabistics

Interfaces. ..

5. 1 just caught 2 complete POP3 sessions with Wireshark. To get the pop version information separately, | will
use afilter. In the filter bar, enter the following text and press the "apply": tcp.port eq 110 button . This will
limit the display of traffice on tcp 110 port (pop port). Also note that Wireshark understands POP (Post Office
Protocol), so it will display bits of information such as POP commands and authentication information. | do not
connect to the Comcast mail server using SSL so my password is contained in the traffic in clear text meaning
the data is not encrypted. | have to choose this screenshot wisely and actually use this to fix issues about client
users connecting to pop and imap servers.



T popTrace. pcap - Wireshark
Fle Edt Yew Go Caphure  Anshyre  Shatistics  Help

B o e e o@x & a8 R« %2 F 2 EBE aaa

Eiter: | bep.port #q 110 *  Eepression.. Char Apply
I U [ o3
2.302370 192.168.1. 63.240. 76, 10239 > pop3 [Svw] seu-u Len =0 M55=1460
32 2.333339 63.240.76.10 192.168.1.107 TCP pop3 > 10239 [S¥N, ACK] Seqed Acks=1l winsi
33 2.333436 192.168.1.107 ©3.240.76.10 TCP 1023% » pop3 [ACK] Seqgel Ack=l Win=64512
34 2.333528 192.168.1.107 63.240.76.10 TCP [TCP Dup ACK 33#1] 10239 > popd [ACK] Sec
3% 2,3685200 63.240.76.10 192,188.1.107 POP Response: +0K (sccrpxc08) Maillennium PO
3§ 2.471828 192.168.1.107 63.240.76.10 TCF 10239 > pop3 [ack] Seq=l Ack=52 win=6446:
39 2.471942 192.168.1.107 63.240.76.10 TCF [TCP Dup ACK 38#1] 10239 > pop3 [ACK] Sed
42 4,871293 192,168.1.107 ©63.240.76.10 FOP REQUEST: AUTH
43 4,871399 192.168.1.107 63.240.76.10 POP [Tcp our-of —order] Request: AUTH
44 4,90247%5 63.240.76.10 192.168.1.107 TCP pop3 > 10239 [AcK] Seqe52 ack=7 win=6d24¢
45 4, 902684 63,240, 76,10  192,168.1.107 PoP Response; -ERR auwthorization not enabled
AT 4,909349 192.168.1.107 63.240.76.10 FOFP REQUEST S CAPA
48 4.909442 192.168.1.107 63.240.76.10 POF [Tcp cut-of-order] Request: CAPA
4% 4, 942600 63.240.76.10 1%2,168.1.107 TCP pop3 » 10230 [ACK] SeqeBd Acke=13 wWine=Bd2:

¥

# Frame 30 (62 bytes on wire, 62 bytes captured)

® Etherner II, Src: Usi_17:9d:bl (00:16:41:17:9d:b1), Dst: cisco-Li_6c:?5:a7 (00:18:FB:16c:75:a7)
® Internst Protocol, Src: 192.168.1.107 (1%2.168.1.107), Dst: 63.240.76.10 (563.240.76.10)

& Transmission Control Protocel, Src Port: 10230 (102390, DSt Port: popd (1100, Seq: O, Len: O

000 00 158 T8 6c 75 a7 00 16 41 1V 0d b1 OF OO0 435 00
010 G0 30 de 50 40 00 B0 06 Se 6a cO aB 01 &b 3F fO
020 4c 0a 27 £f 00 de eb Ge fe £f 00 00 00 OO0 70 02
030 fo 00 2b 15 00 00 O2 04 05 b4 01 (1 04 02

Fila: "C:\Documents and Sattings'kehin. johnsoniiy Doouments| Wirssharkipa . | Pr 11672 D 8755 M: 0

6. Drag the scroll bar down to the bottom of the captured data after it shows only a conversation between two
hosts: my laptop and Comcast mail server. What happens to Gmail? Because | use SSL with gmail account and
SSL POP connection is combined with port 995, not port 110. In the filter bar fill in the following text and press
"apply": tcp.port eq 995 . Thiswill show all POP via SSL. But note that no other details will be available about
this application protocol. The protocol used on port 995 is TCP, SSL and TLS. You will see some packets that
come with keys, but that's all to do with security issues associated with SSL and TLS. All data of this application
has been encrypted.

T popTrace. pcap - Wireshark
Fle Edt Yew Go Caphure  Anshyre  Shatisties  Help

B oo e o@x &% a8 B« %2 7F 2 BE aaa

Elter: |bepuport &4 995 *  Eepression.. Clsr Apply

No. . Time SoUrCe Destination Protocol  Info
% 1, 948000 1%2.168.1.107 64.233.163.111 TCP 10238 > %95 [SyN] Seged Len=d MSS=1460

| 10 1, 945112 192 163 1 107 64 233.163.111 TCR 10233 > $93 [SVN] seq-o -.en-o HS‘S-H@U

i g - iy . L3 103 1 & 5 o ’ U238 a Se i Al
12 1. 192 163 1 107 434 233,163, 10233 > 905 [m’.K Seq—l Ack=1 H1n-6¢512 ]
13 1.963109 192.168.1.107 &4.233.163.111 TCP [TCP Dup ACK 12#1] 10238 > 985 [ACK] Seq-
14 2,011671 192.168.1.107 ©4.2335.163.111 S5Lv2 Client Hello
15 2.011770 192.168,1.107 ©4,233.163.111 sswv2  [TCP out-of-order] Client Hello
15 2.028800 64.233.163.111 192.168.1.107 TCP 905 » 10238 [ACk] Sege=l Ack=106 win=5720
17 2.03025% B4, 233,163,111 192,168.1.107 TLswl sServer Hello, certificate, server Hello
13 2.083318 192.168.1.107 64.233.163.111 TLsvl  client key Exchange, change cipher spec,
19 2.093434 192.168.1.107 64.233.163.111 TLSwl [TCP out-of—order'? client wey Exchange, ¢
20 2.1158%8 Bd4.233.163.111 192.168.1.107 TLSwl Chan?e Cipher Zpec, Encrypted Handshake »
21 2.116350 64.233,163.111 182,168.1,107 TLsvl applicacion pata
22 2.116401 192.168.1.107 64.235.163.111 TCP 10238 > 995 [&CK] Seqe2B8 Ack=968 win=g3!
23 2.116453 1%2.168.1.107 64.233.163.111 TCP [TCP Dup ACK 22#1] 10238 > 995 [ACK] Seq s

>

# Frame 11 (60 bytes on wire, 60 bytes captured)

® Etherner II, Src: Cisco-Li_6c:75:a7 (00:18:F8:6c:75:a7), Dst: wsi_A7:9d:bl (00:16:41:17:9d:b1)
® Internat Protocol, Src: 64.233,163.111 (64.233.163.111), Dst: 192.168.1.107 (15%2.168.1.107)

& Transmissfon Control Protocel, Src Port: 995 (905), Dst Port: 10238 (10238), Seq: 0, ack: 1, Ler

000 O0 18 41 17 %d b1 G0 15 5 &c 75 a7 08 00 45 10
010 00 2c a7 Sd 00 00 eb 06 Bl e2 40 e9 a3 &Ff cO a8
020 Gl 6b 03 e3 27 fe 06 87 o5 ee ab ad 16 &d 60 12

030 Af fe 19 1b 00 00 02 04 05 B4 49 1F 0 ... . I.

Fila: "C:\Dotuments and Sattings'kahin. johnsoniiy Dooumerts|Wirssharkipa . | P 116720 92 M: 0

Y ou finished reading the article "Fix basic network applications with Wireshark (Ethereal)" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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