l ipsMake.c.,m

TipsMake > Tech info >Attack the network >

FBI warnsof new scam targeting smartphone users
via QR codesin strange packages

If you use a smartphone, you could be the target of a new form of fraud, with the risk of losing money in your
account without even knowing it.
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According to awarning from the FBI's Pittsburgh office, thisis an updated version of the previously popular
'brushing scam'. In the old method, the bad guys sent the product to arandom address and used the recipient's
information to post fake reviews. But the new version has increased the danger level by including QR codesin
the packages.

QR code—asimple'trap’

The FBI says unexpected packages often come without sender information or areturn address. Curiosity leads
many people to accidentally scan the QR code that comes with it, revealing personal or financial information and
installing malware that can steal data from the target's phone. With

just a scan of the code, criminals can access bank accounts, credit cards, digital wallets, or even stock data.
Victims can have their money withdrawn or their data sold without them even knowing.


https://tipsmake.com
https://tipsmake.com/c/information/
https://tipsmake.com/c/attack-the-network/
https://tipsmake.com/fbi-warns-of-new-scam-tcmbx

Public Service
Announcement:

Unsolicited Packages
Containing QR Codes Used
to Initiate Fraud Schemes

@ FB FEDERAL BUREAU
OF INVESTIGATION

Why danger ous?

The scary part about thistrick is the combination of curiosity and the habit of using smartphones for most daily
transactions. It isareminder that not all QR codes are safe. The FBI recommends users

1. Do not open or scan QR codes in packages of unknown origin.

2. Always check access permissions carefully when installing applications or accessing websites.

3. If you suspect you've been targeted, change your passwords immediately, monitor your credit reports for
unusual transactions, and report the incident to the FBI's IC3 portal.

Although originating in the US, this scam has the potential to spread globally, especially in the context of the
booming e-commerce. With just one accidental scan of a code from your smartphone, you can easily become a
victim of online scammers.

Y ou finished reading the article "FBI war ns of new scam tar geting smartphone usersvia QR codesin
strange packages' edited by the TipsM ake team. We hope this article has provided you with many useful tech
tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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