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Explore Mac's Networ k Utility

Each Mac operating system integrates Network Utility. The utility isin the Utilites folder of the Applications
folder, which is very useful for detecting problems with Internet connections.

Network administration - Every Mac oper ating system has Networ k Utility integrated. Thisutility is
located in the Utilitesfolder of the Applicationsfolder, which isvery useful in detecting problemswith
Internet connections.

What we can do in a Terminal window using unix tools can also be done in Network Utility. When you open
Network Utility, you will see 9 different tabs corresponding to 9 Network Utility utilities. Here we will learn
what we can do with these 9 utilities.

1. Info

Thefirst tab of Netwok Utility, Info, gives us some general information about the network we are connecting to.
The Network Interface drop-down menu shows all the different methods that the Mac can use to connect to the
network. Typically, these methods include: Ethernet, Wireless and Firewire.

Next isinformation about Har dware Address and | P Address. In case the network interface is connected, we

will only have one IP address, otherwise it will display as Unknown (unrecognized). Hardware Address, or
Mac Address, can be used to identify a system that is unique (although we can change this address).

AafmD Network Utility

[ Info MNetstat AppleTalk Ping Lookup Traceroute Whois Finger Port Scan

Please select a network interface for information

Network Interface (en1) 1%

Interface Information Transfer Statistics
Hardware Address: 00:1c:b3:c0:0c:ce Sent Packets: 51463649
IP Address{es): 192.168.1.67 Send Errors: O
Link Speed: 54 Mbit/s Recv Packets: 36177204
Link Status: Active Recv Errors: 0
Vendor: Apple Collisions: 0

Model: Wireless Network Adapter
(802.11 a/bfg/n)

A very useful Mac address is when installing a Wifi Router. We can install for most routers that only allow
specific connected Mac addresses, which means that unassigned users will not be ableto log in to your Wifi
network and connect to the Internet.
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2. Netstat
Netstat is a useful network debugging tool for administrators, but it is not appreciated by ordinary users. If you

choose the Display routing table information option and then click Netstat , we will see alist of all computers
on the network.

AanNn Metwork Utility

Info Netstat AppleTalk Ping Lookup Traceroute Whois Finger Port Scan

*) Display routing table information
(_) Display comprehensive network statistics for each protocol
(_) Display multicast information

',;_‘ Display the state of all current socket connections

{ Metstat )
Routing tobles A
Internet: Q
Destinotion Gateway Flags Refs Use MNetif Expire
default hoaeportal UGSe 3 98 enl
127 localhost ucs 2 e lo@
localhost localhost UH 8@ 1133295 lo@
169.254 link#6 ucs a @ enl &

172.16.42/24 link#8 uc 3 @ vanetl -

If you choose the option Display the state of all current socket connections and then click Netstat we will see
alist of network connections of the system. For example, the first itemsin the list will correspond to the visited
Web pages. If you enter the addresses as Foreign Addressin Safari, it is possible that the site will display.

3. AppleTalk

The AppleTalk tab is quite similar to the Netstat tab, but only for an Apple protocol called AppleTak. This
protocol has been used quite commonly in the early stages of Mac, but now it has been abandoned and no longer
supported in Snow Leopard (in Snow Leopard thistab no longer appears).

4. Ping

Ping isatool used to check if the Internet address is working. When pinging an address, we sent a small amount
of datathen it was sent back.

We can use thistool to check if awebsite has crashed if it cannot be downloaded in Safari. Or in case the
network connection shows signs of collapsing, we can ping pages that never crash, like google.com, bbc.co.uk, .
to check if there is a problem with the network.



ann Network Utility

Info  Metstar AppleTalk - Ping Lookup Traceroute Whois Finger Port Scan

Please enter the network address to ping

www.bbc.co.uk fea. 10.0.2.1 or www.example.com)

{® Send an unlimited number of pings

() Send only 10 pings { pPing )

Ping hos started ...

PING www. bbc.net.uk (212.58.251.195): 56 data bytes

64 bytes from 212.58.251.195: icomp_seg-@ tt1-112 time-29.973 ms
64 bytes from 212.58.251.195: icmp_seq=1 £t1=113 time=-456.565 ms
64 bytes from 212.58.251.195: icmp_seq=Z tkl=113 time=32.439 ms
64 bytes From 212.58.251.195: icmp_seq=-3 tk1-113 time~28.965 ms

5. Lookup

Lookup tool alows usto collect information about a Web site or | P address. The drop-down menu of the Select
the information to lookup section allows us to select a number of different types of information. For example,
when we perform a server name lookup on macosxtips.co.uk we will be notified that this page is hosted by
Dreamhost server, and when we look up MX Record (or Mail Exchange Record), we will be notified that email
is handled by Google.

ann Network Utility

Info  Metstat AppleTalk Ping - Lookup  Traceroute Whois Finger Port Scan

Please enter an internet address to lookup

macosxtips.co.uk fex. 10.0.2.1 or www.example.com)

Select the information to lookup: | MX Record Tl

( Lookup )

Lookup hos started ..

i <o>> DiG 9.4.3-P3 <<>> mocosxtips.co.uk mx smultiline snocomments snocmd
+noguestion +nostats +search

:: global options: printcmd

mocosxtips.co.uk. 14396 IN MX @ ASPMX.L.GOOGLE.COM,

ASPMY . L.GOOGLE.COM. 220 IN A 299.85.219.24

6. Traceroute

When we enter an address then click Trace, Traceroute will show the way that data is sent between the client
and server. Thistool allows usto check every server for which datais transferred.



anon Network Utility

Info  Netstat  AppleTalk Ping Lookup | Traceroute Whois Finger  Port Scan

Please enter the network address to trace an internet route to

www.macosxtips.co.uk (e, 10.0.2.1 OF www, examale, com)
(-~ Trace—)
Troceroute has storted . s
traceroute to waw.macosxtips.co.uk (208.113.168.243), 64 hops max, 48 byte 0

packets
1 homeportal {192.168.1.254) 2.777 ms 1.716 ms 1.7B8 ms

homeportal (192.168.1.254) 1.927 ms 2.831 ms 2.285 ms

217.47.41,122 (217.47.41.122) 25.531 ms 23.527 ms 23.832 ms

217.47.41.161 (217.47.41.161) 25.696 ms 25.445 ms 24.751 ms .
217.47.74.174 (217.47.74.174) 25.964 ms * *

2
3
4
5

We can use Traceroute to overcome some network problems by detecting data blocking points. In addition, we
can use this tool when downloading a file with many different download links to choose the fastest link. Just
enter those links into the Traceroute, so we can know which links are the fastest.

7. Whois
The Whois database gives us information about I nternet addresses and who has registered them. The default
Whois server, whois.internic.net, works fairly well with most addresses, but notice we need to enter the correct

domain name. For addresses .co.uk using whois server iswhois.nic.uk . We will get information such as the
signer, the address, the time of registration, and the expiration date.

AND Network Utility

Info  Metstat AppleTalk Ping Lookup Traceroute -~ Whois Finger Port Scan

Please enter a domain address to look up its “whois® information

bbc.co.uk fex. 10.0.2.1 or example.com)

Please enter or select a whois server to search
whois.nic.uk '1 { Whois )
Domain nome:

bbc.co.uk i

Registrank:
British Broadcasting Corporation

Registrank type:
UK Limited Company, (Company nusber: 290857) "

8. Finger

Developed in 1971, Finger is one of the first pieces of status updates that are currently being used by many
socia networking sites, such as Facebook, Twitter, etc. Thistool isamost no longer available to users. use, but
with thistool we can check if our friends are available online, and can post .plan files to profiles like posting to



blogs.

L Nala) Network Utility

Info  MNetstat AppleTalk Ping Lookup Traceroute Whois - Finger | Port Scan

Please enter a user name and domain address to finger that user

matt @ k. user@example.com)

( Finger |

Finger has started .. :

¥

Login: matt Maome: Matthes Swain
Directory: SUsers/matt Shell: /bin/bash

On since Sot Sep 12 11:58 (BST) on console, idle 15 doys 7:13 (messages off)

On since Sun Sep 27 19:23 (BST) on tiys20Q8

On since Thu Sep 24 21:23 (BST) on ttys@dl

Ho Mail. i
Ho Plan. .

One of the most effective ways to use the Finger is to enter your user name or the name of another user on the
Mac system, when the Finger button is pressed we will be notified that the user is currently logged in. No, and
the amount of time posted before the user has made it.

9. Port Scan

Port Scan, the last tab in Network Utility, has the function of checking which ports are open at a certain address.
These network ports are avirtual version of the ports on the system, and each port is used for a different network
traffic. For example, port 80 is used for Web sites.

We can use Port Scan to check individual computers by entering the form [ computer name] .local . When we
click Scan we will see this name appear in the Sharing area of System Preferences.

Tools like iTunes Sharing, Instant Messaging, BitTorrent, AFP and SMB Sharing all use different ports. If you
see that one of these ports doesn't work, it may be because the firewall system has blocked it, so we can change
the configuration to reopen it.



ann Network Utility

info  Metstat AppleTalk Ping Lookup Traceroute Whois Finger | PortScan

Please enter an internet or IP address to scan for open ports

Matts-Macbook.local [x. wiww.examale.com or 10.0.2.1)
™ Only test ports between 1 and 1023 —5can—)
Port S5con has started .. .
w

Port Scoanning host: 192.168.1.67

Open TCP Port: g2B kerberos

Open TCP Pork: 139 netbios-ssn

Open TCP Port: 445 microsoft-ds

Open TCP Port: S48 ofpovertcp a
Port Scan has completed ... X

Just run Port Scan with the Sharing application or turn off and turn it on to check the ports that appear. We can
then install the firewall to open this port and allow network traffic to pass through it. Note that the built-in
firewall system in Mac OS X operates on an application platform rather than a port platform to simplify tasks for
users.

Y ou finished reading the article "Explore Mac's Networ k Utility" edited by the TipsM ake team. We hope this
article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and
guides. Thank you for reading and for following us regularly.
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