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Experience K egpass, Impr essive password manager

In the following article, we will explore and discuss some more details about K eePass application - a popular
password management tool today.

QuanTangMang - One of the rules to remember when using a password is that they should not be used
many times. If the user's email inbox is peeked at by hackers, it islikely that all of their online accounts
registered with this address will be easily detected .Conversely, if you set up and use different passwords, it
will take time to recover each time you forget your password.So how do we do that?That's why password
management software - Password Manager is as popular asit is today.

With the help of this Password Manager tool, users can be assured and comfortable with lengthy and complex
charactersincluding letters and numbers . All they need to do is remember 1 Unique Master Password parameter
to manage all rea passwords.However, any software has its advantages and disadvantages.In the following
article, we will explore and discuss some more details about KeePass application - a popular password
management tool today.
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Pros and cons of K eePass

First, we will highlight the advantages of this program.
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Convenience: KeePass has 2 main versions. I nstallable and Portable .Users can copy Portable filesto USB and
use them on any computer.

- This is an open source program, completely free.So anyone can download the source code and check for any
malicious code inside.

- Automatically login with TCATO (Two Channel Auto - Type Obfuscation) : in fact, this is quite important,
because it prevents others from using the first keyboard to log in, and this information Can be memorized by the
usual keylogger program. On the other hand, TCATO is integrated enough to make keylogger applications
‘confused’ with the use of the Windows clipboard to turn each part of the application’s auto-text string. But there
is a dight inconvenience here that the default TCATO has not been activated yet, please select Entry> Auto-
Type and check the Two-channel auto-type obfuscation box.

- Works with all browsers without support plug - ins: KeePass is a standalone application, so flexibility is very
high, users do not need to install any plugin .

Next isanumber of pointsto overcome:

- No On - Screen keyboard support: for many people this may be the biggest shortcoming of this program.
Every time you start KeePass, the program will ask you to enter a Master Password, the point is that the
password can still be recorded with the keylogger, and the hackers only need to download the database. K eePass,
saved as Database.kdb (for version v1) or NewDatabase.kdbx for v2.0n the other hand, users should be aware
that the OSK (on screen keyboard) plug-in for KeePass v1 uses the Windows OSK function itself, and can still
be recorded with keyloggers.

- Windows Clipboard processing capability is not secure enough: according to KeePass official information, this
program can completely prevent the monitoring of clipboard characters but in our test it is not like so.When
double-clicking on the Password field, this information is still copied to the Windows clipboard.

- No online support service.

Set up KeePassfor thefirst time

Download K eePass

This article will focus on the portable version. If you access the KeePass download page, you will see the latest
Windows versions at the top and of course you should use these latest versions. Here, you will see Installable
version on the left, Portable version on the right.




If you are aMac or Linux or Android or iOS, there is also a KeePass version for these platforms. You will see
them when scrolling the mouse down. As you can see, they cover al platforms like Blackberry, Palm, Windows
Phone, Chromebook and Command Line.

They are not called KeePass but they are al compatible with KeePass password database - KeePass's password
database.

Contributed fUnofficial KeePass Ports

KeePassDroid {for Android)
KeePass2android (for Androsd)
KeepShare (for Android)
MinikeaPass (for Phone | iPad)
iKeePass (for iPhone / iPad)
Passwordix (for iPhone / iPad)
SyncPass (for iPhone / IPad)
MyKaePass (for hone [ iPad)
PassDrop (for iPhone / Pad) @3
KyPass (for iPhone / iPad)
KyPass Companion (for Mac 05 X)
MacPass (for Mac 05 X)
winPass (for Windows Phone 8.1 / Windows 10 Maobile)
winkee (for Windows Phone 8.1)

7Pass (for Windows Phone 7 / B.1)

MaodernkeePass (for Windows Tablet 8.1 / 10)
KeePassPPC & KeePasssD (for PocketPC & Smart Devices)
Tusk {for Chrome, eapecially Chromebook])

KPD (for BlackBerry 10 and PlayBook)

KaePassB (for BlackBerry 10)

KaePassBE (for BlackBarry)

KeePassMobile (for J2ME / mobile phones)
KeePass]12ME (for J2ME / mobile phones)

KeeWab (for browsers / JavaScrpt, also offine) 3
BrowsePass (for browsers / JavaScnpt, also offline) &
KeePass4Web (for web servers, serwing to front-ends)
Expart to Keyning (for Palm 0S)

KPCLI {command line interface; see also KPScript)
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3¢ KeePassX (for Linux / Mac 05 X)

&} KeePassXC (for Linux / Mac 05 X
Note that KeaPass 2.x runs undar Linux | Mas 05 X, t6a; saa Runmng Keefass under Mano,

For developers:
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Once the zip file has been downloaded, open the file. If you have selected the installable version, install it on
your computer. If you choose the portable version, create a KeePass folder on the cloud or USB memory. You



should synchronize cloud storage service for an additional 5GB for free.

Now click on K eePass.exe to start the program and you will see the login window to protect your database.

@ Open Database - qwerty.kdbx >

k Enter Master Key

Master Password: || | |-n |

[] Key File: {Mone) v| | &
[ ] Windows User Account
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However, because you do not have a database, close this login window and an empty database window will
appear.
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Create a database

Now we need to create a new encrypted database where the passwords will be stored securely.

First click File -> New . Then you will see this screen.



KeePass -

o New Database

Your data will be stored in a KeePass database file, which
is a regular file. After clicking [QK], you will be prompted
to specify the location where KeePass should save this
file.

It is important that you remember where the database
file is stored.

You should regularly create a backup of the database file
(onto an independent data storage device).
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Click OK and you will be prompted to save a K DBX file (the file format of the KeePass password database).

+ » ThisPC » Cloud Storage » Sync » KeePass v &
Organise - New folder
lame Date modified Type

5 diis
5 | Languages
5 Plugins
5l xsL

File name: : NewDatabase kb

Save as type: | KeePass KDBX Files (*.kdbx)

Make sure it is in the same directory as the other KeePass components. Y ou can put KDBX files somewhere on
your computer, but saving these files in the same place (especially on cloud storage) is best.

Y ou can also rename the KDBX fileif you don't want to use the default name.
Create an unbreakable password
The encrypted database is only as strong as the master password protecting it. If you use an easy-to-guess

password such as your name, your Spouse's name, your dog's name, your birthday, etc., the KeePass database
will be hard to protect safely. .



Conversely, if you take some time to set up a master password, your data will be really safe and no one will get
it except you.

1. Summary of how to create strong passwords and manage the most secure passwords

So this sequel isthe most important part of the process.

@ Create Composite Master Key >

Q{’ Create Composite Master Key

EACloud Stora eePazs\NewDatabase kdbx

Specify the composite master key, which will be used to encrypt the database.

A composite master key consists of one ar more of the following key sources. All sources you specify will
be required to open the database. f you lose one source, you will not be able to open the database

anymare,

[~ Master password- || ||'“|

Repeat password: | |

Estimated quality: 0 bits Och.

[] show expert options:
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Y ou should set your password at least 10 characters with lowercase, uppercase and numbers. If possible, include
some special characters such as commas, periods, and semicolons. Y ou need to make the password as difficult as
possible to guess.

To ensure you are entering it correctly, repeat the password where indicated, ' Estimated Quality ' - Estimated
quality - of the password will be displayed. The higher the number, the better. In this example, Estimated Quality
only reaches 91 hits because this is just a temporary database in this article. If you are creating a real database,
keep Estimated Quality at more than 100 bits, maybe 120 for example.

@ Create Composite Master Key X

Q{' Create Composite Master Key

EACloud Storage\Sync\KeePass\NewDatabase kdbx

Specify the compaosite master key, which will be used to encrypt the database.

A composite master key consists of one ar more of the following key sources. All sources you specify wil
be required to open the database. i you lose one source, you will not be able to open the database

anymare.

Master password: |uuu"uuu"u" | |ou |
Repeat password: |uuuuuuuuuu| |
Estimated qualtty: [ ik | 20 ch.

[C] Show expert options:
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In step 3, the only thing that will be changed is the ChaCha20 encoding standard. This is a much stronger
encryption protocol than the AES-256 standard.



@ Create Mew Database - Step 3 ot

'~ Database Settings

! ) Here you can configure various database settings.

General Secuity Compression Recycle Bin  Advanced groovyPost.com

On this page you can configure filedevel security settings.

Encryption
Database file encryption algorithm: AES/Rijndael {2564bit key, FIPS 157) w
i i e it ChaCha20 {256-bit key, RFC 7533)

The composite master key is transformed using a key dervation function. This adds a
waork factor and makes dictionary and guessing attacks harder.

Print out the Emergency Sheet

KeePass p 4

@. Emergency Sheet

A KeePass emergency sheet contains all important information that
is required to open your database, It should be printed, filled out
and stered in a secure location, where only you and possibly a few
other people that you trust have access to.

It is recommended that you create an emergency sheet for your
database.

Do you want to print an emergency sheet now?

— Print

KeePass will print an emergency sheet, which you can then
fill cut.

—> Skip
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One last thing before the database is created and opened. Y ou will be asked if you want to print an " Emer gency
Sheet ". We recommend doing this. For very obvious reasons, there is no ' Forgot Your Password ' option ?
Click Here To Reset It '. Soif you forget the master password, or your loved one needs this password when you
die, thiswill become abig problem.

So print out the Emergency Sheet, write master pasword KeePass, then hide it somewhere. If this Emergency
Sheet is for your loved one, put it in a sealed envelope with a life insurance policy where your loved one can
easily find it. And if you later change the master pasword, remember to update this Emergency Sheet!

Customize your database



@ NewDatabase kdbx™ - KeePass

File Edit View Tools Help

LoHEL- 0@ -8 9 €@ Search.. - B

I NewDatabase Title User Name URL
General
:1’_‘, Windows
Q Metwork
@ Internet
=y eMail
% Homebanking

g’-’ Sample Entry User Name https:/,
49 Sample Entry #2 Michael321 https:/,

Y our database will now open and you can start creating and saving passwords.

On the left are groups where you can classify your login information. These are KeePass groups available to you,
but you can delete or rename them if you wish. Y ou can also create an unlimited number of new groups.

KeePass will have two sample items saved on the right and you can continue and delete those items. But before
you do this, open one of them to see what the sample password entry will look like.

(@ Edit Entry x
/ Edit Entry

Q‘ You're editing an existing entry.

Ertry  Advanced Propeties Auto-Type History

Title: |Sample Entry #2 | lcon: P
User name: | Michael321 |
Password: |""o | ||uu |
Repeat: |""o | =
Guality: | 6 bits S5ch.

URL: |hﬁps:,-’fkeepass.infofhelp:‘kbﬂestform.l‘rtml |
Motes:

[ Expires:  [16/05/2018 00:00:00 EMEE

#5 Tools groovyPost.com Cancel

So when you click on the small key icon on the main database interface (in the toolbar), a box like the one above
will display. But it will be empty. You need to fill this box. The Title section will be the name of the website,
software, or whatever. User Name by your choice. The URL will be the name of the website or software
service.



Now the password. For security reasons, passwords are hidden with dots. If you click on the button with three
dots on the right hand side, the password will display itself. Press this button again to hide the password.

To create a password, click the key icon below the three dots button and you will receive this menu. Select '
Password Generator .

Password: sesse | EI

Repeat: sesse |

Quiality: B 6 bits <% Open Password Generator...

URL: .hﬂps-.-’,-“keepass info/help/kb/testform himl LI (Derive from previous password)

Notes: | (Automatically generated passwords for new entries)
2 Hex Key - 40-Bit (built-in)
T Hex Key - 128-Bit (built-in)
T4 Hex Key - 256-Bit (built-in)

groovyPost.com ¥ Random MAC Address (built-in)

You just need to care about the first part. Choose your password length (minimum 25 characters). Then select
the character you want in the password.

@ Pazsword Generator >

M Password Generation Oplions

}* Here you can define properties of generated passwords.

Settings | Advanced Preview

Profile: |{Cu5tom} v! =il £
Cument settings
i® Generate using character set:

Length of generated password: 255

Uppercase (A, B.C. ..)) Space ()

Lowercase fa. b, g, ..} Special (|, 8. % & )

Digits (0, 1. 2, ...) Brackets ([ 1. L 3. (). <. =)

Minus -} [] High AMSI characters

Undedine )

Also include the following characters:

Now click OK at the bottom and you will see that your box has already been filled with a new password. Click
the three dots button to seeit.



(@ Edit Entry X

/ Edit Entry
Q\ You're editing an existing entry.

Entry  Advanced Properties Auto-Type History

Title: |Sample Entry #2 | lcon: 3,3

Llzer name: |I'U'Iid'|ael.":121 |

Password: szz,45d!T1vi'I2br-, Jvoads ) | | ans
=

cuciy: S G 5o

URL: |https:ffkeepass.irrfn!helpikbftesﬂnrrn.l'rtml

Motes: ]

Click OK to save the password and close the box.
Login

When you want to log in somewhere, right-click the entry in KeePass and select Copy Username . Then, click
the username box on the website and CTRL + V to paste the username into (or CMD + V on the Mac). Then,
right-click the entry again and select Copy Password and repeat the process in the password box.

You have to act quickly because after 12 seconds, KeePass will delete information from the clipboard for
security reasons. You can shorten or extend this time in KeePass options. In the options, you can aso make
KeePass log out of the database after a certain amount of time. Thiswill be useful in an office environment.

With the simple installation and use of KeePass, there is no reason not to use this password manager. Prevent the
risk of being attacked and start using a password that cannot be hacked. show today. Good luck!

See more;

1. Instructions for entering passwords from the browser to KeePass
2. Instructions for installing KeePass Password Safe on Ubuntu
3. 5 best password management apps for iOS

Y ou finished reading the article "Experience K egpass, impr essive password manager" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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