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Error on macOS allows creating root account
without password

Recently, an error in the latest version of macOS High Sierra alows users to create a root account without a
password by repeatedly clicking on the button in the options panel.

Recently, a bug in the latest versions of macOS High Sierra allows users to create root accounts without
passwords by pressing repeatedly on the Unlock button in the options panel.

The only way for an attacker to exploit this vulnerability is when the macOS owner leaves his computer without
locking the screen.

With just a few clicks, an attacker can create a root account to access the vulnerable device later. This root
account can also be used to log in to vulnerable computers remotely.

1. Microsoft and GitHub cooperated to bring Git virtual file system to macOS and Linux
2. Change Google DNSon Mac

How it wor ks on macOS

Step 1: Open the window depending on macOS system.

Step 2: AccessUsers & Groups.

Step 3: Click thelock icon in the bottom left corner of the window.
Step 4: Type"root" into the username field.

Step 5: Place your mouse cursor in the password field.

Step 6: Press Unlock several times until the user is created.
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Users & Groups

System Preferences is trying to unlock Users &
Groups preferences.

I ey
L n Enter an administrator’s name and password to ssword...
allow this.

User Name: rooti

Password:

Cancel (LIS

The above steps will help create a root account on a computer without a password. An attacker can use this
account to log in to the victim's Mac.

It is known that this error will affect macOS High Sierra operating systems 10.13.1 and 10.13.2 Beta. Users can
prevent an attacker from exploiting this vulnerability by creating a root account and creating a custom password.
This operation may prevent an error from creating another root account.

Turkish software developer - Lemi Orhan Ergin discovered and posted this error on macOS early yesterday.
Many other macOS users have also confirmed this problem soon. Currently, Apple is trying to fix bugs and
rel ease patches.

Y ou finished reading the article "Error on macOS allows creating root account without password" edited by
the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search
for similar articles on tips and guides. Thank you for reading and for following us regularly.
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