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Encrypt your USB drive using BitL ocker on
Windows.

Bitlocker is anew feature added by Microsoft to Windows 7/8 to encrypt hard drives, thereby increasing data
security.

USB drives are compact devices used to store data and are convenient for users who need easy portability.
However, because of their small size, USB drives are also easy to lose, and if someone finds them, they can
access the data contained within. Therefore, in this article, Ttaimienphi will guide you on how to encrypt your
USB drive using Bitlocker to secure the dataonit.
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How to encrypt a USB drive using BitL ocker

Sep 1: Plug in the USB drive and enable Bitlocker Drive Encryption in Windows 7/8.

After plugging in the USB drive, click the Start icon, type Bitlocker Drive Encryption , and press Enter.
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Sep 2 : Proceed with USB encryption.

The Bitlocker window will appear, listing all of your computer's drives. Click on" Turn on Bitlocker" next to
the name of your USB drive.
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The program will then ask for the method to unlock the drive after encryption. There are two methods: password
encryption and SmartCard encryption. Although SmartCard encryption is stronger than password encryption, in
this lesson we will use password encryption because it is the easier method.

Sep 3: Click onthe" Use a password to unlock thedrive" box and enter the password in both the " Type
your password" and " Retypeyour password" fields (both passwords must be the same), then press Next.

\._/' & BitLocker Drive Encryption (G

Choose how you want to unlock this drive

a a password to unlock the drive

Passwords should contain upper and lowercase letters, numbers, spaces, and symbels,

ype your password: | sssssssess
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[7] Use myy smart card to unlock the dive

You will need to insert your smart card. The smart card PIN will be required when you unlock the drive.

] Automatically unlock this drive on this computer

How do [ use these options?
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Sep 4 : The program will ask you where to save the password recovery key in case you forget your password.
Click on " Savetherecovery key to afile" to save the key to afolder on your computer, then click Next.
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How do you want to store your recovery key?
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| ¥ you forget your password or lose your smartcard, you can use your recovery key to access your drive.
| We recommended that you save your recovery key to a file and print it.

| i & Save the recovery key to a USE flash drive

2 Save the recovery key to a file

‘ = Print the recovery key

What is a recovery key?

Sep 5: Finally, click Start Encryption to begin the encryption process.
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You will be able to unlock this drive using a password,
Encryption might take a while depending on the size of the drrve.

’ Are you ready to encrypt this drive?
l
| Until encryption is complete your files will not be protected.

Above, we have guided you on how to encrypt your USB drive using the BitLocker function available in
Windows, thereby ensuring that all data stored on your USB drive is absolutely secure. Alternatively, you can
use USB protection software available in TipsMake; using these utilities will simplify the process.

Y ou finished reading the article "Encrypt your USB drive using BitL ocker on Windows." edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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