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Discover new Zer o-Day vulnerabilitiesthat target
bugsin Windows 10 Task Scheduler

SandboxEscaper, a vulnerability researcher named SandboxEscaper, recently quietly announced the emergence
of anew zero-exploit in Windows 10 operating system less than aweek after the operating system received it.
Get regular updates from Microsoft.

SandboxEscaper, a vulnerability researcher nicknamed SandboxEscaper, recently quietly announced the
emergence of a new zero-exploit feature in the Windows 10 operating system platform, which is less than a
week after the operating system This operator receives periodic updates from Microsoft.

Thiswas the fifth exploit in a series of complex exploits aimed at Windows 10, which began to appear at the end
of August last year. This time, it has achieved local privilege escalation, giving the author full control over file
systems that are only for users with full privilegeslike SY STEM and Trustedinstaller.
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1. Microsoft rushed to release security updates for Windows XP, Server 2003

'Malformed' tasks

Once again, SandboxEscaper focused on Task Scheduler utility and used it to import old tasks from other
systems. Basicaly, Task Scheduler is a utility that owns many useful features for the system, including the
ability to automate the necessary tasks or the programs that users want on Windows. At the time of Windows
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XP, tasks were usualy in the .JOB format and they could still be added to newer versions of the operating
system.

When this process takes place, Task Scheduler will proceed to import the job file with any DACL control
(arbitrary access control list). When no DACL is available, the system will be able to grant any user full access
tothefile.

1. Mysterious hackers offer Windows zero-day vulnerabilities to the world's most dangerous cyber criminals

The researcher explained that this error can be exploited by importing old task files into the Task Scheduler
utility on Windows 10. Running a command using 'scht task.exe' and 'calendarsvc.dll' is possible. Copy from the
old system, this will lead to a remote procedure call (RPC) to "_SchRpcRegisterTask" - a method of registering
the task with the server, presented and processed by the translation Task Scheduler service.

"| assume that to enable the above error, you just need to call directly into this function without having to use
scht task.exe copied from windows xp ', SandboxEscaper said.

At the same time, this security researcher aso believes that what begins with limited privileges ends with
SYSTEM rights when encountering a specific function. To prove the validity of this task, SandboxEscaper
shared a video showing that the PoC is operating on Windows x86.

1. Detects Zero-Day vulnerabilities on Windows PC operating systems that allow administrative rights

SandboxEscaper also released the exploit on GitHub, and this is said to be a warning to Microsoft. The exploits
of this security researcher were previously used in malware, and at the same time the female hacker also said she
found 3 more exploits of local privilege escalation on Windows 10, intended to will be released in the near
future.

This exploit of SandboxEscaper is now confirmed by Will Dormann, a reputable security vulnerability analyst at
the CERT dispatch center.



L
i ]
Fis himasm ow Heg S " S
fm ol (7] -
it o
| B Ll Ly e Copespa oacl f g B iy Gowraedl Dt beitmes  =oely Dt Posvms Veses
[l ] P pam
T 5 - e fiare L ey g p
P Dl it
P it i o -
e el R xrsTau
B bt L
P WO L ] a1 R . ]
P Wil
| i g i Fall L
= Tmgaryia fo e s T
ol i wlew
‘ueily
Band | nmida
Baad
- .
ot
o @
Ll = b B = e e S I—

Bufy el

ﬁ Will Dormann o

Danl = = ¥ i el
PUEEHING 1O EENCUT QOIS

I can confirm that this works as-is on a fully patched (May 2019)
Windows 10 x86 system. A file that is formery under full control
by only SYSTEM and Trustedinstaller is now under full control
by a imited Windows user,

Waorks quickly, and 100% of the time in my tesling.

= ) 4
Vidy £, £u 1

il Rl o aa ol Flind
people are lalking about this

1. Counter-Strike 1.6 features new Zero-Day, allowing malicious servers to hack gamers computers

With this vulnerability, Microsoft is likely to release patches right away in Patch Tuesday next month or at the

latest in July.

Y ou finished reading the article "Discover new Zer o-Day vulner abilities that target bugsin Windows 10
Task Scheduler" edited by the TipsM ake team. We hope this article has provided you with many useful tech
tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us
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