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Disable PING response in Windows

Although Ping is avery useful tool for network administrators, computer hackers can also use Ping to find
victims on the Internet.

If you're having trouble connecting to a computer on the network, the first thing you think you need to do
isPingtothat computer. Pingisa network tool used to test whether it ispossibleto connect to a particular
host in the IP network . It isalso used to test the computer's network interface card or test the connection speed.
Ping works by sending ICMP 'echo request’ packets to the destination host and listening to the ICMP 'echo
response’ response.

e Crwindowssystem32emd.exe

C=s>ping 192 . 168.2.1
Pinging 1?2.168.2.1 with 32 hytes' of data:

122.168.2.1: bytez=32 time<ims TTL=64
192.168.2.1: bytes=32 time<{ims TTL=64
1922.168.2.1: bytes=32 time<{ims TTL=64
192.168.2.1:"hytes=32 time{ims TTL=64

Ping statistics for 122 168.2.1:

Packets: Sent =4, Received = 4, Lost = @ (Bx loss).
Approximate round-trip times in milli-seconds:

Minimum = Bmz. Maximum = Bms. Average = Bns

Although Ping is avery useful tool for network administrators, computer hackers can also use Ping to find
victims on the Internet. By pinging a certain | P address and receiving areply from that | P address, the hacker can
find something interesting at the other end. If you can configure your computer to lock the response to this Ping
command, your computer's security level will be tightened alittle. In this article we will show you how to lock
the computer's response when there is a Ping command from somewhere.

Some routers may be configured to not respond to an ICMP Ping (ping to WAN port). Like the Belkin N1
Wireless router | am using, it can be set to not respond to ICMP Ping from the outside. Simply put, just tick the'
Block ICMP Ping ' checkbox, you will turn off the response to the ping command.
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EELKIN. Modem-Router Setup

LAH Setup

Firewall > YWAN Ping Blocking

LAN Settings
DHCF Client List ADWAMCED FEATURE! You can configure the Router not to r
Internet WaH port), This offers a heightened level of security, More Info
Connection Type
ot Block ICMP Ping >
Mireless

Channel and 5510

Apply Changes |

If the router does not support Ping lock action, there is nothing to do on your computer because your router now
automatically responds to ping requests.

However, if there is a direct connection, there are several waysto lock PING. Third-party firewalls can help you
do this.

Another method that can block PING computer name is to use IPSec by creating a policy to instruct the
computer to block all certain IP traffic.

Finally, if you want a simple way to lock PING through a click, try the Plax Network Suite toolkit . Plax
Network Suite is a collection of easy-to-use network tools, allowing you to control computer activity over the
Internet. You can easily enable or disable Windows Firewall, block all Internet traffic, and lock PING with one
click.

ﬂ' Plax Metwork Suite

File Tonols %Em__\

X 5= Q

- Running AppcationgBlock ping

The Applicationjsted Belowdte those which are currently running on vour system and trying ko col
Proto |Pid |Process Mame |Local Address |Local Pork |Remote Address
@T1cP 1100 svchostese . 0.0.0.0 135 0.0, 0.0

@1 4 System 0.0,0.0 445 0.0.0.0

@TcP 1012 svchostiexs 0,0,0,0 336D 0,0,0,0

e,-TCF‘ 1896 nlsvc.exe 0.0,0.0 4400 0.0,0.0

@ TP 2816 Firefox.exe 127.0.0.1 1030 127.0.0.1
&-TCF‘ 2816 firefox.exe 127.0.0.1 1031 127.0.0.1

In addition, the toolkit has a port scanner and provides a visual report of all currently opened TCP/ IP and UDP
ports, mapping to the application you currently own. These are very useful information in quickly identifying
which ports are currently open out of control and which applications are related to them.

Y ou finished reading the article "Disable PING responsein Windows" edited by the TipsM ake team. We hope
this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and
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guides. Thank you for reading and for following us regularly.
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