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Detecting WhatsApp flaws allows an attacker to
access files on the machine

ThisisaCross-Site Scripting (XSS) vulnerability.

A group of international security researchers recently discovered and reported a critical vulnerability existsin the
WhatsApp application, which could allow potential attackers to access the local file system of users, on both
macOS and Windows platforms.

Specifically, this is a Cross-Site Scripting (XSS) vulnerability that exists in the process of pairing between the
WhatsApp desktop application (WhatsApp Desktop) and the WhatsApp app for iPhone. If successfully
exploited, it will allow hackers to access the device's loca file system.

All versions of WhatsApp Desktop prior to v0.3.9309 were affected by this problem when setting up the pairing
process with WhatsApp versions for iPhone from 2.20.10.

This vulnerability was tracked with the identifier CV E-2019-18426, and the severity was quite high (8.2). Thisis
because it can be exploited remotely, but CV E-2019-18426 also requires user interaction to be successful.

The flaw was discovered by researcher Perimx Gal Weizman when he found an anomaly in WhatsA pp's Content
Security Policy (CSP), allowing malicious insertion through scripts to execute them on the client side - A typical
form of XSS attack. The attack mechanism is described as follows.
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# Copyright (c) 1993-2009 Microsoft Corp.

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual

# lines or following the machine name denoted by a '#" symbol.

#

# For example:

#

# 102549497
#  38.25.63.10

# source server
# x client host

rhino.acme.com
Xacme.com

# localhost name resolution is handled within DNS itself.
#127.001 localhost

#:1 localhost

127.0.0.1legit.com

127.0.0.1malicious.com
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The flaw appears on the Windows and Mac versions of the application, in the process of managing banners or
previewing web links in messages. JavaScript that is embedded in a malicious banner can bypass victim
protection and local file system access. According to the researchers, the heart of the flaw lies in the Chromium
browser tool of the Electron application framework. WhatsApp relies on this framework to provide a user
interface for its desktop clients. The hacker can then invade through the notification message appears completely
normal, when the victim clicks on preview of the attached link from a message created by the hacker.

There have been no reports regarding the actual exploitation of the flaw, and Facebook has also released the
corresponding patch. However, users are also advised to update their applications to the latest version to
minimize any potential risks.

Y ou finished reading the article "Detecting WhatsApp flaws allows an attacker to accessfiles on the
machine" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and
tricks. You can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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