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Detecting and preventing intrusion in For efront
TMG - Part 2: NIS

In Part 2 of this series, we will introduce the TMG firewall's advanced intrusion detection and prevention
features.

Network Administration - In Part 2 of this series, we will introduce the TMG firewall's advanced
intrusion detection and prevention features.

Asintroduced in part one, this part two will focus on introducing the Network Inspection System (NIS). First, in-
depth understanding of the features of this component, let's find out what the Network Inspection System (NIS)
is.

Network Inspection System

Network Inspection System (NIS) is a completely new intrusion detection and detection system, it was first
introduced in Forefront Threat Management Gateway (TMG) 2010. NIS analyzes network traffic and performs
inspections. Low-level protocol to detect and prevent vulnerabilities based on vulnerabilities in Microsoft
operating systems and applications. NIS works based on digital signatures. These signatures are developed by
the Microsoft Malware Protection Center (MMPC). They are provided to NIS by Microsoft with security updates
released during the regular Microsoft upgrade release cycle (every second Tuesday of every month) or may be
released without planning. respond to zero-day hazards if needed.

NIS is designed to avoid known vulnerabilities in remote operating systems and applications from Microsoft.
The digital signature set isrelatively small but very meaningful. The secret of the effectiveness of NISliesin the
protocol analysis language called GAPA (Generic Application-level Protocol Analyzer). GAPA is not different
from the protocol parsing function provided by Network Monitor. This type of inspection produces much more
accurate results than the byte analysis pattern still encountered. NIS analyzes data packets at the protocol layer,
packet structure and message content. It can identify and block attacks that target known vulnerabilities. In
addition, NIS can identify protocol irregularities and prevent overuse.

NIS technology is included in many Forefront protection products, including server protection products like
Forefront Protection for Exchange (FPE) and SharePoint (FPSP) as well as client protection products such as
Forefront Endpoint Protection (FPE) and Microsoft Security Essentids (MSE). When NIS is deployed,
Microsoft can gather feedback on the type of attack that has been taking place and use this information to
improve the quality of updates to digital signatures.

When a packet is allowed by the firewall policy and inspected by the protocol filter, the NIS policy engine will
perform low-level network protocol inspection using the existing digital signature set. Setting. If a match occurs,
NIS will take action based on the pre-established policy (blocking or detection) and issue a warning. NIS
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supports network protocol inspection for DNS, HTTP, IMAP, MIME, MSRPC, POP3, SMB and SMTP. In the
future, Microsoft may add some protocolsif demand is high.

Activate and configure NI S

NIS can be activated and configured by using the Getting Started Wizard and clicking the Define Deployment
Optionslink , then selecting Activate complementary license and enableNIS.

Getting Started - Deployment Wizard 1 |

Forefront TMG Protection Features Settings

Use this page to activate licenses required for receiving updates and to enable Forefront
TMG protection mechanisms.

Metwork Inspection System (MIS)
License: Activate complementary license and enable NIS
What iz NIS?2
- Web Protection
License: IAch’vate evaluation license and enable Web Protection j
Key: I Evaluation Expiration date:

¥ Enable Malware Inspection
¥ Enable URL Filtering

I-""_""-I The URL Filtering feature queries Microsoft Reputation Service for URL categorization.
The full URL string is sent to the service, using a secure connection,

Learn about updating license agreements

Read our Privacy Statement
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Figure 1

Set up NI'S Signature Update Settings and select automatic definition update action . Y ou can select Check
for an install definitions (recommended) , only check for definitions , or no automatic action . Select
Automatic polling frequency and specify the upgrade warning threshold.



Getting Started - Deployment Wizard x|

NIS Signature Update Settings
Use signatures of known vulnerabilities from the Microsoft Malware Protection Center to
detect and potentially block malicious traffic.

r Signature Set Update Configuration
Select automatic definition update action:

ICheck for and install definitions (recommended) j

Automatic poling frequency:

IEvery 15 minutes LI

Trigger an alert if no updates are installed after this number of days:
45 -
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Select the response policy for new signatures:

Signatures configured to respond in a way other than the Microsoft default are flagged for
t\ LW attention on the NIS details pane,

Help about configuring NIS
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Figure 2

Define New Signature Set Configuration by selecting the default response policy for new signatures. You can
accept Microsoft default policy (recommended) , Detect only response, or No response (disable signature) .

Getting Started - Deployment Wizard x|

NIS Signature Update Settings
Use signatures of known vulnerabilities from the Microsoft Malware Protection Center to
detect and potentially block malicious traffic.

 Signature Set Update Configuration
Select automatic definition update action:

ICheck for and install definitions (recommended) j

Automatic polling frequency:

IEvery 15 minutes LI

Trigger an alert if no updates are installed after this number of days:
| 45 3:

Mew .S-ignature Set Conﬁgwaﬁ'on

Select the response policy for new signatures:

Microsoft default policy {recommended)
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o

Detect only response dfault are flagged for

No response (disable signature)

about configuring NIS
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Figure 3
Once the NIS is enabled and configured, you can access the NIS configuration by opening the TMG

management console, marking the Intrusion Prevention System , then selecting the Network Inspection
System (NIS) tab in the main console. At the top of the main window, you can see the status of NIS Status,
Signature Set Version , New Signature Response: and Update Action:.

/Network Inspection System (NIS}) \(Eehaworal Intrusion Detect'on\

NIS Status: Enabled Mew Signature Response: Microsoft default policy
Signature Set Version: 9,223 (5/14/2011) Update Action: Check for and install definitions

Figure 4

Click on any link that will appear on the NIS property sheet. On the General tab you can enable or disable the
entire NIS.

Network Inspection System (NIS) Properties x|

General |Excepﬁuns | Definition Updates I Protocol Anomalies Policy I

Metwork Inspection System (MIS) uses signatures of known
,-b-"l vulnerabilities to detect and potentially block attacks on network
resources,

v Enable NIS
When you enable this option, NIS uses signatures of known
yulnerabilities to detect and potentially blodk malicious traffic. By
blocking these attacks at the firewall, you can protect internal
systems without the latest patches, The signatures are downloaded
from the Microsoft Malware Protection Center.

Help about MIS configuration

oK Cancel apply

Figure 5



On the Exceptions tab , you can define the network object (network, network set, computer, set of computers,
address range, subnet or set of domains, etc.) to be excluded from NIS inspection. Exempting from inspecting
some of the network traffic required in some situations, for example reliable systems exchange a lot of
information and you need to reduce the load on the TMG firewall, or it can be a delivery application. Network
protocols do not follow RFC standards.

Network Inspection System (NIS) Properties x|
'General Exceptions | pefinition IUpdates I Protocol Anomalies Policy I

All traffic to or from network entities listed here will be exduded from
MIS scanning.

[ 5ites Exempt from Metwork Inspection System Add...

Edit |
Hemoyve |

Help about MIS exceptions

oK Cancel apply

Figure 6

On the Definition Updates tab , you can review and change settings for updates and alerts as well as the default
response policy for a new signature. By default, Microsoft will allow you to select the following cases: the
signature will be activated, set to lock or only detected. This decision is made based on the signature type and
their trust. By clicking Version Control ., the administrator can ' roll back * back to the previous signature file if
needed. This technique is quite necessary when the new signature set raises problems in your network
environment. If you choose this option, you will see a warning indicator saying ' activating an older NIS
signature set to expose your network to newly discovered threats'.



Signature Set Version Control x|

You can use this page to contral which NIS signature set version is
active on the system,

¥ Select the NIS signature set you want to activate:

Activating an older MIS signature set may expaose your
l " network to newly discovered threats.

Activate | | Cancel I

Figure7

On the Protocol Anomalies Policy tab , administrators can define how the NIS responds when it detects an
abnormal network traffic. As mentioned earlier, NIS will perform protocol inspections and be able to identify
when traffic does not comply with RFC. By default, NIS is configured to alow anomalous traffic, to avoid
blocking legitimate traffic. If you choose to block anomalous traffic, increase security, the risk of blocking
legitimate communications al so increases.



etwork Inspection system (WIs) Properties x

General I Em:epﬁunsl Definition Updates  Protocol Anomalies Policy |

MIS checks if network traffic is in compliance with protocol standards.
In some cases an anomaly is by design and for a legitimate purpose,
but in others it may be a network attack designed to evade Intrusion
Prevention System.

When MI5 detects a pratocol anomaly, it can either allow or blodk the
related traffic,

Response to protocol anomalies:
% allow, to avoid blocking legitimate traffic

" Block, to tighten security

b Microsoft uses a telemetry reporting service to learn about
! detected protocol anomalies and improve protection

" technologies.

To sign up, please select a particpation level for Microsoft
telemetry reporting.

Cancel Apply

Figure 8

Check out the NI Sdigital signature

In the middle of the main window, you can observe the current NIS signature set. As you can see, there are about
200 signatures loaded . You can group signatures of interest such as: policy type, business impact, category,
published date, severity, fidelity, protocol and status by selecting the Group by: menu. You can also sort by
clicking on the column header. You will see that we classify signatures by Published Date , a classification
method that allows quick viewing of the latest signatures that have just been added.
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Double clicking on a signature will bring up a window containing detailed information about it. Here we have
opened the properties of the signature based on the Win / M SIE.Redirect.RCE! CVE-2011-1262 vulner ability
. As you can see, the response policy for this signature is set to Microsoft default (recommended) and the
signature is enabled and set to lock. The administrator has the option to override the default response policy by
clicking Override . Here, you can enable or disable the signature or change the response policy if needed.



Signature Information Properties EI

General I Details |

Vulnerability:Win/MSIE Redirect. RCEICVE-2011-1262

&

Set the respanse policy for this signature:
¥ Microsoft default {recommended)
This signature is enabled, and set to Blodk,

" Cverride
[# Erakle

REspanse) Block * I

Maore information about this MIS signature online

Help about MIS signatures

oK Cancel apply

Figure 10

Clicking the Details tab will reveal more information about the signature, including the affected application,
category, CVE number, business impact, publication date, default response, default status, etc. Thereisafield so
administrators can add notes about the signature. Click More help about this NIS signature online will take
you to Microsoft knowledge support, where you can see more details about the signatures.



Signature Information Properties EI

‘General Details |

Full details of signature
Vulmerability: Win/MSIE, Redirect. RCEICVE-2011-1262

Property | Yalue -
Affected Applications Windows XP Service Pack 3,Win.
Business Impact High

Category Yulnerability

CVE Mumbers CVE-2011-1262

Diate Published 6142011

Default Response Block e
Default Status Enabled

Fidelity High

Protocol HTTP =
K LB

Administrator Notes:

More information about this NIS signature online

Help about MNIS signatures

Cancel apply

Figure 11

NIS response configuration

Panel Tasks has many links to severa configuration tasks. Two important configuration options that can be
accessed here are Set All Responsesto Microsoft Defaults and Set All Responsesto Detect Only . If you want
the NIS configuration to be just an intrusion detection system, set the default response policy to only detect. NIS
will continue inspecting traffic but will only warn, not block. This method can be useful when activating NIS for
the first time on the production network. After believing that NIS will not block normal traffic, you can set up all
responses with Microsoft default values.
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NIS Tasks

#f Configure Properties
_*f Define Exceptions

E Set All Responses to
Microsoft Defaults

%A Set All Responses to Detect
Onhy

Selected Signature Tasks

ﬂf’_, Configure Signature
Froperties

l\:!.JI Disable Selected Signatures

ﬁ Set Signatures Responses 1o
Detect Only

Figure 12



Digital signaturetypes

There are three types of NIS signatures:

e Based on vulnerabilities - This signature will detect exploits for known vulnerabilities. They are different
from traditional attack-based signatures because most variants of attacks can be identified. There are many
signatures with high accuracy and are often enabled to allow the default lock.

e Exploitation-based - This type of signature is like traditional attack-based signatures, designed to detect a
very specific exploit of a known vulnerability. They are also highly accurate and are often enabled to
allow the default lock.

e Policy-based - This is a medium-precision signature type, which is primarily designed for authentication
needs. Not enabled by default. If the administrator activates this type of signature, their default response
policy will be set to only detect status. These policy-based signatures are created when a signature cannot
be created based on a vulnerability or based on exploitation.

e There are also many other signatures created specifically for testing purposes. These signatures are
enabled and set to block default blocking. They can be used to ensure the TMG firewall and NIS are
inspecting the correct network traffic and giving the correct response.

Upgrade signature

Signature-based technology, NIS is only effective when the latest signatures are updated in a timely manner.
These signatures can be downloaded from Windows Update or local WSUS. To ensure the NIS has been
properly updated, highlight the Update Center button in the navigation interface tree. The main window will
indicate the upgrade status for the protection mechanism and will have detailed information about when the
upgrade occurred, the version number of the current signature set as well as the registration status.

Definition Updates

r
Group by: ]ﬂcc’::- '!
Pratechon Mechansm | Austomatic update Acten | Last Update Status | Last Updated
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e
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& Metwork Inspection System  Chack for and install defintions  Uip to daite 7/12/2001 10:06:01 AM  9.223.0.0 o Mever Expres

Figure 13

If the management interface indicates that the NIS signatures are out of date, you can check and install the new
definition using the corresponding links in the Tasks panel.
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Related Tasks
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Conclude

Intrusion detection and prevention system (IDS/ IPS) is a basic component of any network security architecture.
Forefront Threat Management Gateway's Network Inspection System (NIS) is the only addition to IDS / IPS.
Designed specificaly for detecting and preventing vulnerabilities in Microsoft operating systems and
applications prior to remote exploitation, NIS provides a valuable layer of protection for Microsoft network
products. To this extent, it is not designed to replace the existing enterprise IDS / IPS but only complement this
system by providing the ability to detect and respond to threats to the Public is based on the Microsoft
vulnerability has been known. With signature updates created by the Microsoft Malware Protection Center
(MMPC), NIS is very accurate and effective, causing very few errors. The NIS is encapsulated in the cost of a
TMG subscription, so there is no need for additional registration to perform this function. Enabling the NIS on
the Forefront TMG 2010 firewall will significantly improve the security situation for your entire organization.

Y ou finished reading the article "Detecting and preventing intrusion in Forefront TMG - Part 2: NIS" edited
by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can
search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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