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Detecting a new ransomwar e strain, not asking for
data ransom, but only needing the victim to join the
Hacker's Discord server

International security researchers have just stumbled upon a strain of ransomware that possesses rather strange
behavior. Called 'Hog', this ransomware still enters the system and encrypts the victim'sfiles.

However, it only accepts requests to decrypt the file if the victim participates in the Discord server controlled by
the people behind the malware.

More specifically, security researcher from MalwareHunter Team just found a decryptor devel oped for ‘Hog
ransomware', which requires victims to join the Discord server if they want their files to be resolved. code.

The encryptor of the malicious code was later discovered. When executed, it checks to see if a particular Discord
server exists and, if so, will start encrypting the victim'sfile.

When successfully encrypting a victim's file, the malicious code appends the .hog extension to the file extension
as shown below, and automatically extracts the decoder component.
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After Hog has encrypted the target device, it will immediately launch the DECRY PT-MY -FILES.exe decoder
from the Windows Startup folder.
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Attention!

Your personal files have been encrypted by the Hog Ransomware.

They have been encrypted using unbreakable AES-256 encryption.
A".hog" file extension has been appended to the encrypted files.

Please do not remove it, as it is needed to locate and decrypt them.
Attempting to modify the encrypted files can result in irreversible data loss.

In order to decrypt your files, you will need to join our Discord server.
Once you have joined, enter your Discord account token in the box below.
Press "Decrypt My Files!" and if you have joined, your files will be decrypted.

Have a nice day!
Hide Token

Your token:

Decrypt My Files!

Discord Server Howdol get my token?

This decoder will explain the victim in detail what happened to them, and then prompt the victim to enter the
Discord user token created specifically for them.

If you don't aready know, Discord is avoice and text chat system that allows you to communicate with others.
Anyone can create a discussion host whatever they want. Y ou can find people to talk to about Valkyrie and form
teams at most times of the day. Learn more about Discord in THIS article.

The Discord token allows the ransomware to authenticate against the Discord APIs as users and check if they
join their server, as shown by the source code below.



The invite was invalid. As a result of this, we are decrypting your files.
This may take a while, and we apologize for the inconvenience.
Have a nice day!

Hide Token

Your token: - ERTRIX S

Discord Server Howdol get my token?

If the victim joined the server or the server doesn't exist, the ransomware decrypts the victim's files using the
static key embedded in the ransomware.

While this appears to be aransomware in development, it does show atendency for threat actors to start using
Discord more often for malicious activities.

Another ransomware named Humble was recently spotted by Trend Micro, using a webhook to post details
about the new victimsto the hackers' Discord server.

In addition, Discord is often used by threat agents to spread malware or collect stolen data.

In the face of this situation, it isimportant that administrators and network security tools increase the deployment
of Discord traffic monitoring for early detection of threats or unusual behavior.

Y ou finished reading the article "Detecting a new ransomwar e strain, not asking for data ransom, but only
needing the victim to join the Hacker's Discord server" edited by the TipsM ake team. We hope this article
has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and guides.
Thank you for reading and for following us regularly.
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