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Design a small network with a broadband router
(Last part)
There are now more and more people willing to build a small network to divide data files or even connect to the

Internet. The network can be set up at your home or office and using arouter, you can fully share your Internet
connection automatically.

Design a small network with a broadband router (Part 1)
Basic security configuration

The first thing you need to know is the panel's I P address configured for your router. This information will be
written on the router manual. It isusually 192.168.0.1, 192.168.1.1 or 10.0.0.1. Launch your web browser and
get http:/// [I P address here] . The router used in our example has the address 192.168.1.1, so it is hecessary to
enter http://192.168.1.1. Obviously you need to change according to the | P address used by your router.
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All configuration options will be different depending on the model of the router. Therefore, you will not have the
correct name and options for each step as described in the article, but they still exist under similar names because
they are basic options.

Typicaly, the first configuration page will ask you to choose between quick installation and advanced settings.
Although quick installation is the best way to set up your network in less time, this first configuration should be
done in advanced settings: set the password for the router.

Figure 11: Thefirst screen on the panel configuring your router

As you can see, the router configuration panel is accessible from any computer on the network. So this is a
problem in small networks, the router control panel is often accessed from any computer connected to the
Internet. For example, let's say your rea 1P address is 69.69.69.69 (the IP address that the ISP has assigned to
your broadband modem). Any computer on the Internet can access your router configuration panel by opening a
browser and pointing to http://69.69.69.69 . This feature may be disabled on some routers. However, it isaso a
very interesting feature, because sometimes you can edit or reconfigure the office network or home network
from any computer in the world. Consider whether or not to disable this feature, depending on how you will use
it.
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Figure 12: Set up an administrator password

On the example router, this configuration is done at Advanced Setup > System > Administrator Settings. On
this screen you can install both the administrator password and choose to enable remote management. Now the
remote management feature can be disabled but we can enable it and allow remote management with a specific
IP address (for example, 1P address from home computer). , so other computers will not be able to access the
remote control panel of the router. Y ou can also specify an access port. Using the router on Figure 12, we could
not access it using http://69.69.69.69 , so we need to open it with port http://69.69.69.69:8080 . Thisisasimple
way to avoid hackers who can open the panel to configure your router from their computers (but for a skilled
hacker to know that 8080 is a commonly used port and can also use the scanner port to see which port opens into
the router).

Obvioudly, you need to click Apply to make any changes take effect.
After explaining this security, let's go into the basic configuration of the router.
Configure basic settings

First, you need to choose the type of connection you have: cable, ADSL with dynamic IP (ie the IP address
provided by the ISP may change over time - thisisthe type that providers trandlate still in use), ADSL with static
IP (meaning that the | P address provided by the | SP remains unchanged - usually only available in case you have
requested and is usualy more expensive) or VPN (Virtual Private Network - usually used in corporate
networks).

Please return to the basic settings and installation screens. On the router in the example, we only have to
configure the time zone on the first screen, modem type on the second screen and click Next and accept all
default configurations if you have a cable or ADSL connection. (If you use a VPN connection, you need to enter
some additional information). Click Finish in the final screen and that's al it takes to make sure the network is
working.



1. Time Zone

Set Time Zone | (GMT-08:00) Pacific Time (US & Canada): Tijuana =l
Set Daylight Sawing (Optional)
Enable [

Start from Ij m
Enby [ =[]

ou rmust set the time zone in order to set your synchronized clock in the Broadband Router, This

clock is used to record the system log and control client filtering.

Figure 13: Basic installation, first screen (time zone configuration).
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2. WAN Type

Specify the YWAN connection type required by your Intemet Service Pravider. Specify & Cable
rmodem, Fixed-IP xDSL, or PPPoE xDSL

h Dynamic IP (Cable modem)

A Cable modem requires minimal configuration. When you have set up an account with your Cable
prawider, the Cable modem will autornatically configure tself, so you probably do not need to enter
anything more. However, if there iz a Domain Name System (DNS) senver that you would rather use,
you need 1o specify the IP address.

& static IP (FixedP xDsL)

Some xDSL Internel Service Providers may assign a fixed |P address for your Broadband Router. If
you have been provided with this infarmation, choose this option and enter the assigned IF address,
subnet mask, gatewsay (P and DNE IP addresses for your Broadband Router

5B peroE (Dial-up xDsL)

If you connect to the Intemet using an xDSL Modem and your ISP has provided you with a password,
and Service Name, then your ISP uses PPPoE. You must choosa this option and enter the requirad
information,
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If your ISP provided you the PPTP Account, PRTP Password, Host Name, Serice IP Address, IP
Address, Subnet Mask and the Connection 1D, then your ISP uses PPTP. You have 1o choose this
option and enter the required infarmation

Figure 14: Basic installation, second screen (connection type)



3. WAN Settings

%Dynamic IP (Cable modem)

Host Mame |

MAC Address |00 20 _Jed .83 .J16 . |2e

Clone MAC Address |

Figure 15: Basic installation, third screen (WAN settings, choose default values)

4. DNS

A Domain Marme system (DNS) server is like an index of IP addresses and Web addresses. If you
type a Web addrass inta you browser, such as wew yahoo com, & DNS server will find that name in
its index and find the matching IP address @ 61.218.71.81

Most ISPs provide a DNS server for speed and comvenience. Since your Service Provder many
connect o the Intermet with dynamic IP settings, it is likely that the DNS server P addresses are
algo provided dynamically, However, if there is 3 DNS serer that you would rather use, you need to
specify the IP addrass balow

Primary DNS address | | : | - |

Secondary DNS address | | o] [
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Figure 16: Basic installation, fourth screen (DNS settings, choose default values); Click Finish

After clicking Finish , try accessing the Internet from your computer and from other computers connected to the
network. If it doesn't work, check out the configuration steps. If it still doesn't work, you need to call the ISP
support service and explain that you have installed a router and need them to 'release’ your | P address.

We also explain: When you use a broadband service, usually public IP addresses (eg 69.69.69.69) will be
assigned to the computer that is connected to the broadband modem. Therefore, the ISP blocks the IP address
given the MAC address connected to the modem. The MAC address is the serial number recorded on the
network card. When you disconnect your modem from your computer and connect it to your router, this
connection may be blocked because the ISP will want the desktop's MAC address, not the router's MAC address,
these two are different. each other. 'Release’ the IP address means that the ISP will scan the new MAC address
connected to the modem.

Configure advanced settings



You may not need to change anything at the router's advanced settings. However, if you want to limit Internet
access to a certain computer, this is the feature you need to know. If you play games online or use P2P (peer)
applications, open the ports used by your software here, or the router will block your program from connecting
to the Internet. In advanced settings, you will see security options, which are the ones we will cover at the end of
thisarticle.

On the example router, we can restrict time-based Internet access in the Advanced Setup > Firewall > Client
Filtering . Blocking all computers for web browsing during business hours (for example, can be done by locking
al IP addresses from 192.168.1.1 to 192.168.255.255 at port 80 (ie www )), then It configures the days of the
week and the number of times allowed or blocked. Because the configuration allows you to specify port
numbers, you can block emails (ports 25 and 110 ) or even instant messengers like MSN Messenger (port 1863 ).
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Figure 17: Lock access based on day of week and hour

You can even block some computers that are not allowed to access any Internet forms, based on firewalls and
MAC controls. Here you enter the MAC address of the computer you want to block from accessing the Internet.
This computer still has full access to other resources within the network such as shared folders and printers.



MAC Control

You can block cerain client PCs accessing the Internet based on MAC addresses.

' Enable MAC Address Control

& Allow all to pass except those match the follewing MACs.
" Deny all ta pase except those match the following MACs.

macaddress [ [ [ - - [
DHCP Client | =] _Clone |

MAC Address Control List
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Figure 18: Access lock based on MAC address

If you have any software that uses non-standard ports, you need to open the ports on the router, or the program
will not be able to access the Internet. Thisis true for P2P programs and online games. Y ou should find the ports
that the program uses from its instructions and open that port at NAT > Special Application . In the example of
the article in Figure 19, the router opens Overnet ports (a P2P software).
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Figure 19: Opening non-standard ports

Security

Today with a connected world, security is becoming more important than ever. We also talked about basic
security configurations that you should implement on your router, such as setting up access passwords and
disabling remote management.



But as mentioned, the router also works as a firewall. It will block incoming connections at non-standard ports.
That is why it is necessary to open the non-standard ports used by the program to use. For example, the default
configuration of the router is quite good to prevent people from playing online games.

An interesting point that all routers have is that it can lock any request to your public IP address. Ping is used to
see if any computer has been installed on this IP address, this technique is used to find computers on the
network. If you disable the Ping feature, people who want to find computers on the Internet using this method
will not be able to find you. Therefore, | recommend that you check the ' Discard PING from WAN side'
option on the firewall, Block WAN Ping . However, if you play online games, ping is used to check the delay
between you and the game server. In this case, it is better to enable ping.

Elock WAN Ping

When you "Block WAN Ping". you are causing the public WAN IP address on the Broadband Router
to not respond 1o ping commands. Pinging public WaN IP addresses is a commaon method used by
hackers to test whether your WAN P address is valid and suppons a netwark.
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Figure 20: Disable ping feature

Another important feature available on all routers is the software upgrade. Y ou should go to the manufacturer's
website and download the latest software versions for your router and upgrade it. On the example router, we can
access the System > Firmwar e Upgrade . Thiswill ensure that your router is protected from security flaws that
the manufacturer has discovered and released an upgrade.

All computers in your network need to be securely protected from the dangerous world. So in addition to
preventing direct attacks on the network router, you still have to pay attention to the security of each computer in
the network. Installing and regularly updating anti-virus, spyware and trojan software programs on network
computersisthe final advice we give you in this article.

Y ou finished reading the article "Design a small networ k with a broadband router (Last part)" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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