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Deploying Networ k Access Quarantine Control, Part
2

| stepped qua cach lam vi?c truy c?p c?a quarantine m?ng (NAQC) works and ?a cung c?p chi it 2i?u khi?n
instructions. In the second and final installment, I'll continue the procedure by finishing the deployment, then
discuss how ISA Server 2004's entrance to the marketplace changes the field of NAQC and how to quarantining
isimplemented within the ISA Server itself.

| stepped qua cach lam vi?c truy c?p c?a quarantine m?ng (NAQC) works and ?a cung ¢?p chi ti?t 2i?2u khi?n
instructions. In the second and final installment, I'll continue the procedure by finishing the deployment, then
discuss how ISA Server 2004's entrance to the marketplace changes the fields of NAQC and how quarantining is
implemented within the |SA Server itself.

Let's start thi b?n con t?t.

Distributing the Profile to Remote Users

C?u hinh b™n t?0 trong cac cai ?2t tr??c c?a 2i?u nay nay ??7c t?0 vao m?t t?p tin executable math? ??2c phan
tach ?2n cac ng?? dung xa b?n va ch?y trén cac h? th?ng nay t? ?2ng, t?0 m? profile ma khéng cé6 m?2 ?ng d?ng
ndo. CO nhi?u tuy ch?n ??1?y t?p tin executable ?? ng?? dung.

B?n cO th? g2 t?p tin t?p tin 2ath?c hi?n v m?t t?p tin g2 ?72n m?t th? th?, ho?c h?n nao, m?t lién k2t vao t?p
tin executables 74 ?7?7?c 7 trén m?t web server somewhere. Trong th? m?c e-mail, b?n cé th? dung |7nh 2?2 ch?y t
?p tin vas? d?ng m? k2 n? cho t? ¢? xaxatruy c?p. B?n co th? c6 ch?y ??7c th?c hi?n v2 ph?n c?am? logon
ho?c logoff script, nh?ng ?? vi, b?n ¢?n ph? v ng?? dung ??ng nh?p vao m?t k2t n? chuy?n ?2, ho?c ch? khi
céc ng?? dung cd th? ?2ng nh?p k2t thic t?p tin, ho?c ch? khi ng?? dung ng?? dung nh?p vao th? m?c home va
k2t n?2 ?2n b”n corporate or network corporate.

Regardless of which method b?n ?a ch?n ?? Initiate cac c?u hinh installer ?? b?n ng?? dung, b™ nén ?2 th?i
gian phién b?n c?at?p tin c?u hinh trén m?t quarantined resource, so client computers that do not pass your
baseline script's compliancy checks can still surf to web thit b? ¢?n thi?t vat? v? phién b?n hi?n th? makhong
cd s?xac th?c c?ab?n further.

Configuring the Quar antine Policy

T?p tin cu? cung trong ti?n trinh ti?n trinh ?? c?u hinh s? th?c hi?n quarantine trong RRAS. Trong ph™n nay, Toi
t?0 m?t quarantine policy trong ??a ch? RRAS ma co th? ?2ng nh?p t?p tin cai 72t trén m2t web méy ph?c v? ?7?7?
¢ lam vi?c la quarantined resource.
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If it is configured to use the Windows authentication provider, then RRAS uses Active Directory or an NT 4
domain (remember, the RRAS machine needs only to run Windows Server 2003; it doesn't need to belong to an
Active Directory-based domain ) ?? xac ??nh ng?? dung va xem ? céc tai kho?n tai kho?n c?ab™. N2u RRAS
& c?u hinh ?? s? d”ng RADIUS, c6 th? may RADIUS ph? la m?t Server 2003 machine running IAS.
Incidentally, IAS also uses Active Directory or xac th?c NT thanh cong ¢?n dung va xem ? céc tai kho?n tai kho?
n.

Configuring RRAS

1. Openthe RRAS Manager.

2. In the left-pane, right-click Remote Access Policies, and then select New Remote Access Policy from the
context menu. Click Next trong cac t?p tin introductory.

3. The Policy Configuration Method page appears. Hay nh?p Quarantined VPN k2t n? xa cho tén c?a nay

policy, shown shown Figure 4. Click Next when you're finished.
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Figure 4: The Poalicy Configuration Method screen

4. The Access Method page appears. Select VPN, and then click Next.
5. Onng?? dung ho?c truy c?p Access Group, select Group, va Then click Add.

6. Lo? trong nhdm nhém ma c?n dung VPN trong thanh m?ng. N?u t?t ¢? cac ng?? dung nay co quy?n,
enter Everyone or Authenticated Users. B?n ¢0 th? la m?t nhom ?a ???c thém VPNUsers trén mi?n nay
nay co6 nén truy c?p cho VPN Ability. Click OK.

7. Bt s? ?22c tr? 17 ?? s? d?ng ng??2 dung ho?c truy c?p Group Group, va s? tim th?y nhém nay ?a ??7c ?7?
ng nh?p trong danh sach danh sach, nh? ??2c hi?n th? Figure 5. Click Next if it looks correct.
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Figure 5: Ng??i dung hayGroup Access screen.

8. The Authentication Methods page appears. ?? gi? théng béao nay m?, s? d2ng MS - CHAP v2 xé&c th?c
giao th?c, ma ???c ch?n b2 m?c ?2nh. Click Next.

9. Ch?m?c c?at?p tin Encryption c?ach? ??, xac ??nh thit 1?7p Strongest 78 ?2t [a ch? tuy ch?n ch?. Thisis
shown in Figure 6. Then, click Next.
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Figure 6: the Policy Encryption Level screen

10. L7 k? thac t? th? thu2t b7 clicking Finish.

Configureattributesto be quarantined

N?u b?n ¢?n th?c hi?n c?u hinh cac thu?c tinh s? ??2?2c ???2c assign ?7n s? 17nh quarantined.

1. Back in RRAS Manager, right-click on the new Quarantined VPN remote access policy, and select
Properties from the context menu.

2. Navigate to the Advanced tab, and click Add to include another attribute in the list.

3. The Add Attribute dialog box is displayed, as depicted in Figure 7.
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Figure 7: The Add Attribute dialog box

. Click MS-Quarantine-Session-Timeout, and then click Add.

. In h?p tho? Thong tin thdng bao, Dung m? gia tr? m?u c?a 60, ma s? ???2c xac ??nh trong gidy, ?? xéc th?
c c?aphién b?n nay. Click OK, and then OK again to return to the Advanced tab.

. Click Add. In the Attribute list, click MS-Quarantine-IPFilter, and then click Add again. Hay xem IP Filter

Attribute Information screen, as shown in Figure 8.
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Figure 8: ThelP Filter Attribute Information dialog box

. Hay xem nuat Théng tin khéa nh?p, ma hi?n th? cac trong Inbound Filters box.

. Click New ??thém b?[?c ?2u. The Add IP Filter dialog box is displayed. In the Protocol field, TCP select.
In the Destination port field, enter 7250. Click OK.

. Now, back to screen Screen Inbound, select the Permit only the packets listed below truy c?p radio button.
Y our screen should look like Figure 9.
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Figure9: T?p tinin ch??? ?at?i v?



10. Hay ch?n New vathém céc k? n? nh?p vao cho DHCP, DNS, va WINS giao d?ch, Repeat khdng Steps
vao vabao g?m m2 s?th?t? c?ng vaki?u.

11. Click New and add an filter input for a quarantine resource, such as a Web server, where your profile
installer is located. Specify the IP address appropriate for tai nguyén trong ph?n Destination Network c?a
Thém IP Filter screen, as shown in Figure 10.
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Figure 10: The Add IP Filter box, adding a quarantined Web resour ce

12. Finally, click OK on the Inbound Filters dialog box to save danh s&ch b?7c.
13. Onthe Edit Dial-in Profile dialog box, click OK to save the changes to the profile settings.

14. Then, ??1?2u cac thay ?? ?? chinh sach, click OK once more.

Creating Exceptionsto the Rule

While n6 ???2c h? tr? thanh thanh, c6 ng?? dung ???c k2t n2 v m?2 |"’nh quarantined phién b?n cho cac c?u
hinh ¢ th? ???2c xac ??nh, cd th? th?c hi?n ?2ng ky ho?c s? xac ?7?nh trong b?n Organization ma Mitigate this
requirement. If so, this simplest way to excuse a user or group of users from participating in the quarantine is to
create an exception security group with Active Directory. Nh?ng ng?? dung c?a nhom ndy nén ph? ma nh?ng
ph?n nay khéng c?n tham giatrong ti?n trinh quarantining.

S? d?ng ma nhém, t?0 m?t chinh sach khéc t? ap d”ng nhdm ch?a xéc ??nh ma c?u hinh v tly ch?n xatruy c?p
c?adanh sach b?n t?o tr??2c. Th? gian, khdng co, khdng thém thém ho?c c?u hinh v M S-Quarantine-1PFilter or
M S-Quarantine-Session-Timeout attributes. ?ang dung m?2 chinh sach ?a ???c t?0, g? b? chinh sach nay ?? dung
céc nhém exceptions vi thi nd ??7c ki?m tratr??2c khi chinh sach céc céi khéc.

Extending Functionality with | SA Server 2004

Quarantine Control cho ISA Server 2004 ???c 1am vi?c v Routing va remote Access service, nh? 2?7c xac ?’nh
?ah? h™n trong nay article. The main difference isin the fact that with ISA Server, you can require that a client
attempt to log in is assigned to the Quarantined VPN Clients network in ISA, with an associated firewall policy
that is very stringent, until the Connection Manager is running on the desktop passes m? thong bao ?? 1SA 7a bi
2 ng?? dung ??7c ki?m traintegrity. Like the plain vanilla NAQC technique, |SA quarantining does not rely on



Connection Manager profiles and yéu c2u m?t ¢? s? d? li?u script ?? th?c hi?n latuy ch?n cho bn méi tr?2ng.

Within ISA Server 2004, you have two options with ch? ?? ?? c?u hinh quarantine: policies and ISA Server lets
them join the regular VPN Clients network, as seen within the interface ISA Server, ch? khi ching 7a ???c 72ng
nh?p check. You can also enable quarantining through ISA Server itself, and clients can make use of
Quarantined Integration VPN Clients network and any firewall policies associated with therewith. H? th?ng
chinh chinh c?a ph??ng phép nay, b™n co th? s? d?ng quarantining trén m?t méy tinh méay ch? ISA, khéng ph?
ch? ndo v Windows Server 2003 ??7c cai 7.

ISA Server quarantining h? a more robust timeout feature, either, allowing clients to Remain in the Quarantined
VPN Clients network for a specific number of seconds all before being disconnected, and It also h? an exception
list, 26 cho phép you to Identify users (via ho?c Active Directory or a RADIUS server) that should not be
guarantined no matter what.

Cac théng bao nghe v? quarant ???2c ?a ???c nang c?p ??7c xac ??nh cho h? tr? ISA Server va co s?n trong cac
ISA Server 2004 Resource Kit, ma co th? ?2?2c |7y t? Microsoft site.

To enable quarantining with |SA Server:

1. Open ISA Server Management.

2. On the left pane, expand the node that corresponds to your computer, and then click Virtual Private
Networks (VPN).

3. Intheright pane, navigate to the Tasks tab, and then click Enable VPN Client Access.

4. Now, expand the Configuration node and select Networks.

5. Inthe middle pane, click the Networks tab.

6. Double-click on Quarantined VPN Clients network to open the properties box for the network.

7. Navigate to the Quarantine tab. ?ay |a hi?n th? trong Figure 11.

8. Click the 'Enable quarantine control’ checkbox to alow quarantining to take place. C?nh bao s? hi?n th?
hi?n th? 2?2 th?c hi?n, b?n th?c hi?n khi th?c hi?n laho? ??ng, va khong cé c?u hinh khéng h?p |2, cac b™n
s? ?27c xé&c ??nh quarantined.

9. Hay ch?n tuy ch?n quarantine v RADIUS server Policies (tuy ch?n first) or ISA Server policies (the
second option).



10. Hay nh?p m? I?n th?i
11. Hay nh?p khéng nao nao ?? quarantining trong 'Exempt cac ng?? dung t? Quarantine Control' box.

12. Click OK, and then Apply in the Management Server |SA console, to apply the changes.
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Figure 11: Quarantined VPN Clientsin | SA Server 2004

N?u b?n th?c hi?n nay Steps nay, t? may ph?c v? ISA Server 2004 Resource tim th?y ConfigureRQSforl SA.vbs
script va ch?y no. 7ay s?t? ?2ng t?0 m?t ch? ?? truy c?p trong |SA nay s? cho phép chuy”n qua pass vao c”ng
7250 t? c? hai Clients VPN va Quarantined VPN Clients Networks ?? m?ng m?ng. Nh?ng s? xac th?c nay, vi xac
?72nh t? méy ph?c v? ng?? dung, b?n 24 ??77c g? b? cac ki?m traintegrity va ???2c xac th?c ?? chuy?n ?2 v? m?ng
chinh quy ???c g2 vao c?ng nay.

B?n c6 th? x? ly céc ch? ?? truy ¢?p truy c?p cho Quarantined VPN h? th?ng cac t?p tin matheo sau:

1. Allow truy c?p truy?n chuy?n t? LDAP méay ph?c v? trén may ?nh n? b?.
2. Allow traffic to ???c g7 quacho cac 7i?2u ki?n domain.

3. Allow DNS, DHCP, and WINS traffic to be passed to a hardened set of DNS servers, cé th? trén m?2
perimeter network.

4. Allow traffic to a hardened, web server that contains software antivirus, signature and detection engine
updates.

Conclusion

In this article, I've discussed quarantining using services included in Windows Server 2003 and its associated
resource and feature packs, and I've also touched on the extended quarantine functionality within ISA Server. N?
ub?n s?d?ng cac ¢?s?d?li?u s? ??2c h?tr? ho?c g? b? s? k2 n2 ?achias? v may ?nh khi bn k2 n?2 22k2t n



About the author

Jonathan Hassell is an author and consultant specializing in Windows administration and security. He is the
author of Managing Windows Server 2003 and RADIUS, both published by O'Rellly & Associates, and
Hardening Windows, published by Apress. He aso holds the periodic public seminars, see
www.hardeningwin.com for details. He ??2c ghi ??2c cho Windows & .NET Théng bao va

Windowsl T Security.COM and la m?t contributor to PC Pro, leading computer magazine in the United Kingdom.

Y ou finished reading the article "Deploying Networ k Access Quarantine Control, Part 2" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.

© 2019 TipsMake.com


https://tipsmake.com

