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Creating SSL Server 2008 Server with | SA 2006
Firewalls (Part 3)

In the previous two sections, we have explored some of the limitations of accessing VPNs from public networks,
and then configured the CDP Website and I1SA Firewall.

Network Administration - In the previous two articles we lear ned some limitations of VPN access from
public networ ks, and then implemented the configuration of CDP Website and | SA Firewall. In addition,
we have also activated user accountsfor Dial-in access.

>> Create an SSL Server 2008 Server with | SA 2006 Firewalls (Part 1)
>> Create an SSL Server 2008 Server with | SA 2006 Firewalls (Part 2)

In the third and final part of this series, we will configure the SSL VPN client to connect to the SSTP SSL VPN
server, and then verify this connection. At the same time, we will check some authentication information on the
SSL VPN client, ISA Firewall and RRAS server to confirm that the SSTP connection was successful.

Configure HOST Sfileon VPN client

Next we will perform the remaining operations on the workstation. The first thing to do is configure the HOSTS
file so that we can simulate a public DNS structure. There are two names that we need to include in the HOSTS
file. The first name is the name of the VPN server (defined by the Subject Name on the license that we connect

to the SSL VPN server), the other name is CDP URL (also appearsin this license). Information about CDP has
been mentioned in part one.

Keep in mind that these names will be associated with the 1P addresses on the external interface of the ISA
Firewall receiving incoming connections as settings in the Publishing Rule and Listener .

The two names that we need to enter into the HOSTSfile in this example are:

192.168.1.72 sstp.msfirewall.org
192.168.1.72 win2008r cO-dc.msfirewall.org

Follow these steps on the Vista SP1 VPN client to configure the HOST Sfile:
1. Click the Start menu, enter c: windowssystem32driver setchosts into the search box and press Enter .
2. Inthe Open With dialog box, select Notepad .

3. Enter the itemsinto the HOSTS file according to the format shown in Figure 1.
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hosts - Notepad [F=S[FoE "=
File Edit Format View Help
# Copyright (c) 1993-2006 Microsoft Corp.
w

# This is a sample HO5TS file used by Microsoft TCP/IP for windows.

#
# This file contains the mappings of IP addresses to host names. cach
# eatr{ should be kept on an individual 1ine. The IP address should
# be placed in the first column followed bg the corresponding host name.
: The Ir address and the host name should be

space.

separated by at least one

L

# additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a "#° symbol.

¥

# For example:

#

# 102.54.94. 97 rhino. acme. com # source server
# 38.25.63.10 X, acme. COm # x client host
127.0.0.1 localhost

i | loecalhost

192.168.1.73 sstp.msfirewall.org

192.168.1.73 win2008rc0-dc.msfirewall.org

Figure 1: Content of HOSTSfile in Notepad.

4. Then save and close thisfile.

Use PPTP to connect to the VPN server

The next step isto create aVVPN connection (dial-up) on the Vista SP1 client to enable the establishment of an
initial VPN connection to the VPN server. Because this workstation is not a domain member, the CA license will
not be automatically installed on the Trusted Root Certificate Authorities license storage area. If this workstation

is adomain member, the auto-license feature will take care of this process because we have installed an
Enterprise CA.

The easiest way to do thisisto create a PPTP connection from the VistaVista VPN client to the Windows
Server 2008 VPN server. By default, the VPN server will support PPTP connections and the client will prioritize
PPTP connection than L2TP / IPSec and SSTP. First we need to create a connectoid VPN or connection object.
Perform the following operations on the VPN client:

1. On the VPN client, right-click the network icon and select Networ k and Sharing Center .

2. Inthe Networ k Sharing Center window, click the Set up a connection or network link in the left panel.

3. On the Choose a connection option page, select Connect to a wor kplace and then click Next .



Choose a connection option

Connect to the Intermet
Seb ipp & wireless broadband, or dial-up connectson to the Intemet

Set up 3 wireless router of access point
Set up & new wareless netwerk for your home or small business,

Set up a dial-up connection
Connect throgh a dial-up connection to the Internet.

Connect to &
Set up a dial-up of VPN connection to your workplace,

| Nt | [ Cancel ]

Figure 2: Select connection options for workstations.

4. On the How do you want to connect page, select Use my Internet connection (VPN) .

How do you want to connect?

=+ Use my Internet connection {VPN)
Connect using 8 vertual private network (VPMN) connection through the Intemet.

N Q@ &

+ Dial directly

Connect directly to s phone number wathout geing through the Internet,

Wehat iz 2 VPN connection?

Figure 3: Salect connection method.



5. Onthe Typethe Internet address page to connect to, enter the name of the SSL VPN server. Make sure
that this name is the same as the Common Name on the license used by the SSL VPN server. In this example, the

name to enter is sstp.msfirewall.org . Then enter a Destination Name . In this example we will enter SS_ VPN
and then click Next .

eoE|
@ ¥ Connect to a workplace

Type the Internet address to connect to

Your network administrator can give you this address,
Intemiet address sstp.msfirewall.org

Destination name: S5L VPN

Use a smart card

i~ Allow other people to use this connection
This aption allows anyone with access to this cormputer bo use this connection,

Den't connect noswe ||u1.t set it up 50 I can connect later

[ Net | | Cancel

Figure 4: Enter the network address and destination server for the connection.

6. On the Type your user name and password page, enter the User Name , Password and Domain and click
Connect .

o & s |

@ & Connect to a workplace
Type your user name and password

User narmes Adrministratar

Passward: SEEEERERES

Shenw characters

| Remember this passwornd

Domain (opticnalk MSFIREWALL

i Connect i Cancel



Figure 5: Register username and password.

7. On the page Y ou are connected click Close .

You are connected

A o

Figure 6: Connecting successfully.

8. Select the Work option on the Select a location for the'SSL VPN' network page.

Select a location for the *SSL VPN' netwark

Windows will automatically apply the comect network settings for the location,

Home
Q Choose this for 8 home of samilar lecstion. Yaur computer is discoverable and
you can see other computers and devices,

Work
Chogse this for a werkplace or sirmilar lacation. Your computer is discoverable
and you can see other computers and devices.

Public location

Chewse this for airports, coffes shops, and other public places or if you are
directly connected to the Internet. Discovery of other computers and devices is
limited.




Figure 7: Selecting a location for the SSL VPN network.
9. Click Continue on the UAC message.

10. Click Close on the Successfully set network settings page .

[ = |
) o Set Metwork Location
Successfully set network settings
Wetwork name S5LVPH

(1] l Location type: Private

This allows you bo see othet computers and

devices, while making your computer

discoverable,
Wiew or change nebwerk and shanng settmgs in Metwork and Sharing Centes
View computers and devices on the nebwork

Close |

Figure 8: Successful network installation.

11. In the Network and Sharing Center , click the View status link in the SSL VPN area as shown in Figure 9.
We will then see the SSL VPN Status dialog box with the VPN connection type shown as PPTP . Click the
Close button on this dialog box.



Network and Sharing Center

A

View full map

N @

VISTA2 Multiple networks Internet
(This computer)
E‘ tacteam.net (Private network) Customize
Access Local and Internet
Connection Local Area Connection View status
l*l SSL VPN (Private network) Customize
Access Local only
Connection SSL VPN View status
l 5 SSL VPN Status | Disconnect
General | Detads
Property Value
)
WAN Miniport (PPTP) E
Device Type vpn )
Server type PPP
Transports TCPTP )
Authentication M5 CHAP V2 e
Encryption MPPE 128 :
Compression (none)
PPP multiink framing Off
Server [Pv4 address 10.0.0.109
Chent IPv4 address 10.0.0. 108

Figure 9: Confirm the newly established VPN connection type.

12. Open Command Prompt and ping Domain Controller . In this example, the Domain Controller P address
i$10.0.0.2 . If the VPN connection is successful, we will get aresponse from this Domain Controller.



B Command Prompt
Microzoft Vindows [Uerzion 6.08.68811
886 Microsoft Corporation. ALl rights reserved.

Reply from 18.8.8.2: hy ine=31nz TTL=127
Reply from 18.8 2z ine- ITL=127
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Figure 10: Feedback displayed when ping Domain Controller.

Createa CA licensefrom the Enterprise CA

The SSL VPN client needs to authorize the CA that issued the license to be used by the SSTP VPN server. To
set up thistrust we need to install the CA license of the CA that created the license for the VPN server. We can
do this by connecting automatic CA pages on the intranet and installing this license in the Trusted Root
Certification Authorities license area of ?2the VPN client.

Follow these stepsto create a license from Web Enrollment:

1. On the VPN client, connect to the VPN server via PPTP link, enter http://10.0.0.2/certsrv into the address bar
in Internet Explorer and press Enter .

2. Enter avalid username and password in the Crednetials dialog box. In this example we will use the username
and password of the default domain administrator account.

3. On the Web Enrollment Welcome page, click the Download a CA certificate, certificate chain, or CRL
link .
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Microsoft Active Directory Centificate Serdces = WIN2008RC0-DC msfirewall org

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, you can verify your identity to people you communicate
with over the Web, sign and encrypt messages, and, depending upon the type of
certificate you request, perform other secunty tasks.

You can also use this Web site to download a certificate authority (CA) certificate,
certificate chain, or certificate revocation list (CRL), or to view the status of a pending

request.
For more information about Active Directory Cerificate Services, see Active Directory
ifi i ion.

Select a task:

Request a certificate

Vi f f i ifi i

I ifi rtifi in, or
[ @ Intemet| Protected Mode: On H100% -

Figure 11: Web Enrollment Welcome page.

4. Click the Allow button in the warning dialog box that 1ooks like this: A website wants to open web content
using this program on your computer (A Web site wants to open web data using this program on the system).
Next, click the Close button on the dialog box Did you notice the I nformation bar if it appears.
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To download a CA
encoding method

CA certificate:

This program will open outside of Protected mode, Internet Explorer's
Protecied mode helps protect your computer. If you do not trust thes
website, do not open this program.

(]| Mame: Certificate Enrollment Control
| pubisher:  Microsaft Windows

| |Do nort show me: the warning for this program again
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Download ” T

Figure 12: A warning appears after clicking the link in step 3.

5. Note that the information bar informs us that this Web site may not display correctly because the ActiveX
Control has been blocked. However thisis not important and we will download the CA license and use the
CertificatesMMC to install thislicense. Click the Download CA Certificatelink .
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To trust certificates issued from this cerification authority, install this CA certificate
chain.

To download a CA cerlificate, certificate chain, or CRL, select the cerfificate and
encoeding method.

CA certificate:
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Encoding method:
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Figure 13: Download list.

6. In the File Download - Security War ning dialog box, click the Save button and save the license to the
screen.
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Figure 14: Save the CA license to the screen.

7. Click the Close button on the Download complete dialog box and then close Internet Explorer .

Next we need to install the CA licenseinto the license storage area T rusted Root Certification Authorities of
the VPN client. Follow these steps:

1. Goto the Start menu, enter mmc in the Sear ch box and press Enter .
2. Click Continuein the UAC dialog box.
3. In the Consolel window, go to the File menu and then click Add / Remove Snap-in .

4. Inthe Add or Remove Snap-ins dialog box, click the Certificatesitem in the Available snap-inslist and
click Add .

5. On the Certificates snap-in page, select the Computer account option and then click Finish .
6. On the Select Computer page, select the L ocal computer option and then click Finish .

7. Click OK on the Add or Remove Snap-ins dialog box.



8. Inthe left pane of this Console, expand the Certificates node (L ocal Computer) and then expand the
Trusted Root Certification Authorities node. Click on the Certificates node. Right-click the Certificates node
and select All Tasks| Import .

ﬁ Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Author
@ File Action View Favorites Window Help
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Figure 15: Importing the license into the Trusted Root Certification Authorities area.
9. Click Next on the Welcome to the Certificate Import Wizard page.

10. On the File to Import page, use the Browse button to find this license and click Next .
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Spedfy the file you want to import.

File name:
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Figure 16: Search for the license to import.

11. On the Certificate Stor e page, confirm that the option Place all certificatesin the following storeis
selected and Trusted Root Certification Authorities will appear in the Certificate Store field as shown in Figure
17. Then click Next .
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Figure 17: Selecting a storage area for the imported license.
12. Click Finish on the Completing the Certificate Import page.
13. Click OK inthe dialog box that says the import process was successful.

14. Thislicense will then appear in Consolel as shown in Figure 18.
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Figure 18: License displayed in Consolel after successful import.

15. Closethe MM C Console .



Configuretheclient to use SSTP and connect to the VPN server using SSTP

Now we need to disconnect the VPN and then configure the VPN client to use SSTP for the VPN protocol. In a
production environment, we will not interfere with the user's work if we use the Connection Manager
Administration Kit to create VPN connectoid for them to install on the client using SSTP, or only configure
SSTP ports. on the VPN server.

This depends on the environment, as we arrange everything so that users can use PPTP while deploying licenses.
Of course, we can always deploy out-of-bandwidth licenses, such as through websites or email, in which case we
don't need to allow PPTP. However, if there are some downgraded clients that do not support SSTP, then we
need to allow PPTP or L2TP/ 1PSec, so we will not be able to cancel all ports outside of SSTP. In that case, we
will have to manually configure or an updated CMAK software.

Another option isto connect the SSTP Listener to a specific IP address in the RRAS server. Then, we can create
a separate CMAK package that points to the | P address on the SSL VPN server receiving SSTP connections.
Other addresses on the SSTP VPN server will receive PPTP and L2TP / IPSec connections.

Perform the following actions to disconnect the SSTP session and configure the VPN client's connectoid to use
SSTP.

1. On the VPN client, open the Networ k and Sharing Center .

2. Inthe Networ k and Sharing Center window, click on the Disconnect link at the bottom of the View Status
link. The SSL VPN will disappear from the Network and Sharing Center .

3. Inthe Network and Sharing Center , click the Manage networ k connectionslink .

4. Right-click SSL VPN and select Properties.



P == |

1 H i 3 |Eﬁ « Metwor.. » - | ‘? | |5E'Gﬂfh

‘ Organize v Z— Views  mp Start this connection

Name Status Device Name Connectivity Metwork Category  »
LAM or High-5peed Internet (1) A
L‘h Local Area Connection
1.‘_1‘,': __ tacteam.net
e VMware Accelerated AMD P...
Virtual Private MNetworlk (1) -

l._;}"'. S5L VPN

=g Disconnected
gz WAN Miniport (PPTH

Connect
Status

Set as Default Connection
Create Copy

Create Shortcut
Delete

Rename

Properties

Figure 19: Open the properties dialog of SS_ VPN.

5. Inthe SSL VPN Properties dialog box, select the Networ king tab. In the drop-down list of Type of VPN,
select Secur e Socket Tunneling Protocol (SSTP) . Click OK .
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Figure 20: Property page of SSL VPN.
6. Double-click SSL VPN connectoid in the Networ k Connections window.
7. Inthe Connect SSL VPN dialog box, click the Connect button.

8. When the connection is complete, click on SSL VPN connectoid in the Networ k Connections window and
select Status.
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Figure 21: Select Satusin the context menu of SSL VPN connectoid.

9.Inthe SSL VPN Status dialog box, we can see that the SSTP WAN Miniport connection has been
established.
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Figure 22: SS. VPN Satus dialog box.

10. If you access the VPN server and then open the Routing and Remote Access console, we will confirm that
the SSTP connection has been established.
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Figure 23: Confirmthe SSTP connection in the Routing and Remote Access console.

If checked in the | SA Firewall console, we will see some logs of the SSL VPN connection.

Log Tema = | Clert 12 | Destination 1P || Destination Port | Protiocol | Action | Rude

1/29/2008 7:29:48 P 192,168,170  255.295.255.255 1211 Unidentified IF Tr... Deried Connection Default nue
12Of2008 7:30:05 P 192,168,070 255285785285 1211 Unidentified IP Tr... Denied Connection Diefsut nue
1292008 7:30: 22 P 192.168,1.76 10.10.10.2 443 HTTPS Server Irtistad Conract., .. SSTP Server

Figure 24. Somerecordsinthe ISA Firewall.

Conclude

In the last part of athree-part series on how to create Windows Server 2008 SSL VPN server using the 2006 | SA
Firewall, we have completed the configuration for user accounts, CRL Website, ISA Firewall and SSL VPN
client. . We have finished the series with completing the SSTP connection and confirming that the connection
was successful.

Y ou finished reading the article "Creating SSL Server 2008 Server with | SA 2006 Firewalls (Part 3)" edited
by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can
search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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