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Create Siteto Site VNP with the | SA 2006 Firewall
Branch Office Connection Wizard - Part 2

In Part 2 of this series, we will introduce you to the DNS issues needed to work out, install CSS, and create |SA
Firewall arrays.

In Part 2 of this series, | will show you how to configure a site to site virtual private network (VPN) using
the Branch Office Connectivity Wizard in the ISA 2006 Firewall . necessary for the solution to work, in
addition to installing CSS and creating | SA Firewall arrays for the main office and branch office.

In the first part of this series, | talked about the example network infrastructure and discussed some concepts in
creating site to site VPN,

Create Siteto Site VNP with ISA 2006 Firewall Branch Office Connection Wizard - Part 1
In the second part of this article series, | will talk about the DNS issues needed for working solutions, in addition
toinstalling CSS and creating | SA Firewall arrays for the main office and office. branch.


https://tipsmake.com
https://tipsmake.com/c/system/
https://tipsmake.com/c/lan-wan/
https://tipsmake.com/create-site-to-site-vnp-with-the-isa-2006-firewall-branch-office-connection-wizard-part-2

Configurethe main office DNS server to regect dynamic updates, add static DNS entries (Host (A) Record)
to arrays and branch office | SA Firewall.

Before starting the CSS installation at the main office and 1SA Firewall arrays, the first step we need to do isto
configure the DNS server on the corporate network to reject dynamic updates. We need to do that so that when
the branch ISA Firewall connects to the office ISA Firewall itself, it will use the unregistered virtual IP address
in DNS to replace the actual internal IP address of the ISA ISA Firewall. branch office. This also prevents the
main office ISA Firewall from registering its virtual |P addressin DNS.

Thisisacommon problem with site to site VPN connections. For example, suppose you use Web proxy and
Firewall client on the main office network and those clients are configured to use the name of the ISA Firewall

to connect to the Firewall and Web proxy services of the ISA Firewall. Everything works well until thereisasite
to site connection. After the site to site connection is established, the virtual office's virtual 1P address will
register itself in DDNS (Dynamic DNS). Now when the Web proxy and Firewall clients try to connect to the
main office ISA Firewall, they will try to connect to the virtual 1P address of the main office ISA Firewall (RAS
interface address) and connections from the Web proxy and Firewall client will fail.

Another scenario when registering a virtual interface (RAS) address raises the problem when the branch office
ISA Firewall tries to connect to the main office CSS. When a site to site connection is established, the branch
office ISA Firewall registersits virtua RAS interface address in CSS. CSS tries to communicate with the branch
office Firewall array using this address and the connection will fail.

We can avoid these problems by disabling DDNS on the DNS server. You might ask, 'Do we need to do this
permanently or just need a way to configure the demand-dial interface so that we don't need to register in the
DDNS? Answer is possible.

We need to create Host (A) records in the Active Directory integrated DNS with the following machines:

i1sa2006se.msfirewall.org (10.0.0.1)
isa2006br anch.msfirewall.org (10.0.1.1)
main.msfirewall.org (10.0.0.1)
branch.msfirewall.org (10.0.1.1)

There is no need to enter records for CSS machines or domain controllers because they are installed and
registered in DNS using DDNS. We don't have to worry about those machines because their IP address
information won't change according to the connection status of the site to site VPN connection.

Before creating the Host (A) record, you need to create a reverse lookup zone for the branch office network ID.
In our current example, the branch office network 1D is 10.0.1.0/24. Follow the steps below to create a reverse
lookup zone:

In the Domain controller, click Start , and then point to Administrative Tools. Click DNS.

In the DNS management console, open the server and click the Rever se L ookup Zones button.
Right-click the Rever se L ookup Zone button and click New Zone.

On the Welcome to the New Zone Wizard page, click Next .

On the Zone Type page, select the Primary Zone option and click Next .
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New Zone Wizard ) x|

Zone Type #
The DMS server supports various bypes of zones and storage., !

Select the type of zone you want to create:

@ -

Creates a c0.|::|3-' of a zone that can be updated directly on this server.,

" Secondary zone

Creates a copy of a zone that exisks on another server, This option helps balance
the processing load of primary servers and provides Faulk tolerance.

" stub zone

Creates a copy of a zone containing only Mame Server (NSY, Start of Authority
(53483, and possibly glue Hosk (&) records, & server containing a skub zone is not
authioritative For that zone,

[ Store the zone in Active Direckory (available only if DNS server is a domain controller)
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Figure 1

6. Inthe Active Directory Zone Replication Scope page, select the option To all DNS serversin the
Active Directory domain msfirewall.org . We select this option because there is only one domain

(domain) in the organization. If you have multiple domains, you can create a copy of this reverse lookup
zonefor al DNS serversin the forest. Click Next .

New Zone Wizard ) x|
Active Directory Zone Replication Scope #
‘fou can select how wou want DS data replicated throughout your network, !

Select how ywou want zone data replicated:

" To all DMS servers in the Ackive Directory Forest msfirewall,org

* To all DMS servers in the Active Directory domain msFireveall. org;

" To all domain contrallers in the Active Direckary domain msfirewall.org

Zhoose this option if the zone should be loaded by Windows 2000 DS servers
running on the domain controllers in the same domain.

T &ll i domain contrallers specitiedinithe scope ol the follawing application dirsckary
parkition;
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7. Onthe Reverse Lookup Zone Name page, select the Network 1D option and enter the network 1D for
the branch office in the text box. In this example, the branch office network 1D is 10.0.1.0/24, so welll
enter 10.0.1 and click Next .

New Zone Wizard [ x|

Reverse Lookup Zone Name Q
A reverse lookup zone translates IP addresses into DMS names., !

To identify the reverse lookup zone, type the network ID or the name of the zone,
&+ Metwork ID:
mo.n0

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {nok reversed) order,

If wou use a zero in the network ID, it will appear in the zone name, For example,
network ID 10 would create zone 10.in-addr. atpa, and network ID 10,0 would create
zone 0.10.in-addr. arpa.

" Reverse lookup zone name:

1.0.10.in-addr . arpa

For mare information on creating a reverse lookup zone, click Help.
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8. On the Dynamic Update page, select the option Allow only secure dynamic updates (recommend for
Active Directory) . Click Next .

MNew Zone Wizard [ x|

Dynamic Update Q
‘fou can specify that this DNS zone accepls secure, nonsecure, or no dynamic !
updates,

Dynamic updates enable DME client computers ko register and dynamically update their
resource records with 3 DMS server whenever changes occur,

Select the bype of dynamic updates yaou want ko allow:

" allow only secure dynamic updates (recommended For Ackive Direckory):
This option is awailable anky For Active Directary-integrated zones.

" allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepked from any client.,

& This option is & significant security wulnerability because updates can be
accepted From untrusted sources.

" Do not allow dynamic updates
Dwnamic updates of resource records are not accepted by this zone. You must update
these records manually.
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Figure 4

9. Click Finish in the Completing the New Zone Wizard page.
10. You will see anew areain the left pane of the DNS management interface.
= dnsmgmt - [DNS\DCReverse Lookup Zones] -0l x|
,Jg_' File  Action Mew Window Help | = |5’IE|
e= | BmHE[@ 8 HE
.ﬁq DMS | Reverse Lookup Zones 2 zonels)
=- = D hlarne I Twpe I Skatius I
E”:I Enrward L':'C'k’"? Zanes ur”i‘,] 10.0.0.x Subnet  Active Direckory...  Running
: g _mstdcs.msflrewall.nrg (8 10.0.1.% Subnet  Active Directary...  Running
| B msfirewall, org
EJI:I Reverse Lookup Zones
EI‘.:: 10.0.0.x Subnet
F-l2d 10.0.1.% Subnet
EI@ Event Viewer
|
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Now we are ready to create the Host (A) record. Use the procedure below to add Host (A) record to DNS:

=

A~ w

On the Domain controller, click Start , point to Administrative Tools, and click DNS.

In the DNS management interface, open the server, and then click the Forward L ookup Zones button.
Click the msfirewall.or g button .

Right-click the msfirewall.or g button and click the New Host command (A).

Inthe New Host dialog box, enter the name of the server in the Name (uses par ent domain name if
blank) section . In this example, we will enter the name of the branch office ISA Firewall, whichis
isa2006branch . The FQDN will appear in the Fully qualified domain name (FQDN) box. Enter the
internal 1P address of the branch office ISA Firewall in the | P address text box. In this example, the IP
address of the branch office ISA Firewall is10.0.1.1, so we'll enter that address into the text box. Click
Add Host .
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Figure 6

5. To openthe Add Host dialog box to allow you to enter more Host (A) entries. Enter the name and |P
address information for the entries noted in the list above for the internal ISA Firewall, aswell asthe
array.

After entering the records, click Cancel in the New Host dialog box.

Your list needsto look like the image below.

~No

= donsmgmt - [DNS DO Forward Lookup Zones| malirewallorg)

2 Be fton Yew wndw beo ST
e- 08 FRR R 8D
2.0 | mefwowalorg 16 record(s)
=@ [1ipe [oss |
=] Forsard Lookup Zones -
& G _mades.mefrewall.org ||
(g mefirewal.org |
- p 10.0.0.x Subnet
# i 10.0.1.% Subnat
& Ly Event Viewar

] (same as parent folder) Name Server (NS) die mafeowal.org.
8] (same as parent folder) Host (A) 10.0.0.2

Host (A) 10.0.1.1

Host (&) 10.0.0.3

Host (&) 10.0.0.2

Hozt (&) 10.0:1.1

Host (A) 10.0.0.1

Mot (A) 10.0.0.1

Figure7



8. Now we need to load these entries into the DNS database. This can be done by restarting the DNS server.
In the DNS console, right-click the server name and point to All Tasks, click Restart .

= dnsmgmt - [DNS\DC\Forward Lookup Zones\msfirewallorg] B =101 x|
(BOe acon Yow wedw b el
= | BOE XFRNE RISOH
2 ons | msfirowal.org 16 record(s)
" .‘_.’fr.gurﬁgnamﬁsmw... [ ype [ [
T Crests Defauk Application Directory Partitions ..
MNew Jonw..,
L Set AgingjScavenging for All Zones. ..
Scavenge Stals Resource Records
Update Server Data Filles
#{] Clesr Cache
Launch nslockup
— - i) Start of Authority (S0R)  [38). de.msfirewal.org., ho...
] Configure a DNS Server,.. bl.org.
Scavenge Stals Resource Records
Update Server Data Fles
Clpar Cache
Lgunch nelockup
Stop
Payse
Restart

[Contains operations that can be performed an the object. 1

Figure 8

To end the DNS configuration, we need to disable dynamic updates (at least temporarily). In the left pane of the
DNS interface, click the msfirewall.org entry in the Forward Lookup Zones button. Right-click the
msfirewall.or g button and click Properties.

In the Properties dialog box, click the General tab. On the General tab, select the None option from the
Dynamic updates drop-down list. Click OK . There is ho need to restart the DNS service for this option to take
effect. Minimum DNS interface window.



msfirewall.org Properties ] 7 x|

WS I Zone Transfers I Security
General I Start of futhority [SOA) I Marme Servers

..................................

Status: Running i Pauze

Type: Active Directory-lntegrated Change...

Feplication: &1 DMNS servers in the &ctive Directary domainn Change...

Crata iz shored in Active Directary.

Chyrnamic updates: MHone j

& Allowing nonzecure dunamic updates iz a significant security
vulnerability because updates can be accepted fram untrusted
ZOLICES.

To zet aging/scavenging properties, click Aging. Aging... |

k. Cancel Spply

Figure 9

Install CSS on a dedicated CSS machine

Now that the important step in DNS setup has been completed, we need to move on to the next step, which is the
step of installing CSS on a dedicated CSS computer. Although it is possible to install CSS on a Domain
controller or even on the ISA Firewall array itself, the best and safest configuration is to place the CSS on a
dedicated device.

Intheideal setting, CSSis placed on a dedicated security network, no other computers and no traffic are allowed
to access the CSS computer from any other network segment, using I1SA Firewall we can protect CSS before all
other machines. However, to simplify thingsin this series, we don't set things up that way.

Follow these steps to install CSS on a dedicated CSS computer:
1. Put the ISA 2006 CD into the computer. If the system does not automatically start the CD, double-click

the | SAAutorun.exe file to launch the autorun menu.
2. Inthe autorun menu, click on the Install | SA Server 2006 link.



3. Click Next inthe Welcometo the Installation Wizard page for Microsoft | SA Server 2006

4. Select the option | accept thetermsin the license agreement on the License Agreement page and click
Next .

5. Enter your customer information on the Customer Information page and click Next .
6. On the Setup Scenarios page, select the Install Configuration Storage Server option and click Next .

i Microsoft ISA Server 2006 - Installation Wizard
Setup Scenarios

Select the scenario that best describes this installation.

{" Install ISA Server services
The computer will be an IS4 Server array member running 158 Server services.

The computer will store the configuration used by ISA Server arravs, ISA Server array
computers will connect ko this server ko retrieve the confiquration,

{" Install both ISA Server services and Configuration Storage server

The computer will be an IS4 Server array member and used to stare the enterprise
configuration,

" Install ISA Server Management

The computer will be used to remotely manage the 154 Server enterprise,
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7. Click Next in the Component Selection page .

i%’" Microsoft ISA Server 2006 - Installation Wizard x|

Component Selection

The selected Features will be installed.

Click on an icon in the lisk ko views ar modify how a Feature is installed,

~Feature Description

Controls access and traffic
between netwarks,

IS4 Server Management
Caonfiquration Storage server

This feature requires 21 ME an
wour hard drive, It has0of 1
subfeatures selected, The
subfeatures require 0 KB on wour
hard drive.

Install bo:

Change, .,

Help Space < Back I Mext = I Cancel




Figure 11

8. Onthe Enterprise Installation Options page, select the option Create a new | SA Server enterprise.
This option allows you to create a new enterprise. In contrast, the Create areplica of the enterprise
configuration option allows you to copy an existing ISA Firewall enterprise, which can be used asa
backup CSS when the main CSS crashes. In this example, we need to create a new enterprise that will
have all our arrays. Click Next .

g% Microsoft ISA Server 2006 - Installation W'Izﬁfd ."_cl

Enterprise Installation Options

fre you creaking a new enterprise or replicating an existing enterprise configuration ko this
Configuration Storage server?

{* Create a new ISA Server enterprise;

Lse this option to create a new IS4 Server enterprise during installation. This
computer will become a Configuration Storage server that arrays can use,

(" Create a replica of the enterprise configuration

Lse this option to copy the enterprise configuration settings stored on a
Configuration Storage server to this computer. This option enbances fault tolerance
by providing a replica of the enterprise configuration. IS4 Server arrays can also
use this Configuration Storage server.
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9. Inthe New Enterprise War ning page, you will see value information in using an enterprise to manage all
arrays. Click Next .



i Microsoft ISA Server 2006 - Installation Wizard ) x|

New Enterprise Warning

This computer will be configured as a news Configuration Storage server,

For the most effective deplovment, we recommend that you create 5 single

& enterprise in your organization. Atrays are only managed through the
enterprise to which they belong. Creating mulkiple enterprises makes it difficult
to centrally manage all the array computers in wour organization.

If an enterprise is already defined on a different Configuration Storage server,
click 'Back’ and select the 'Create a replica of the enterprise configuration’
opkian,

1f this is the first Configuration Storage server in your arganization, click Text!
b conkinue,

| Cancel |
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10. Inthe Create New Enter prise page, enter a name for the new |SA Firewall enterprise in the Enterprise
name name box. In this example, we will use the name Enterprise. You can enter a description for this
ISA Firewall enterprisein the Description box. Click Next .

i%’" Microsoft ISA Server 2006 - Installation Wizard ) x|

Create New Enterprise

This computer will be configured as a Configuration Storage server For the new

enkerprise,
Eriterprise name: |Enterprise
Description: First IS4 Firewall Enkerprise

' Cancel |

< Back

Figure 14



11. Inthe Enterprise Deployment Environment dialog box, you need to choose between two deployment
options on the same domain or in the same workgroup. Best for security issues |SA Firewall aswell as
easy configuration you should choose to be part of the same domain. So welll do it with the best option.

Since we will deploy a secure configuration, I1SA Firewall and CSS members are part of the same
domain, so choose the option | am deploying in a singledomain or in trust domains. Click Next

i Microsoft ISA Server 2006 - Installation Wizard x|

Enterprise Deployment Environment

Are your 154 Server enterprise computers deploved in a single domain or across krusted
daomains?

¢ 1 am deploving in a single domain or in domains with trust relationships:

Select this option if all wour 158 Server computers and Configuration Storage servers are
in the same domain or in domains with trust relationships.

" I am deplaying in & workgroup of in domains without trust relationships

Select this option if your 154 Server computers and Configuration Storage servers reside in
aworkgroup or across domains that do nok have trust relationships. I you seleck this
option, & server certificate must be installed on this computer,

Server cetbificate: | Brawse: |

Certificate passiword: I

o
I\i) This setting may be modified after Setup, For details, see the Installation Guide.
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12. Onthe Ready to Install the Program page, click Next.



i Microsoft ISA Seryer 2006 - Installation Wizard x|

Ready to Install the Program

The wizard is ready to beain installation,

Click Install to beqin the installation,

IF wou wank ko review or change any of wour installation settings, click Back. Click Cancel ko
exit the wizard.

< Back Cancel
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13. The progress bar will show the status of the installation and what actions the installer is performing at a
certain time.
i Microsoft ISA Server 2006 - Installation Wizard o ] |
Installing Microsoft ISA Server 2006
The program features wou selected are being installed.
=] Please wait while the Installation Wizard installs Microsoft IS4 Server 2006 .

This may take several minutes.

Skatus:

|Updating component registration

Mo

= Back flexk =

Figure 17

14. Onthelnstallation Wizard page, click the Invoke | SA Server Management entry when the wizard
closesand click Finish .



B Microsoft Internet Security and Acceleration Server 2006 _5[

Installation Wizard Completed

Micrasoft
IntemetSecurity & The Installation Wizard completed successfully.

Acceleration Server 2006

[+ revoke 158 Server Management when the wizard closes!

Click Finish to exit the wizard,

Figure 18

Create arrays and configure Enter prise Management Station

Now we are ready to create arrays for the main and branch offices. The primary array is a set of ISA Firewalls
that act as logical firewalls, all of which have the same policy and configuration. An ISA Firewall array can
consist of 1 to 32 servers. At least one interface on each ISA Firewall array member must be on the same
network ID as all other members of the ISA Firewall array in the same ISA Firewall array, thisinterface is used
for internal array communication. In fact, this means that you cannot extend arrays for entire WAN links or site
to site VPNSs, since al interfaces in the remote office will be on a different network 1D than the network ID at
main office.

In the example used in this series, we will have two arrays: the main office array named Main and the array for
the branch office named Branch . We can completely create multiple main office arrays and multiple branch
office arrays and each array can contain up to 32 members. In practice, however, branch offices typically contain
typical array members, while large offices and large branch offices can accommodate 2 to 32 member servers.

One of the biggest advantages in using multiple array members is that CARP and NLB network load balancing
mechanisms allow you to achieve flux efficiency equal to the total number of array members over the time that
link speed has. available for each array member.

For example, with dynamic data inspection, a typically configured 1SA Firewall can pass through traffic at
approximately 1.5Gbps. If you have a main office array containing 5 array members, the array throughput will
be 7.5Gbps. Calculate the cost of a hardware firewall with 7.5Gbps throughput and compare it to the cost of a 5-
member array.

Y ou will be impressed by the cost savings as well as the ability to replace components at affordable prices.



Let's go back to the ISA Firewall console. After clicking Finish on the last page of the installation wizard, the
ISA Firewall interface will open as a secure website. Follow these steps to add CSS to Enterprise Remote
Management stationsin enterprise policy:

1. Read the page Protect the I SA Server Computer and then close it.
2. Inthe ISA Firewall console, open the Enter prise button, and then open the Enter prise Policies node.
Click the Default Policy button .

i_:] Microsaft Internet Security and Accele
L. L_;I Enterprlse
I_] t ,5 Enterprlse F'I:I|II:IES

-.+d Enterprise Add-ins

*E Arrays

Figure 19

3. Click the Toolbox tab in the Task Pane. Click the Network Objectstitle. Click the Computer Setsfolder,
and then double-click the Enter prise Remote M anagement entry.
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Protocols
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Content Types

Schedules
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Network Dbjects
Mew = Edik.., Deleke

| Enterprise Metworks
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L3 —ompukers
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JL Arnywhere
:r:ﬁ Enterprise Remokte Manager
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4. Inthe Enterprise Remote M anagement Computers Properties dialog box , click the Add button and
click the Computer entry.



Enterprise Remote Management Computers Propertie: 2 x|

General |

;"ﬁ Blame: Enterprise Remote Management Computers

Computers, address ranges and subnets included in this computer

sek:
Mame | IF Addresses
d Edit... Delete
Compuker
Descriptioy  &Adress Range computer set of Computers allowed
{optional):  Subnet manage all IS4 Server computers

fin Ehe enterprise,

SCope: Enterprise

2K Zancel apply
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5. Inthe New Computer Rule Element dialog box, enter a name for the CSS machine, which also actsas a
remote management station. We will name this computer CSS and enter its name in the Name box. In the
Computer |P Address box, enter the IP address of the CSS machine. In our example, the IP addressis
10.0.0.3 . Enter the description for that machine in the Description (optional) box. Click OK in the New

Computer Rule Element box.



Enterprise Remote Management Compute ﬂﬂ

New Computer Rule Element 2| x|
 Mame:
% | css

Zomputer IP Address:
| o, o ., o0 . 3 Browse, .,

Description (optional):

1255 and Management Skation

Cancel |

Description Predefined camputer set of Computers allowed
{optianal): ko remotely manage all ISA Server computers
in the enterprise.

SCope: Enterprise

2K | Zancel | apply
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6. Click OK inthe Enterprise Remote M anagement Computers Propertiesbox .
7. Click Apply to save the changes and upgrade the firewall policy. Click OK inthe Apply New
Configuration box.

Now we need to create arrays. There will be two arrays in this scenario: a main office array and a branch office
array. Both arrays will be managed in the same ISA Firewall enterprise and can use centralized enterprise
policies. Follow the steps below to create the Main array:

1. Intheleft pane of the ISA Firewall console, right-click the Arrays node. Click the New Array command .
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Mew Array. ..
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2. Inthe Welcome to the New Array Wizard box , enter aname for the array in the Array name box. In
this example, we will namethe array Main . Click Next .

New Array Wizard x|

Welcome to the New Array
Microsoft wizard
Internet Security &
Acceleration Server 2006
This wizard helps pou create a new array and set array
policy settings.

IMaln

To continue, click Mext.

< Back

Cancel |




Figure 24

3. Inthe Array DNS Name box, enter a FQDN to distinguish the array name. Thisis very useful when you
use NLB or client side CARP to load balance. In this example, we will use the name main.msfirewall.org
to resolve the IP address of the internal interface of the main office ISA Firewall office. If NLB is enabled,
this name will resolve to an internal VIP, and if using client side CARP, we will have Host (A) records for
this name and use DNS round robin for distribution. Initial connection to receive information. Click Next .

Mew Array Wizard N x|

Array DNS Name
Type the Domain Mame System [DMNS] name of the aray.

Type the DMS name used by Firewall clients and 'Web clients when connecting to this |54
Server aray.

apray's DNS hanne: Imain.msfirewall.org

Cancel |

< Back
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4. Onthe Assign Enterprise Policy page, select the default option, Default Policy . We will then examine
how to use enterprise policies that apply to all arrays managed by the same | SA Firewall enterprise. Click

Next .



New Array Wizard x|

Aszsign Enterprise Policy
Specify which enterprize policy to apply ta thiz array.

Apply thiz enterprise policy to the new anay:

Diefault Policy

Hate that the "'Default Policy"! includes the built-in "Deny Al enterprise rule
only. Bulez for thiz policy should be defined in the Armray Firewall Policy.

£ Back I Mest > I Cancel
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5. Onthe Array Policy Rule Types page, you can centrally control some types of rules that are configured
by array administrators. Leave the default 'Deny' Access Rules, 'Allow' Access Rules and Publishing
rules (Deny and Allow) enabled and click Next .

Mew Array Wizard x|

Array Policy Rule Types

Usze thiz page to zpecify the types of array firewall policy rules that can be created
for thiz array.

Select the tupes of array firewall policy rules that can be created for this array:

W UAllow” access ules

v Publishing rules [Deny and Allow)

< Back I et » I Cancel
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6. Click Finish on the Completing the New Array Wizard page.



)
Completing the New Array

Microsoft Wizard
Internet Securi
Acceleration Se You have successfully completed the New Array \Wizard.
The new array will have the following configuration:
Marme: -
I ain

Array DMNS name:

i rnait. msfiresallorg
Enterprige policy:

Default Policy
Allowed rule types:

-
| | »

To cloge this wizard, click Finish.

£ Back I Finigh I Cancel
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7. The process bar Creating a new array appears when the array is created.

B
Completing the New Array
Microsoft Wizard

lntemetSea.n‘itKgr
Acceleration Se 2006  v'ou have successfully completed the Mew drray Wizard.

The new aray will have the following configuration:

i Create New Array

Creating the new anay. . ok |
]

(11}

To cloge thiz wizard, click Finish.

¢ Back Finizh Cancel
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8. Click OK after The new array was successfully created .



New Array Wizard x|

. Completing the New Array
Microsofr : Wizard
Internet Securi
leration Se You have successfully completed the Mew Aray Wizard,

The new array will have the fallowing configuration:

Create New Array

| The new aray was succezsfully created. oK. |
EERERERENERRRNRRREERREEREEN

(1]

To cloge this wizard, click Finizh,

< Back Firish Cancel
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9. Click Apply to save the changes and upgrade the firewall policy. Click OK in the Apply New
Configuration box.

Let's create the branch office array:

1. Right-click on the Arrays button and click New Array .



L Microsaft Internet Security and Accele

Refresh

Mew Array. ..

Help

Figure 31

2. Enter Branch in the Array name box. Click Next .

MNew Array Wizard

Welcome to the New Array

Microsoft i
Internet Secunity & Wizard

Acceleration Se

Thiz wizard helps pou create a new array and zet array
policy settings.

Cancel |

Figure 32




3. Enter branch.msfirewall.org in the Array's DNS name box. This name will resolve to an |P address
within the branch office ISA Firewall. Click Next .

New Array Wizard ) |

Array DNS Name
Type the Domain Mame System [DNS) name of the aray.

Type the DMNS name uzed by Firewall clientz and 'Web clientz when connecting to thiz 154
Server arran.

Array's DMS name: branch. mafirewall.arg

£ Back

Cancel |

Figure 33

4. Accept the Default Policy entry on the Assign Enter prise Policy page and click Next .

Mew Array Wizard i x|

Aszszign Enterprise Policy
Specify which enterprize policy ta apply ta thiz array.

Applythiz enterprize policy ta the new array:

Crefault Policy

Hate that the "'Cefault Policy' includes the built-in "'Deny Al enterprise nule
only. Rules for thiz policy should be defined in the Aray Firewall Policy.

< Back I et » I Cancel

Figure3* 4



5. Accept the default settings on the Array Policy Rule Types page and click Next .

Mew Array Wizard i} |

Array Policy Rule Types

Uze thiz page to zpecify the types of array firewall policy miles that can be created
far thiz array.

Select the wpes of aray firewall policy rules that can be created for this arayw:

W Uallow” access ules

v Publizhing rles [Deny and &llaw)

< Back I Mext » I Cancel

Figure 35

6. Click Finish on the Completing the New Array Wizard page.

New Array Wizard B x|

Completing the New Array
Microsoft Wizard

Acceleration Se 2006 “rou have successfully completed the New Amay Wizard,
The new array will have the following configuration;

Marme: -
Branch

Array DMNS name:
branch. msfirewall.org

Enterprize policy:
Default Policy

Allowed rule tupes:

-
| | »

To cloge this wizard, click Finish.

< Back I Finish I Cancel

Figure 36




7. The status bar indicates the progress of the new array creation process.

x
5 Completing the New Array

Microsoft s Wizard

lntemetS‘ecunl:F&

Acceleration Se 2006  v'ou have successfully completed the Mew drray Wizard.

The new aray will have the following configuration:

i Create New Array

Creating the new array... [k |
[ [ ]]

w W

To cloge thiz wizard, click Finish.

¢ Back Finizh Cancel

Figure Figure 37

8. Click OK when you see The new array was successfully created .

zl
, Completing the New Array
Micrasoft Wizard
Internet Securi
leration Se 2006 ou have successfully completed the Mew Aray Wizard.
The new array will have the fallowing configuration:

li Create New Array

The new aray was succezsfully created. oK |
EERERERENERRRNRRREERREEREEN

- I

(1]

To cloge this wizard, click Finizh,

< Back Finizh Cancel

Figure 38




9. Click Apply to save the changes and update the firewall policy. Click OK inthe Apply New
Configuration box.

One last thing needs to be done before the end. Click on the link above in the middle pane that relates to the
customer experience improvement program. Y ou will be taken to the Customer Feedback box. Y ou should join
this program because it will help the ISA Firewall product group understand how you use the ISA Firewall and
how to respond to problems that you may encounter with the ISA Firewall. What information will be sent to
Microsoft and the end result will make a ISA Firewall product more stable and secure for you and anyone who
usesthe ISA Firewall.

Il Customer Feedback N .EI

‘e invite you ko join our Customer Experience Improvement Program to help improve the quality,
reliability and performance of Microsoft saftware and services,

If wou accept, we'll collect anonymous information about your hardware configuration and how vou
use our software and services, to identify brends and usage patkerns, e will not colleck vour name,
address, or any ather personally identifiable information,

IF wou accepk, the 134 Server policy on all arravs will be modified to enable Web Procey client access
on the Local Host netwark,

You can change wour participation choice after this dialog box closes, To change yvour choice,
right-click on Enterprise or on any array name, and then click Properties, then on the Customer
Feedback tab, select wour choice,

Learn more sbout the Customer Experience Improverent Program

= ;’;ﬁes, I am willing to participate anonymously in the Customer Experience Improwvement Program
Jrecommendad).
Information will be collected from all the arrays in this enkerprise.

£ Mo, I don' wish to participate.

QK I Cancel

Figure 39
Conclude

In this section, we have configured the DNS server with Host (A) record to support the solution. After
configuring DNS, we installed CSS on a dedicated CSS machine and configured the main office and branch
offices. In the next part of this series, we will show you how to create an answer file and then use it for creating a
siteto site VPN connection, then join the branch office ISA Firewall to the domain and CSS main office.

Y ou finished reading the article "Create Siteto Site VNP with the | SA 2006 Firewall Branch Office
Connection Wizard - Part 2" edited by the TipsM ake team. We hope this article has provided you with many
useful tech tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for
following us regularly.
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