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Create P2P programson the network using a
broadband router

If you have built a network using a broadband router, this router will automatically prevent any peer-to-peer file
sharing program (eMule, Shareaza, ...) from working on your network: it will probably show up. display
‘firewalled' or 'low ID'. Asaresult

If you have built a network using a broadband router, thisrouter will automatically prevent any peer-to-
peer file sharing program (eMule, Shareaza, .) from working on your network: it will probably show up.
display 'firewalled' or 'low ID'. As a result, you will suffer from a lower transfer rate and also cannot
initiate file downloads since users are also 'firewalled'. In this tutorial we will show you how to configure
therouter to allow peer-to-peer file sharing programsto work.

The reason for this is because peer-to-peer (P2P) programs use non-standard ports to work. Because broadband
routers work as a firewall, they block all connections that use non-standard ports. Therefore in theory it will be a
problem of opening ports so that P2P programs can use the broadband router control panel to solve this problem.
However this is not simple. Usually by simply opening the ports on the firewall program, you can access the
server on the Internet with those ports, but it does not allow other computers on the Internet to access it. your
computer. In other words, when the firewall allows outgoing connections (outgoing), it still works normally and
blocks incoming connections. Note that when using P2P programs, your computer will work as a server,
distribute files (and incompl ete file sections) to other users.

In this tutorial we will use eMule as an example. The basic idea shown in this tutoria is the same for other
programs; The only other thing is the exact location of the parts to be changed on the program. You will be able
to apply this guide to other programs quickly.

Let'sfirst take alook at the problem. After downloading and installing eMule on your computer, click * Connect
', then you will get ' low ID ' status, as shown in Figure 1 (follow the red arrow). (For security reasons, we have
deleted the | P address on this screen).
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Figure 1: Low ID status with eMule

To check your connection, go to Options > Connection and click on Test Ports. Thiswill check the connection
to check if everyone on the Internet can access the files on your computer. Due to the low 1D problem, the result
will be no different than the figure shown in Figure 2.
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Figure 2: Test connection failed

The goal in thistutorial isto get your computer to pass this test, thus obtaining ahigh ID statusin eMule.

The first thing we should do is reconfigure eMule to use another set of TCP / IP ports. In the eMule version of



the article, it is using ports 19034 for TCP protocol and 17157 for UDP protocol. Y ou need to change it to 4660
for TCP protocol and 4670 for UDP protocol. This is done in Options > Connection . In Figure 3, you can see
how the eMule has been configured and in Figure 4 eMule has been properly configured. Don't forget to click '
Apply ' after changing this configuration. Exit eMule.
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Figure 3: TheeMule portsarein use
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Figure 4: eMule has been properly configured

If you use another P2P program, you should go to its configuration menu and change the default TCP and UDP
ports to the suggested numbers in the article for the purpose of making it easier to follow instructions. this.

Now we need to configure the internal firewall of Windows XP.

Configure Windows XP firewall

Windows XP SP2 has an internal firewall that can block P2P connections (if you don't have SP2 installed,
Windows Firewall is not available). Therefore, we have to configure Windows XP to open the used ports. If you
have another firewall program installed such as ZoneAlarm or Norton Personal Firewall, you need to create a
procedure on your firewall program. After running the P2P program for the first time, you can unlock it on
Windows Firewall (by clicking Unblock on the screen shown in Figure 5 below) but all that is not enough.



&2 Windows Security Alert

To help protect your computer, Windows Firewall has blocked
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Do you want to keep blocking thiz program?
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Figure 5: Windows asks if you want to unlock the P2P program when you first run it

Open Control Panel > Windows Firewall and click on the Exceptions tab. Y our P2P program will probably be

listed here (as shown in Figure 6), eMule has been listed. If not, click Add program and select your P2P
program.



% Windows Firewall
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Figure 6: Configuring Windows firewall

Even if your P2P program is listed in the Windows Firewall Exceptions tab, you still have to click Add port .
Then name this rule (eg 'eMule TCP Port'), add the TCP port number that eMule uses (4660), select' TCP ' and
click OK (see Figure 7).



P

Add a Port

lJze theze zettings to open a part through windows Firewall. Tao find the paort
humber and protocol, conzult the documentation far the program or zervice youl
want ko uze.

Mame: | etule TCP Port

Fort number; | 4660

@®1ICP O uDP

Whhat are the nzks of opening a port?

LChange zcope. .. ] ] 4 ] [ Cancel

Figure 7: Adding the TCP port used by eMule.

Click again on Add port , name this rule (eg 'eMule UDP Port’), add the UDP port number used by eMule
(4670), select ' UDP " and click OK (see Figure 8).
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Figure 8: Adding UDP port used by eMule

New rules will now be listed in the Windows Firewall Exceptions tab, see Figure 9.
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Figure 9: Exceptions of Windows Firewall

Now click the Advanced tab. The screen shown in Figure 10 will be turned on. Click the first Settings button in
the" Network Connection Settings" field.



& Windows Firewall
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Figure 10: Windows Firewall

As you can see in Figure 11, there will be no configuration for your P2P program, so we need to add two
configurations here, one for each protocol (TCP and UDP).
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Figure 11: Advanced settings of the firewall

Click Add , then enter a name for this configuration (such as eMule TCP Port '), the computer name or the IP
address of the computer you are using, TCP port number (4660) in both' External Port number 'and' Internet port
number ', click TCP and click OK . In this case, we used the computer name ' Gabe .

If you don't know your computer's name, go to Control Panel > System > select the Computer Name tab. It
will show your computer name here. If you prefer to use your computer's IP address and don't know it, click
Start > Run > Cmd then type | pconfig and press Enter . This command will list the | P address of the computer
you are using. We know that your computer's | P address may change but will configure the router to assign the
same | P address below, so you don't worry about this problem.
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Figure 12: Adding the used TCP port

Now repeat the process for the UDP port: click Add , then enter a name for this configuration (such as 'eMule
UDP Port'), the computer name or the | P address of the computer you are using, the port number UDP (4670) in
both the 'External Port number' and 'Internet port number' fields, accumulate UDP and click OK .
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Figure 13: Adding UDP port has been used

Now you will see both selected configurations on the ' Windows Firewall advanced settings ' tab, see Figure 14.
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Figure 14: Configurations using eMule are currently in user mode

Click OK and now you have configured Windows Firewall
The next step is to configure the router.
Configuretherouter

The name options for your router configuration will vary depending on the type of router and its model. In the
examples of the lesson, we use D-Link DI-524 router.

The first thing you need to do here is go to the router's control panel. If you don't know how to read it, read our
guide on setting up a network using a broadband router.

Here you need to find an option called 'Virtual Server' or similar. In this router, this option is the first option in
the' Advanced ' section, see Figure 15.
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Figure 15: Virtual server options

Here you need to select 'Enable’, name this configuration (eg 'eMule TCP Port’), enter the IP address of your
computer (or the computer running the P2P program), integrate TCP, enter on TCP port number (4660) in both
'Private Port' and 'Public Port' fields (these fields also have the name 'Internal Port' and 'Externa Port'
respectively), select Always and click Apply . If you don't know your computer's IP address, click Start > Run
> Cmd then type I pconfig, press Enter . This command will list the IP address that your computer is using.

0 5 Vst i EE
Ele Ede  Yew Fgvorbes Jook el ar
Qut - O WA G P Forom= @ 3-S5 FL) 2

] repejrez Les 1) | B
Google Cir |Googh B v f cocmaise Beabioded  GF Ched vy Autolink > | Senditow 1) Settings =

AirPius G
802.11g/2.4GHz Wireless Router

[ Home POV Tooks  Status Help

Di-524 | el Sareer
Virtyal S4evr (5 USRT 10 Fllow INBMSt USEFs SC0eRs 10 LAN femites
e
— & P
@ Enatlad O Disabied
hame e TOP Part
Private IF 192,168,119

Profocol Type ee (]

Privale Port e
Fitter Puic Pard 50
Schadule ) Awavs
Flrawall O From  Time |00 [} 00 [sefro[20 [x}{00 (]

{ili

day |5 [ To[Sen (]

— @ 0 O

ETTER Apply Cancel Help
- Hame Prbvate I Pmtocol Schedule
Virkusl Server FTP 0000 TCR AT abwars £y |
Virkasl Sorver HTTP 0000 TCPBOIED  abwars £] ] =
Blowa " © e

Figure 16: Open the TCP port used by eMule



Repeat the above process with UDP port: select ' Enable’, name this configuration (eg 'eMule UDP Port’), enter
the IP address of your computer (or the computer running the P2P program) , accumulate UDP, enter UDP port
number (4670) in both 'Private Port' and 'Public Port' fields (these fields aso have the names of ‘Internal Port'
and 'External Port' respectively), select Always and Click Apply .
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Figure 17: Open the UDP port used by eMule

Now you will see here two new rules that have been added and activated in the Virtual Server section of the
router, see Figure 18.
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Figure 18: The eMule TCP and UDP ports have been opened on your router



Now you need to make the router always assign the same IP address to the computer, otherwise the

configuration will stop working if your router assigns another |P address at the next moment when it is turned
on.

Y ou need to find the DHCP configuration in your router control panel. In the router of this article, it is located at
Home > DHCP . Here you can find a configuration called ' Static DHCP '.
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Figure 19: DHCP configuration

Configuring your router's router always assigns the same |P address very easily. In the list box named ' DHCP
Client ' thereisalist of al computers connected to the router. So it's easy to select the computer on that list (the
computer is caled 'Gabe'), click ' Clone', select Enable and then click Apply .



BT 0-Link DI-524 Wb Canfigunation - M 10501t Inter et Explarer =5 x|

Ele Ede  Wew Fgeorkes Josk  Help L
Qe - Q- [2] B @ P Yyroen= @ 2 B 2

ress | ] MRz L L 1] '.‘5’
Google G |Goog® B v ff codmaisr Bhoabioded  UF e v % Autolink v | AutoFl [w Sendtow () settings

AirPilus G
802.11g/2.4GHz Wireless Router

LT U Advanced | Tools Status Help

The D524 can be setup A5 & DHCP Servar o distioute IP addreses 5 e LAN network

Di-524 1

DHCP Banver Eenstiza O Disablad
Starting (P Address 19215681100
r
Ending IF Address 1921681 1%
Lease Time 1 wemn |
[—— statie DH
Lot 1880 DHCP b5 U560 00 llow DHOP 589710 SE560 5.5m8 IP 10 SRBCIAL MAC 5000855,
LAN & Enabled O Disatied
Hame (™
BHEP P Address 1921681 19
: 3 MACAMmSS 08 00 (a6 LcE LF LB
DHGP Client | B00-45-CE.0F £D - 1821681 191 (tiae) | [Cioms
Apply Cancel Help
v
£ O lraeert

Figure 20: Configuring the router to always assign the same I P address to your computer

With this configuration, your computer will always have the same |P address, so we will not lose the previous
configuration.

Now it's time to check if everything is configured correctly. You enter the P2P program, click Connect and will
get the status of 'open’ or high ID (instead of 'firewalled'), at the red arrow in Figure 21. In eMule, we can re-run
itsinternal test ( Option > Connection > Test Port ) to seeif your configuration is done, see Figure 22.
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Figure 21: High ID status with eMule
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Figure 22: Connection test successful

Y ou finished reading the article "Create P2P programs on the network using a broadband router” edited by
the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search
for similar articles on tips and guides. Thank you for reading and for following us regularly.
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