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Create graphical reportsfor Exchange 2007 - Part 1

In this series we will show you how to create eye-catching graphical reports from software for Exchange Server.

Network Management - In this series we will show you how to create eye-catching graphical reports from
softwar e for Exchange Server.

Introduce

One of the most common requirements from all correspondent administrators around the world is the ability to
create comprehensive reports for the environment they manage. If a picture is worth thousands of words then
people can easily understand the need to convert thousands of log files that an Exchange server can create into
something human-friendly.

Since Exchange Server 2007 (and all previous versions) is unable to create rich graphical reports, there are afew
companies that have filled this gap by building reporting software. for Microsoft Exchange.

With Microsoft, the software giant's 2005 release, SQL Server 2000 Report Pack for Microsoft Exchange, is a
separate version of Exchange Reporter, a commercia software developed by the company and called SSW. In
fact, very few people have used SQL Server 2000 Report Pack for Microsoft Exchange because the requirements
of SQL Server and SQL Server Reporting Services are quite high.

Microsoft has taken quite an interesting move with another method. Microsoft Operations Manager (MOM)
2005 with Exchange Server Management Pack has many powerful report generation features. However,
Exchange Server Management Pack for the next version of Microsoft management software, System Center
Operations Manager (SCOM) 2007 has lost some previous reports still available. However, Microsoft Exchange
Server 2007 Management Pack for the latest System Center Operations Manager 2007 R2 provides more than 30
specific reports for Exchange Server 2007 to test availability and performance.

When we decided to introduce this tutorial, we never had the idea of ??2using commercia software, or using the
reporting features of system management software but instead we wanted to provide gives you the ability to
graphically report to Exchange Server, using a simple and free tool, some from Microsoft, and others devel oped
by Microsoft MV P and some individuals all over the world gender.

All arein thelog files

Above | have explained that Exchange Server does not have native graphic reporting features, but this does not
mean that it cannot generate the information you need (even more). All areinlog files!

What kind of information log files are there in the regular Exchange Server organization? Table 1 below lists the
most common records. Note that these logs can be spread across all Exchange servers, because all Exchange
roles cannot be located on the same machine.
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Record

Default path

Protocol Logs (SMTP Send)

Exchange ServerTransportRolesL ogsProtocol L ogSmtpSend
Protocol Logs (SMTP Receive)

Exchange ServerTransportRolesL ogsProtocol L ogSmtpReceive
Agent Logs

Exchange ServerTransportRolesL ogsAgentLog

1S Logs

[Windows 2003] WindowsSystem32L ogFilesw3SVC1
[Windows 2008] InetpubL ogsL ogFilesW3SVC1

Message Tracking Logs

Exchange ServerTransportRol esL. ogsM essageT racking
POP3/IMAP Logs

Exchange ServerClientA ccessPopl map

Connectivity Logs

Exchange ServerTransportRolesL ogsConnectivity
Pipeline Tracing Logs

Exchange ServerTransport RolesL ogsPipelineTracing
Routing Table Logs

Exchange ServerTransportRolesL ogsRouting

MRM Logs

Exchange ServerL oggingM anaged Folder Assistant
Table 1: Genera log filesin Exchange

The next step is to properly configure the logging, since not al records are enabled by default and one of them
needs some adjustments to the calendar data we want to keep.

In this section, we will only use 5 log files from the table above. In these 5 records, there are two records that are
not enabled by default: protocol logs: SMTP Send and SMTP Receive. The SMTP transmission logging level is



controlled at the Exchange connector level.

To create useful Exchange graphics reports, we assume that the protocol logs from servers on the network
boundary are very important, because they register SMTP transaction sessions from incoming or outgoing mail.
your organization. In case you deployed the Edge transport server, these logs can be configured from the internal
Hub Transport server (if you modify the connector properties from the Edge server, you will get an error like
shown in Figure 1).

Microsoft Exchange Error | x|
6-' The tallowing errar(z] occurred while zaving changes:
|
) set-sendoonnector zfg Fails S
Emor:

Thiz tazk may not be run on an Edge Transpart zerver that iz subscrbed to an
Active Directony zite. Y'ou must perform thiz operation on a Hub Transport
zerver in the subzoribed Active Directory zite. The changes will be replicated to
the Edge Tranzport zerver when sunchronization nest ocours.

Select Chl+C to copy the contents of this dialog.

Figure 1: Error while changing the level when on the Edge server

To enable SMTP Protocol Logs of EdgeSync Send Connectors, open the Exchange Management Console, open
Organization Configuration , select Hub Transport, then on the right pane, click the Send Connectors tab.
Right-click on the two connectors and select Properties (Figure 2).

On the EdgeSync Connector Properties window, change the Protocol logging level to Verbose (Figure 3).
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Figure 2: Configuring EdgeSync Send Connector

EdgeSync - Default-First-Site-Mame to Internet Properties

General | Addreszs Space I Fetwork, I Source Server

Eu-;’ IEdgeS_l,lnu: - Default-First-Site-M ame to [nternet

Connector status:  Enabled

kaodified: Saturday, June 20, 2009 5:26:17 PM

Protocol logging lesel:

Specify the FODM this connector will provide in responze to HELO or EHLD:

[E xample:mail. contozo, com]

¥ Mawimum message size [(KB]: I'I 0240

QK. I Cancel Apply Help

Figure 3: EdgeSync Send Connector properties



If you prefer to use PowerShell, run the following command (for both connectors) to set the write level to
Verbose (Figure 4):

Set-SendConnector "EdgeSync - Inbound to Default-First-Ste-Name" -Protocol LoggingLevel Verbose

Figure 4. Change the write level with PowerShell

After enabling SMTP Transport Logs, we must define the amount of historical data to keep. Exchange Server
allows usto control the maximum log file size, maximum directory size and maximum log file life using the Set-
TransportServer command in PowerShell.

The SendProtocolLogMaxDirectorySze and ReceiveProtocolLogMaxDirectorySze parameters specify the
maximum size of the Send folder and the Receive Connector Protocol Log. When the maximum folder size is
reached, the server will delete the oldest log files. The minimum value is IMB, the default value is set to
250MB.

Since the default size of 250MB is not enough, let's change the maximum size of the Send Connector folder to
2GB and the Receive connector to 4GB using the Exchange Management Shell command:

Set-TransportServer -l dentity E2K7EDGE -SendProtocol LogMaxDirectorySze 2048MB -
ReceiveProtocol LogMaxDirectoryS ze 4096MB

Now that we are ready for our records, thisisthe timeto start analyzing them.

Be aware that, depending on the quality of the data you are analyzing, parsing and processing the logs may take
place quickly or slowly.

Parsing logs

Log Parser log parser is a powerful tool, which alows you to query text data such as log files, XML files, CSV
files as well as the main data source on the operating system. Windows, Event Log, Registry, file system or even
Active Directory. In addition to providing parsing information, Log Parser also results in queries in custom
format at the output, such as data datagrid grid, or can be converted into visual charts. .

Log Parser does not need to be installed on Exchange Server, al you need to do is ensure access for Exchange
log directories.

Follow the instructions below to install Microsoft Log Parser:
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Download and install Microsoft Logparser 2.2.

2. Download and install Office 2003 Add-in: Office Web Components. This is the necessary operation to
provide graphical featuresfor Log Parser.

3. Download and install Microsoft Office 2003 Web Components Service Pack 1 (SP1) for the 2007

Microsoft Office System.

Log Parser has afairly complete help file (Figure 5), by default located at C: Program Files (x86) Log Parser 2.2,
you should read this help carefully. There are also a few examples provided at C: Program Files (x86) Log
Parser 2.2Samples for your reference.

{fﬁ’ Log Parser Help [ = | = —*35-11
R

Hide : Hom_e Prirt gptinns

Contents ]ﬁearc:h ] Favortes 1

Log Parser

ERE] Los Pacer -
What's New in Log Parser 2.2 Log parser is a powerful, versatile tool
@ Conceptual Overview that provides universal query access ta
@ Witing a Query text-based data such as log files, XML
@ Advanced Features files and CSV files, as well as key data
@ Log Parser COM APl Overview sources on the Windows® operating
(2] Security Considerations system such as the Event Log, the
E Frequenthy Asked Questions Reqistry, the file system, and
@ Reference Active Directory®.

You tell Log Parser what information you
need and how you want it processed.
The results of your guery can be custom-
formatted in text based output, or they
can be persisted to more specialty
targets like SQL, SYSLOG, or a chart.
The world is your database with Log
Parser.

Most software is designed to accomplish
a limited number of specific tasks. Log -
i T g b

Figure 5: Log Parser file

In the following sections, we will show you some examples of Log Parser gqueries used to create the desired
visual reports. These queries can be run directly from the command line or you can create batch files different
from each query (should be done).

L og Parser usage reportswith Agent logs

If you are using Exchange Server's anti-spam agents, there are a few reports we can get by analyzing the Agent
logs. These logs are on the Exchange Edge server, if you are using it, or in an Exchange Hub server, in case it
has enabled anti-spam agents and is running.

To get the idea of ??mail coming into your organization, we can start by organizing the number of messages
according to their Spam Confidence Level (SCL) and displaying them in adatagrid format.

Thisisthe order to create that datagrid (Figure 6):



"C: Program Files (x86) Log Parser 2.2logparser.exe” "SELECT ReasonData, count (*) AS hits FROM C:
Progra ~ 1MicrosoftExchan ~ 1TransportRolesLogsAgentLogAGENT * .log WHERE ReasonData > NULL
GROUP BY ReasonData ORDER BY DESC hits" - i: CSV -nSkipLines: 4 -o: DATAGRID -dtlines: 800 -rtp: -1

ReasonData

not available: policy is disabled.
not available: content fitering was bypassed.

Figure 6: Agent reason spread (Datagrid)

If you like a chart for previous results, it is easy to do. By using the parameter -chartType: PieExplode3D in the
command below, we will get avisual diagram as shown in Figure 7.

"C: Program Files (x86) Log Parser 2.2logparser.exe” "SELECT CASE TO_INT (ReasonData) WHEN NULL
THEN 0 ELSE TO_INT (ReasonData) END AS ReasonData2, count (*) AS hits INTO agentreasonspread.gif
from C: Progra ~ 1MicrosoftExchan ~ 1TransportRolesL ogsAgentLogAGENT * .log GROUP BY ReasonData2
ORDER BY DESC hits "-i: CSV -nSkipLines: 4 -0: CHART -chartType: PieExploded3D -chartTitle:" Agent
Reason Spread "-e 200 -dtlines: 600
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Figure 7: Agent reason spread

Although SCL changes from 1 to 9, but you will see that there is athin dlice of the previous chart with avalue of
0. The value O represents all disabled policies and content filtering functionality disable (see previous datagrid),
meaning that it shows mail coming into your organization.

If you prefer to have a more integrated view of the previous chart, with only accepted mail and removed, the
following logparser query will do that. Note that messages with an SCL ratio of 8 or higher will be considered
removed, SCL 7 means quarantined, the rest is accepted.

"C: Program Files (x86) Log Parser 2.2logparser.exe” "SELECT CASE TO_INT (ReasonData) WHEN 9 THEN
'REJECTED' WHEN 8 THEN 'REJECTED' WHEN 7 THEN 'QUARANTINED' ELSE 'ACCEPTED' END AS
ReasonData2, TO_INT ( mul (100.0, PropCount (*))) as Percent, count (*) as hitsINTO

agentA cceptedReected.gif FROM C: Progra~ 1MicrosoftExchan ~ 1TransportRolesL ogsAgentLogAGENT *
Jlog GROUP BY ReasonData2 ORDER BY hits DESC "-i: CSV -nSkipLines: 4 -0: CHART -chartType:
PieExploded3D -chartTitle: "%% Accepted / Rejected mail” -dtlines: 600 -categories. OFF -values. ON -view:
ON



% Accepted/Rejected mail

B REJECTED
B ACCEFTED
O QUARANTMED

Figure 8:% mail is accepted and removed

Reportswith Log Parser with protocol logs

In the next section, we will use SMTP protocol logs. With these protocol logs, we can extract useful information
about the partitions of SM TP connections and about hosts (not users).

To get an image of Total Inbound Simultaneous Connections, we will use the code below:

"C: Program Files (x86)" 2.2logparser.exe Loger "" SELECT QUANTIZE (TO_TIMESTAMP
(EXTRACT_PREFIX (TO_STRING (EXTRACT_SUFFIX ([# Fields: date-time], O, 'T")), 0, '.") , 'hh: mm: ss),
3600) AS Hour, COUNT (*) ASHitsINTO radar_traffic.gif FROM C: Progra~ 1MicrosoftExchan ~
1TransportRolesL ogsProtocol LogSmtpReceiveRECV * .LOG WHERE event = '+ GROUP BY Hour ORDER
BY Hour ASC" -i: CSV -nSkipLines: 4 -0: CHART -charttype: RadarLineFilled -charttitle: "Global total SMTP
inbound simultaneous connections per hour"



Global total SMTP inbound simultaneous
connections per hours

130000 ,201,3011:0&00

Figure 9: SMTP connections enter

If you like Figure 9 and you like to see a similar chart for outbound connections, the output of the command
below is aradar chart described in Figure 10.

"C: Program Files (x86)" 2.2logparser.exe Loger "" SELECT QUANTIZE (TO_TIMESTAMP
(EXTRACT_PREFIX (TO_STRING (EXTRACT_SUFFIX ([# Fields: date-time], 0, 'T"), 0, ".") , 'hh: mm: ss),
3600) AS Hour, COUNT (*) ASHitsINTO radar_traffic_send.gif FROM C: Progra ~ 1MicrosoftExchan ~
1TransportRolesL ogsProtocol LogSmtpSendSEND * .LOG WHERE event = '+' GROUP BY Hour ORDER BY
Hour ASC" -i: CSV -nSkipLines: 4 -0: CHART -charttype: RadarLineFilled -charttitle: "Global total SMTP
outbound simultaneous connections per hour"



Global total SMTP outbound simultaneous
connections per hours

Figure 10: Connections simultaneously come out

The next order analyzes what is the suspect sender to your organization. To accomplish that goal, we need to
extract from SMTP Receive Log all hosts that have status codes of 500 and larger, such as 504, 535, 550, .

This process is done in two steps: the first logparser query extracts data from the logs, the second command
performs areverse DNS lookup for the original output. The reason we need to follow these two stepsisto take a
time-consuming reverse DNS lookup process when extracting data.

"C: Program Files (x86) Log Parser 2.2logparser.exe” "SELECT EXTRACT_PREFIX (remote-endpoint, 0, ":")
AS Remote-host, count (*) AS hits INTO SuspiciousSenders.xml FROM C: Progra ~ 1MicrosoftExchan ~
1TransportRolesL ogsProtocol LogSmtpReceiveRECV * .log WHERE TO_INT (SUBSTR (DATA, 0.3))> 500
AND event ='>' GROUP BY Remote-host ORDER BY DESC hits"-i: CSV -nSkipLines: 4 -0: XML

"C: Program Files (x86) Log Parser 2.2logparser.exe” "SELECT TOP 10 REVERSEDNS (Remote-host), hits
FROM SuspiciousSenders.xml™ -i: XML -0: DATAGRID

Note that there is an internal host on the results described in Figure 11. This host may be an internal application
server or an authenticated internal mail forwarding.



| Edit View Format

REVERSEDMNS(Remote-host)

152 168.16.79

anchorrelay-1 mail thus net

lon 1relay-1.mail thus.net

kexodos static.otenst.ar
mcs-64-183-145-57 west biz.m.com

69.165.168.61 provo static broadweavenstworks .net
198.79.101.15

vmail 1 .dpnet.com
21234 117.113

[ eRt 10 oz

Figure 11: Suspicious hosts are sending mail to your organization

We can also create a datagrid with the Top Outbound Rejection Errors by analyzing the SMTP Send Protocol
Log. Thisis useful for identifying outbound errors or in finding whether your server is listed in some blacklist.
Here is the command to create the datagrid from Figure 12:

"C: Program Files (x86) Log Parser 2.2logparser.exe” "SELECT CASE TO_INT (SUBSTR (DATA, 0.3)) when
NULL then0else TO_INT (SUBSTR (DATA, 0.3)) END AS RemoteHostReturnCode, data, count (*) AS hits
FROM C: Progra~ 1MicrosoftExchan ~ 1TransportRol esL ogsProtocol LogSmtpSendSEND * .log WHERE
RemoteHostReturnCode> 400 AND context > 'Certificate' : CSV -nSkipLines: 4 -0: DATAGRID

[ Log Parser
Edit View Format

RemoteHostRetumCode | data

500 500 Syntax emor. command unrecognized

500 500 5.3.3 Unrecognized command

501 501 <SRVEXCHEDGE hef locals is invalid or DNS says does not ex...
452 452 Emor: tod many necipients

421 421 temporary envelope failure (#4.3.0)

451 451 4.7.1 Greylisting n action, please come back later
451 451 Flease try again later.

454 454 TLS not avaiable due 1o local problem

550 550-The account does not exgst

550 550 A conta do destinatanio nao existe (#5.1.1)

Figure 12: Top rejection errors sent



One of the most desirable reports is the distinction between top senders and organizations. The answer is
bundled in these SMTP Receive Transport Logs logs.

Note in the two-step process above, reverse DNS lookup is only performed with the output from the first query,
the purpose to optimize the time it takes place.

"C: Program Files (x86) Log Parser 2.2logparser.exe" "SELECT TOP 10 EXTRACT_PREFIX (remote-
endpoint, 0, ") AS RemoteSendingHost, count (*) AS Hits INTO topsenders.xml FROM C: Progra ~
1MicrosoftExchan ~ 1TransportRolesL ogsProtocol L ogSmtpReceiveRECV * .LOG WHERE event = '+ GROUP
BY RemoteSendingHost ORDER BY Hits DESC "-i: CSV -nSkipLines. 4 -0: XML

"C: Program Files (x86) Log Parser 2.2logparser.exe" "SELECT TOP 10 REVERSEDNS (RemoteSendinghost),
Hits INTO topsenders.gif FROM TopSenders.xml” -i: XML -0: CHART -chartType: PieExploded3D -
chartTitle: " TOP 10 Senders "-groupSize: 1024x768

TOP 10 Senders

Figure 13: Top sender hosts into the organization
Conclusion

Y ou might be wondering why so many Exchange logs are needed, or you think you might consider unwanted log
files, but the work is very useful and is the key to opening al. Your type of information about your mail
infrastructure. In the next part of this series, | will show you some Log Parser related issues and prepare for some
other queries!

Y ou finished reading the article "Create graphical reportsfor Exchange 2007 - Part 1" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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