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Some effects of RPC communication over the ISA Firewall.

In the previous lesson, we have Enterprise Policies, which allow us to put the Domain Controller into the branch
office. We have also learned how to configure automatic firewalls, particularly useful when deploying large-
scale ISA Firewall arrays.

After the first 6 parts, they have now successfully created and launched the Site-to-Site VPN operation, and are
ready to deploy the branch office Domain Controller at the branch office. Next, install Active Directory that
integrates DNS server on DC and configure the branch office ISA Firewall to use DNS server as a primary DNS
server. This will help eliminate dependencies on the Site-to-Site VPN connection, increasing the high
availability of DNS services.

In the previous article we also looked at the impact of RPC communications over the ISA Firewall. In this article
there are a few other points with more difficult questions to answer. Hopefully, after analyzing and 'bringing the
problem to light', we can exploit more knowledge and experience from the ISA Firewall community through
their answers.

Strict removal of Strict RPC-compliance on internal communicationsrules

A common problem that occurs since communications are done through the ISA Firewall is that the
autoenrollment function does not work correctly. Another problem that is also closely related to it is that the
MMC snap-in certificates do not work. Previously, there was a article in the Microsoft Basic Guide that
indicated that if we removed strict RPC compliance on the Access Rule, these two functions would work
normally.

We need an automatic revocation certificate because it relates to an enterprise CA that installs on the main
office's Domain Controller. Enterprise CA alows you to set the CA certificate automatically in the Trusted Root
Certificate Authorities machine certificate store of all domain members. It is very convenient, because all
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domain members will automatically trust all certificates issued by our PKI enterprise.
Follow these steps to remove Strictly RPC-compliant on the Internal Access Rule Rule:
1. Inthe|SA Firewall console, expand the Enter prise node, then the Enter prise Policies node. Select the

Branch Policy button and right-click Branch DCs > Main DC Access Rule, click the Configure RPC
protocol button .
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2. Inthe Configure RPC protocol policy dialog box, uncheck the Enfor ce strict RPC compliance check
box . Click OK .
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3. Click Apply to record the changes and update the firewall policy. Click OK in the Apply New
Configuration dialog box.

Many people ask whether we should enable Strict RPC compliance after installing the branch office DC. In fact,
there is no satisfactory answer to this problem yet, because the exact details of the setup are not publicly
available. To check, you can assume that it will be more secure when strict RPC compliance is enabled. But does
this security component break down some essential basic functions? After all, the best option for usis to remove
this component.

However, the final decision is up to you. If you don't need autoenrollment, you can use strict RPC compliance.

But notice that there is no such thing as the correct answer or the wrong answer here. Just a choice of which
security situation is best suited to your situation.

Run CDPromo on the branch office Domain Controller

Now we are ready to install the Domain Controller at the branch office. How this works depends on your
environment. Many companies create a test environment with a rebuilt 1P address scheme similar to the branch
office's. Then install, configure DC in the main office first, then attach to the following branch office. Some
other companies installed DC machines in the branch office, then sent their headquarters IT speciaist to install



the DC.

Each of these methods has its own advantages and disadvantages. | personally prefer to send IT professionals to
the branch office. Because DC deployment is an extremely important issue, it is often best to have someone
know how to handle potential problems that arise directly at the deployment site.

Perform the following steps to install DC on the branch office Domain Controller:

Goto Start > Run > enter dcpromo in the Open box. Click OK .

Click Next on the Welcometo the Active Directory Installation Wizard page .

Read the information on the Operating System Compatibility page and click Next .

On the Domain Controller Type page, select the option Additional domain controller for an existing
domain and click Next.
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5. Onthe Network Credentials page, enter the credentials of users who have the right to install new Domain
Controllers. Click Next .
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6. Onthe Additional Domain Controller page, click the Browse button and click the domain name of the
main office. In this example, the domain name is msfirewall.org . Enter the domain namein thelist in the
Browse for Domain dialog box. Click OK and click Next to continue.
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7. Onthe Database and L og Folder s page, accept the default settings and click Next .
8. On the Shared System Volume page, accept the default area and click Next .
9. Enter the password and verify the password on the Directory Services Restore M ode Administrator
Passwor d page and click Next .
10. Click Next on the Summary page, click Next .
11. Thelnstallation Wizard starts. Leave it until you see the completion page appear.
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12. Click Finish on the Completing the Active Directory Installation Wizard page.
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13. Click the Restart Now button in the Active Directory Installation Wizard dialog box.

The Dcpromo program works quite well. No errors occurred during installation. After restarting the machine, all
components appear and operate stably. If you open the Certificates MMC, you will see the enterprise CA
certificate automatically brought to the Trusted Root Certification Authorities certificate store as we want.
Y ou can seein theillustration below.

"In Console1 - [Console Root'Certificates (Local Computer)\Trusted Rookt Eertification Autho =101 x|
{2 B Acton View Favorkes Window Heb =181
(¢~ @R & & XFE @ .
[ Corsols Roat Issued To | 1ssusd By -
=) Cﬁh‘-cates (Local Computer ) (= class 3 Public Primary Certification... Class 3 Public Primary Certfica
1 Personal [E) Class 3 Primary CA Class 3P Primary CA
2= 1'_ms{ed Root Certification Authorities | (55 class 315 Primary CA Class 375 Primary C& J
_d Certificates (=) Copyright (c) 1997 Microsoft Corp.  Copyright (¢) 1997 Mcrasedt C
8- Enterprise Trust die msfirevesl org
B :,":;Z:ﬂ: f:mhmm Authocities || () nugoche Telskom Root CA 1 Deutsche Telshom Root CA 1
.
3 j (e cieiE o [Elpewstsche Telekom Raot CA 2 Deutsche Telekom Root CA 2
o Theh Py Rodh Certcation RS G ElosT (Ao Netwark) CA DST (AN Netviork) CA
- (53 Trusted Peopie [ElpsT (weF) RootCa DST (NRF) RootCA
] Certificate Encollment Requests EosT (1Ps) Rootca DST (UPS) RootCA
- e ElpsT Rootca X1 DST RootCA X1
Eost roctca w2 DAT RookCA X2
(o T il iy he
< | X | 3

[Trusted Root Certification Authorities store conkains 104 certificates. | |

Figure8

However, if you open the Event Viewer, you will see some errors with real problems appearing. The figure
below shows that the autoenrollment function does not work and the branch office Domain Controller does not
receive a DC certificate. Isthat areal error, areal problem, a problem related to the ISA Firewall?
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The figure below shows another error, probably significant. This error indicates that the branch office Domain

Controller cannot query the list of policy object groups. Sounds like a big problem, but is that really the case, is
it aproblem with the ISA Firewall or other problem?
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The figure below shows the DCOM error that could not contact the Domain Controller at the main office
(Domain Controller.msfriewall.org). Isthis an error related to the ISA Firewall? Or what else?
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Are these errors real? Are they created during startup before the Site-to-Site VPN is activated? Verifying thisis
not correct.

Are you sure the auto-recovery function does not work? We saw that the CA certificate is automatically included
in the Trusted Root Certification Authorities certificate store. Should | automatically assign a DC certificate? Or
do we need to create apolicy for this?

Areyou sure Group Policy is actually executing your process?

To test, make a small change to Domain Group Policy at the main office Domain Controller. For example, go to
the Desktop button in Administrative Templates at User Configuration , as shown below.
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Next, double-click Remove Recycle Bin icon from desktop in the right pane and click the Enable area. Click
OK and then run gpupdate / for ce on the main office Domain Controller. Once completed, run the gpupdate /

for ce command at the branch office. What happened?
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You can see, Group Policy is applied in both branch offices and headquarters. The Recycle Bin object is
removed on the desktop (you may have to refresh the desktop to see this change). Therefore, it is not always
possible to trust what is seen in Event Viewer.

What about the Certificates MMC? Unfortunately, the Certificates MMC doesn't work. However, it is possible
that we do not configure the ISA Firewall to meet some specific details. Here are some notabl e reference guides:

"To request a certificate for the ISA Server computer, clear the Enforce strict RPC compliance check box in
the System Policy Editor dialog box. To request a certificate for the client computer when the Certification
Authority is on another network , you do not have to correct the system policy on the ISA Firewall machine. In
this case, you need to change strict RPC-compliance rule settings or rules that allow traffic to be converted
between the two networks. To do this, follow these steps:
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Start the ISA Server Management function.

Expand the ServerName button, click Firewall Policy .

3. Right-click therule that alowstraffic to be performed between the network with the Certification
Authority mode and the client computer network on it.

Click the Configure RPC Protocol button .

Remove the Enfor ce strict RPC compliance check box and click OK .

Repeat steps 3 through 5 to change system policy rules and allow DCOM communications between any
two different rules that fall within two specific networks.

7. After changing the policy rules (policy), click Apply .

N
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Notice step 6. What will System Policy look like with any two different rules that fall into two specific networks
? What does this mean? Does it mean that System Policy rules apply to communications between two I1SA
Firewall Network networks? How can this happen? System Policy only controls traffic that is either from or
from the ISA Firewall, or is directed to the ISA Firewall. Why can the System Policy Rule control traffic
between two networks ?

Isthisasmall secret for the ISA development team? To check, let's see what happens if we stop using strict RPC
compliance at the System Policy level. The only way to do thisis to open the System Policy editor for the array
level.

Click on the Firewall Palicy in the left pane of the ISA Firewall console and select the Tasks tab on the Task
Pane. In the Task Pane, click the Edit System Palicy link . Click on Group Policy Authentication Servicesin
the right pane and uncheck the Enfor ce strict RPC compliance check box . Click OK . Perform this operation
on both ISA Firewalls.
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To tet, restart both ISA Firewalls, review the RPC state table to make sure entries are removed. | don't know if
this is necessary, but it is the most reliable way to make sure the tables are cleared. Restart the branch office
Domain Controller, but the Certificates MMC fails with the enterprise CA. You will see an error like the one

below:

Figure 15

Both reasons given in the error message are incorrect. The CA is active online and the user account logged inis
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enterprise administrator. Some of the real reasons are:

Figure 16

J S=ll b | LTl

J o] 1oL

J L

10.0.1.2 10.0.0.2
IIIEIEIIEIEIEIEIE
.1EIIII12 1IIIIIIIII2
IIIDEIIEIEIEIEIE
.1EI.I:I.1.2 IDIZII:IE
IDEIIE IDIZII:IE

1I:I.I:I.1.2 1I:I EI EI 2

1I:I.I:I.1.2 ID.D.D.E

10.0.1.2 10.0.0.2

10,0.1.2 10.0.0.2

10,0.1.2 10.0.0.2
10,0.1.2 10.0.0.2

10,0.1.2 10.0.0.2

10.0,0.2 10.,0.1.2

135 FlF'C l{all mterfan:es]l
135 FlF'C l{all mterfan:es]l
135 FlF'C l{all mterfan:es]l
135 FlF'C l{all mterfan:es]l
135 FlF'C l{all mterfan:es]l

135 FlF'C l{all mterfan:es]l

135 FlF'C I{all mterfa-:es}

135 FlF'C {all mterfa-:es}

135 RPC (all interfaces)
135 RPC (al interfaces) Ir
135 RPC (allinterfaces)
135 RPC (sl mterfares) In

135 RPC (all interfaces)

135 RPC (all interfaces)

Initiated Cu:unne::tlnn

II'|I|IIE||IE.'I:| Cu:unne::tlnn

Clnsed Cu:unnectlcnn

II'|I|IIE||IE.'I:| Cu:unne::tlnn

Clnsed Cu:unnectlcnn

.II'|I|IIE||IE.'I:| CDI‘II‘IE-'EtIIIII;;.
Clnsed Cu:nnnecl:u:un |
II'|I|:I-E||:EII| Cu:unne-:tlcun-

Clnsed Cu:nnnecl:u:un

Inltlated _onneckion

Clnsed Zonneckion

Inltlated _onneckion

Clnsed ZConneckion

Failed Connection .




This log file entry information is recorded when the certificate request is sent from the branch office Domain
Controller to the main office Domain Controller, al'so an enterprise CA.

Summary

In this article we have reviewed some of the activities that took place after installing the domain controller at the
branch office. Unfortunately, the number of questions is more than the answers received. Some instructions from
Microsoft suggest that all problems encountered here should be resolved by strict strict RPC compliance, but we
still see some communication related RPC errors that appear in Event Viewer. Should all the event messages be
trusted in Event Viewer? This event viewer reports that Group Policy process is not active, but actualy Group
Policy has been applied. What about automatic recovery mechanism (autoenrollment)? Perhaps we need to
create apolicy first. Then thereisthe Certificates MMC.

There are now more questions than answers. But it can be said that, for the most part, the Domain Controller is
quite stable. We will continue to meet again in the configuration of the Active Directory class for the branch
office and configure the link layer. We will also create the DNS server on the branch office DC and change the
DNS settings on the ISA Firewall in the next article.

(Also)

You finished reading the article "Create a Site-to-site VPN on | SA 2006 (Part 7)" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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