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Create a Site-to-site VPN on | SA 2006 (Part 5)

In thisarticle, we will conclude the basic configuration of the Site-to-Site VPN virtual private network by
creating an answer file at the main office that will be used by the Branch Office Connectivity Wizard on the
branch office ISA Firewall. This article marks the end of running the Branch Office Connectivity Wizard on the
branch office ISA Firewall to create a Site-to-Site VPN and connect the branch office ISA Firewall to

Create a Site-to-site VPN on | SA 2006 (Part 1)
Create a Site-to-site VPN on | SA 2006 (Part 2)
Createa Site-to-site VPN on | SA 2006 (Part 3)
Create a Site-to-site VPN on | SA 2006 (Part 4)

Creating the answer file at the main office will be used by the Branch Office Connect Wizard on the branch
office ISA Firewall.

Branch Office Domain Controller

In the first four parts of the series using the Branch Office Connectivity Wizard to connect the ISA firewall at the
branch office with the ISA firewall at the headquarters, we looked at an example network infrastructure; go
through the key concepts in the site-to-site VPN virtual private network; Configuring support network services
and installing CSS, the ISA Firewall at the main office, the branch office ISA Firewall. Part 3 ends when the
branch 1SA Firewall is ready to accept the answer file that will be used by the Branch Office Connectivity
Wizard. Part 4 discusses the issue of creating a Site-to-Site VPN network to connect the main office and branch
office.

In this article, we will conclude the basic configuration of the Site-to-Site VPN virtual private network by
creating an answer file at the main office that will be used by the Branch Office Connectivity Wizard on the
branch office ISA Firewall. This article marks the end of running the Branch Office Connectivity Wizard on the
branch office ISA Firewall to create a Site-to-Site VPN and connect the branch office ISA Firewall to the
domain.

Create answer filefor Site-to-Site VPN connection at main office | SA Firewall

Now we are ready to create an answer file for the Branch Office Connectivity Wizard on the branch office ISA
Firewall used to create the Site-to-Site VPN connection and connect the branch office ISA Firewall to the
domain. This answer file uses information in the Site-to-Site VPN connection created on the main office |SA
Firewall. So the first step we need to do is to create a Site-to-Site VPN connection at the main office 1SA
Firewall, to connect it to the branch office ISA Firewall.

We will place the answer filein the root file of the C: drive on the branch ISA Firewall. If you don't want to, you
can place the file in a dynamic storage device such as a USB card. The Branch Office Connectivity Wizard will
automatically find the answer file on the root directory of drive C or on dynamic storage.
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When running the Answer File Wizard, you should note that the Site-to-Site connection created by the answer
file comes from the branch 1SA Firewall. Therefore, when creating the Wizard pointing to the local class, the
fact isthat it points to the branch; and when the Wizard points to the remote class, the fact isthat it is referencing
the headquarters.

Perform the following steps on the CSS machine to create the answer file:

1. Createthe Create Answer Filefor Remote VPN Sitelink (create answer filefor remote VPN layer) in
the Task Pane. Click Next on the Welcome to the Create Answer File Wizard page.

Create Answer File Wizard | ﬂ

Woelcome to the Create Answer

VL : ¢
Iﬁi:r;metSecuﬁty& File Wizard

Acceleration Server 2006

This wizard helps wou create an answer file that will be
used when running the 154 Server Branch OFfice YPM
Connectivity wizard at the branch office. All references
to the local site refer ko the branch office, while
references to the remaote sike refer ko this ISA Server
camputer,

To continue, click Mext,

Figurel

2. Onthe Answer File Details page, enter the full path to the answer fileinthe Typethefull path tothe
answer file. You must name the answer file | saUsr Config.inf if you want the Branch Office Connectivity
Wizard to automatically find the file. In this example we will place the answer file into the root directory
of drive C on the CSS machine. Click Next .



Create Answer File Wizard il il

Answer File Details
Enter the name and path used to zave thiz answer file.

This answer file provides the Branch Office Connechivity wizard with predefined
settings ko enable successful YPR connectivity bebween the main office and the
branch office.

Tvpe the full path to the answer file:

I o1 IsallsrConfig.inf

= ‘wehen running the Create Answer File Wizard, all references to local
_%) settings refer to the remote branch office. &l references to remote
sektings, refer to YPH settings at the main office.

< Back Mest > Cancel

Figure2

3. Thereisno need to do anything on the Connection Type page, because the VPN protocol used for the
Site-to-Site VPN connection is read from the existing configuration. Click Next .



Create Answer File Wizard 0 il

Connection Type

Select the WYPM protocol uged to pratect traffic between the branch office and the
remote zite.

A WP connection is required to connect to the Configuration Storage server or a domain
controller,

Select the protocol used For the WP connection:
£ P Security: probocol (1Psec) funnel mode

% Laver Twa Tunneling Frotocal (LETE) over [Psec

< Back

Cancel |

Figure 3

4. OntheArray Server Deployment page, select Thisoptionisthefirst server deployed in thearray . If
thereisanother server inthearray , select Another server isalready deployed in thearray and

provide the server'sinternal |P address to be able to make intra-array communication among the members.
Click Next .



Create Answer File Wizard X

Armray Server Deployment

Chooze if this iz the first server deployed in the array, or if a server iz already
deployed in the array.

The ¥PM connection is created For the first server deployved in the array, Subseguent
servers must use this connection during initial YPM configur ation.

%' This is the first server deployed in the array
™ finother server is already deploved in the array

[P address: I

I wau select Ehis option, ensure that & DS servet s configured, and thak an
! access fule allowing traffic fran this sepverbo the Configuration Skorage serveris
created an the specified server (1P adddress),

< Back Mest > Cancel

Figure4

5. OntheLocal Siteto Site Authentication page, the Main network name is automatically added. Thisis
the user account name on the branch ISA Firewall, which will be used by the main ISA Firewall to
authenticate the branch office ISA Firewall. The wizard automatically takes care of this account for you on
the branch office ISA Firewall and configures the account with dial-in permissions. Click Next .



Create Answer File Wizard 1 il

Local Site-to-Site Authentication

Specify the name of the site-to-site network, that will be created to reprezent the
remote gite, and the credentialz uzed by the remate site to connect to this network.

Type the network name. A local account with the same name will be creaked, This
account will be used by the remote site ko connect to this network,

Metwork name: I T ain

Specify the password For the local user account that will be created:

Password: | I

Canfirm passward: | e

# The network name and password must match the user account specified in the
e v WP site-to-site network settings at the remote site,

< Back

Cancel I

Figure5

6. Onthe Remote Site VPN I P Addresses page, the addresses defined in the default Internal Network at
the main office are automatically entered. Y ou need to enter the I P address of the main office ISA Firewall
in the Remote VPN server (IP addressor name) field . Remember, when using the Answer File Wizard,
the remote layer isthe main office. Click Next .



Create Answer File Wizard D il

Remote Site VPN IP Addresses
Specify the P address ranges for the remote site WP network,

Address ranges of remoke YRR network;

Start Address | End Address | Add Range. ..
10,0.0.0 10.0.0,255
10,255, 255,255 10,255,255, 255 Edit. ..

Remove. ..

il

Remote YPM server (IP address or name): i 192.168.1.71
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Cancel I

Figure 6

7. OntheLocal Network VPN Settings page, select the Static | P address pool option . We need to use
this option because we do not have a DHCP server located at the branch office. If you later install a DHCP
server at the branch, you can change the | P address configuration for the VPN to use DHCP. Click the
Static | P address pool button. In the IP Address Range Properties dialog box, enter the limit of the
branch office ISA Firewall IP address that can be assigned to remote VPN clients and ports and VPNSs. In
this example we will enter address 10.0.1.252 for Start address and 10.0.1.254 for End address. Click
OK , and then click Next on the L ocal Network VPN Settings page .



Create Answer File Wizard x|

Local Metwork ¥YPN Settings
Specify how |P addresses are assigned to incoming PN client connections.

{%" Static IP address podl

IP addresses will be assigned from the static address pool.

Static pool IP address ranges:

Start Address | End Address | Add Range. ..
10,0.1.252 10.0.1.254

Edit. ..

It

Remove, ..

" Dyvnamic Host Configuration Protocal {DHCR)

IP addresses will be obtained From DHCF. This option should not be used For arravs
with more than one member,

IP Address Range Properkies x|

Specify the range of IP addresses:;

Start address: End address:
Cancel I
Th ., E .. I8 EP5R I o .o, 1 254

Cancel |

Figure7

8. On the Remote Authentication page, enter the branch office authentication information that will be used
to authenticate the main office ISA Firewall. We have created an account on the main office | SA
Firewall with the name Branch , we will enter that account name on this page. Thisisalocal account, so
welll use the computer name of the main office ISA Firewall in the Domain box. Enter information and
click Next .



Create Answer File Wizard i il

Remote Authentication

When the lozal site connects to the remote site, a uger account an the remote site
iz required to authenticate the connection,

' The user account musk match the name of the PN site-to-site connection created
+ '\ onthe remote site,

specify the credentials used by the local site bo connect ko the remate site:

Iser narme: I EBranch
Domain; | [SA20065E
Password: I [ITITTYYTYS
Confirm password: I [ ——
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Cancel I

Figure 8

9. Onthe I PSec Authentication page, there are two methods to authenticate the IPSec connection for you
to choose: certificate authentication or pre-shared authentication. In the current example, well start with
pre-shared keys. Later, when everything works exactly as expected, we will switch to certificate
certification. Select Use pre-shared key option and enter the pre-shared key as 123 . Click Next .



Create Answer File Wizard i il

IPsec Authentication

Specify the authentication method that will be uzed to neaotiate and establish trust
between the local and remote VP servers.

" Use seryver certificate

IJse an existing server certificate, or select a .pfx file toinstall the
certificate,

< Back I Mest > I Cancel

Figure9

10. On the Join Remote Domain page, select the Join a domain option . This option allows the Branch
Office Connectivity Wizard to link the branch ISA Firewall to the domain. Thisis a safer and more
flexible option. In the Domain name (FQDN) box , enter the FQDN of the main office domain. In our
example, the main office domain is msfirewall.org, so we will enter thisinformation into the text box.
Click Next .



Create Answer File Wizard | il

Join Hemote Domain
This computer iz currently in a workgroup. You can select to join a domain.

Specify if this computer should remain in a workgroup or join a domain:

" Remain in-a workgroup

+ Join & domain

Domain name: (FODM): msfirewall, org

Joining a domain may kake several minutes, The Group Policies of the domain will be
applied to this computer,

< Back

Cancel |

Figure 10

11. The Join Domain dialog box appears. Enter the username and password of the user who has the right to
link the machine to the domain (such as domain admin) and press OK .



Create Answer File Wizard x|

Join Hemote Domain
This computer iz currently in a workgroup. You can select to join a domain.

Specify if this comr 3
i~ Remain in aw 'ﬂ] bu)

+ Join & domain
Enter the name and password of an account with permission
Domain name ko join the dormain.

U=er name: Iﬂ msfirewalliadministrator j J
Joining a dom:

applied to this  Bassword: | ssseseee

Cancel |
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Figure 11

12. Onthe L ocate Configuration Storage Server page, enter the CSS machine name in the Configuration
Storage Server box (typethe FQDN) . This must be FQDN and not an I P address or hostname
(NetB10OS). Select Connect using this account in the Connection Credentials box. This option is not
mandatory, but in fact, the installation of the branch office ISA Firewall sometimes stops after restarting if
you log in as adomain user. Therefore, it is more effective to use the administrator role and the Branch
Office Connectivity Wizard will use these credentials for the rest of the configuration. Click Next .
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Locate Configuration Storage Server
Specify the Configuration Storage server and the credentials for connecting toit,

Configuration Storage server (bype the FODMN):

I 552006, msfirewall.org Browse. .. |

—Connection Credentials

" Connmect using the credentials of the logged on user

& Conmect using this account:

Lser name: I msfirewalliadrinistrator

Password: I ITTTTTYY]
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Cancel I

Figure 12

13. On the Secure Published Configuration Storage Server page, you can tell the Wizard about a rotating
configuration server to use in case the Site-to-Site VPN is corrupted or never set up. When you publish
CSS, the information circulates within a TL S-encoded channel, so it is safe to transfer over the Internet.
When releasing the rotating main office CSS on the main office ISA Firewall, the branch office ISA
Firewall connects to alternate CSS through the Server Publishing Rule. To use this component, you need
toinstall the CA certificate, which the CA provides machine certificates for alternating CSSin the Trusted
Root Certification Authorities repository of the branch ISA Firewall. In the later part of this series, we will
show you how to create an alternate CSS and how to publish it, configure the branch ISA Firewall to use
it. For now we only have asingle CSS, so for the time being we accept the default parameters on this page
and click Next .



Create Answer File Wizard x|

Securely Pubhshed Conhiguration Storage Server
Specify the published Configuration Storage Server settings.

We recommend that you define an alternate securely published Configuration Storage
server that will be used by this firewall to read the configuration when YPR connectivity is
broken. The server name specified in this page must match the name of the Configuration
Storage server certificate, and it must resolve to the IP address of the firewall server at
the ather end of the YPH tunnel.

Published Configuration Storage server name:

Specify the root C4 certificate used For communicating with the published server:

& 1lse an existing trusted rook CA cerkificate:
€ Install a trusted root CA certificate

I Browse..,

< Back I Mest > I Cancel

Figure 13

14. Onthe Array Member ship page, select the Join an existing array option . We have created an array for
the branch, so we can use this option and select the created array. Click Next .



Create Answer File Wizard x|

Array Membership
Select to join an exristing aray, or create a new aray.

To join an existing array, vou musk have IS4 Server Array Adminiskrator
privileges,

{~ Create a new array

Create a new array and add this computer ko it, To create an array, wou musk
hawe [SA Server Enterprise Administrator privileges,

Creating a new array remotely may take a long time depending on

connection speed and the distance to the Configuration Storage server,
’ ki d and the dist to the Confi kion Sk

For best practice, select to join an existing array,

< Back I Mest > I Cancel

Figure 14

15. Onthe Join Existing Array page, enter the name of the array you want the branch office ISA Firewall to
combine. Y ou may want to use the Browse button, but it doesn't work. In our example, the created array
nameis Branch . Enter this name and click Next .



Create Answer File Wizard i il

Join Existing Array
Specify the array to join.

Array name:

I Branch

i + Tojoin an array wou must have 154 Server Array Administrator privileges for
the specified arrayw.

< Back Mest > Cancel

Figure 15

16. Onthe Configuration Storage Server Authentication Options page, select the Windows
authentication option. We use this option because the branch ISA Firewall will be linked to the domain.
Not only that, domain membership aso provides us with a higher level of security and flexibility in
deployment. It simplifies many initial configurations because it does not require usto process certificates
at that time. We will see how to work with the following certificate. But you don't need to worry much
about it. Click Next .



Create Answer File Wizard i _i[

Configuration Storage Server Authentication Oplions
Select how thiz computer will authenticate to the Configuration Storage server.

&+ Windows Authentication;

This computer and Configuration Storage server it will connect b reside in the same
domain or in trusted domains. The connection will be encrypted (signed and sealed).

" authentication over 551 encrypted channel

This computer and Configuration Starage serwer it will connect to do nat reside in
krusted domains, ot either computer is part of a workaroup, This computer musk Erust

the Certification Authority (CAY which issued the server certificate to the
Configuration Storage serwver,

* Use an existing trusted rook CA certificate
" Install a trusted rock CA certificate

| Erowse, ., |

< Back I Mest > I Cancel

Figure 16

17. Click the Finish button on the Completing the Create Answer File Wizard page.

Create Answer File Wizard B _5[

Completing the Create Answer File
Microsoft Wizard

You have successfully completed the Create Answer File
‘izard.

The answer File will contain the Following settings:

Conneckion bype: -
VPN
YPM protocol:
LZTP
Site-to-site network name:
Main
Remate WP server:
192.168.1.71

-
| | >

Click Finish to close this wizard,

< Back I Finizh I Cancel




Figure 17

18. Open the answer file ( ¢: 1saUsr Config.inf ). Note that all content isin clear text, including: admin
password, host name, account name. If you get into the wrong hands, this file will become very dangerous.
Therefore, you need appropriate protection and control. Remember, thisfile can be placed on the USB
card, root directory on drive C of the branch office ISA Firewall, or in afolder on the branch office ISA
Firewall at c: IsaAnswer Files. There is a procedure that allows branch usersto run the Branch Office
Connectivity Wizard to delete this file via a desktop shortcut. Its name is the Branch Office or asimilar
name, which doesn't make users curious. Although it is not avery secure security method, at least it is
better to leave the file on the branch office ISA Firewall's hard drive if not needed.

P 15ausrConfig.inf - Notepad o m] |
File Edit Format Wiew Help
[[Farameters] =]

IskrebootRequired=False

VpnProtocol=L2TP

Remotesitenetworkiamea=Main
S2sMetIpRanges=10,0.0.0-10,.0.0,255, 10.255,255,255
S2sUsertame=Branch
VPMAUThenticationType=Presharedkey
Presharedrkey=123

STORAGESERVER _COMPUTERNAME=Css2006.msTirewall. org
CreateanswerFilerath=c:%IsalsrConfig. inf

Connect ionTypa=vPh

JoiningEmptyarray=1

vpnLocalUserPasswor d=P@ssword99
RemotesitelporName=192.1658.1. 71
AddressassignmentType=staticrool
staticaddresspool=10.0.1.252-10.0.1.254
S2sUserbomain=IsAZ0065E
S2sUserPassword=PEssworddS
Joinbomainaction=Joinbomain
Joinbomainname=msfirewall.org
JoinDomain_Useraccount=msfirewal Ihadministrator
Joinbomain_Password=password

STORAGESERVER _COMNECT _ACCOUNT=msTirewal Thadministrator
STORAGESERVER_COMMECT _PWD=password
PublishedcssrootcacertPath=

VpnBackupcsshames=

ARRAY_MODE=101n

ARRAY_MAME=Eranch

ARRAY _AUTHENMT ICAT IONMMETHOD ='W nd ows

CLIENMT _CERTIFICATE_FULLPATH=

] 2

Figure 18
19. Copy the answer file to the root directory of drive C on the branch office ISA Firewall machine.
Run the Branch Office Connectivity Wizard on the Branch Office | SA Firewall

At this point, you need to attach the branch office ISA Firewall to the branch office. If a professional user is
responsible for installing the ISA Firewall, you need to provide him with instructions on how to use and run the
components. The user should have the following information:

1. Givethem instructions on how to plug in the power, plug in the internal and external interfaces; How to
verify the internal and external interfaces are plugged into the appropriate port.



. User name (username) and password (password) for the local administrator account. The user will need to
login asaloca admin to run the Wizard.

. The procedures required to run the Branch Office Connectivity Wizard. The answer file will be
automatically given and has all the necessary information. Users only need to click on the Wizard
according to the instructions.

. Place link on the desktop. Thislink will perform aDoD of the installation file. Y ou can use cipher .exe.
The link name must be very normal for the user to ignore or pay attention to.

. Place the link on the desktop, which removes the local admin account you created for the user. The link
name must be very normal for the user to ignore or pay attention to.

. Ask the user to call you after completing the procedure, so that you can verify that the installation file and
user account have been deleted.

Follow these stepsto run the Branch Office Connectivity Wizard on the branch office ISA Firewall:

1. Loginto the machine, using the local admin account created on the branch office ISA Firewall. Open

Windows Explorer window and go to C: Program FilesMicrosoft | SA Server folder. Double-click on
the AppCfgWzd.exe program.

% ;'\ Program Files\Microsoll ISA Server =10 x|
Ble Edt Yew Favortes Jods Heb Ir
Bxck v ) - T | 2 search | Folders | B B0 X B | (-
Address 3_! C:Program Fles|Micrasoft [5A Server j ﬂ G
Foldars % [ Mama = | e 1ype | Date Modfied [ =]
2 L) #y Documents af | DTS Fila Folder 12/8/2006 10:34 AM
= § My Computer Files Fldee 12/8/2008 10:33 AM J
8 S 3% Floppy (A1) Fie Folder 1218/2006 10:30 AM
= %ee Local Disk {C2) i 226KE  Apphcation Extenson 7)1 72006 6:00 PM
# |2 Documents and Sektti 26585 Appication 772005 6:00 PM
=1 L) Progeain Fies 145KE Applcation Extension  7/17/2006 6:00 PM
# |3 Commen Fles ZKB MAP Filo 7/17/2006 £:00 PM
) ConPhas Apglicat || EJ cachetrs.h 1¥B HFie 7/1712006 6:00 PM
£ Tnternet Explore) __?qa;hctrs ni 448 Configurabon Settings 71712006 5:00 PV
= ) Mitrosate [Sase || S cache.mb SKE MIBFle 71712006 6:00 P
) ADAM & comrghe.di 167 B  Applcation Extension  7/17/2006 6:00 PM
(5 ADAMDa2s ) corrplP.dl 704D Application Extersion  7/17/2006 6:00 PM
) Applance S CookseduthFiter.dil I74E  Applcation Extension 71712006 6:00 PM
(3 Chancfy  wf | (Bl custsat.ce B Applcation Extension  7/17/2006 6:00 PM -
= - -, - o " e P
q k| ] | Moz

Figure 19

2. Read the information on the Welcome to the | SA Server Branch Office VPN Connectivity Wizard
page, then click Next .



Branch Office ¥PN Connectivity Wizard x|

Welcome to the ISA Server
Microsoft & Branch Office YPN Connectivity
Acceleration Serverz0s  Wizard

This wizard helps wou configure a YPN connection
between this branch office and a remate WPM site (such
as headquarters), Complete this wizard to create a YPH
connection and configure this computer as an 1S4 Server
array member connecked ko an 154 Server Configuration
Storage server, The wizard also joins a domain if
required,

To continue, click Mext,

< Back

Cancel |

Figure 20

3. Onthe Configuring Settings Sour ce page, you will see the Wizard automatically finds the configuration
file and automatically selects the From afile option . Verify that the file name is correct and click Next.

Branch Office ¥PN Connectivity Wizard x|

Configuration Settingz Source
Specify if you will enter the configuration detailz manually, or if configuration
defaultz will be set automatically by an answer file.

i Manually

Configuration details will be entered manually,

( From a file:

Some configuration details set in this wizard will be read From an answer file,

Type the Full path to the answer file;

| Ci\IsallsrConfig.inf Browse. .. |

£ Back I Mest > I Cancel

Figure 21



4. Onthe Connection Type page, you will see the Wizard automatically determines that the VPN protocol to
beused isL2TP/ IPSec. Click Next .

Branch Office ¥PN Connectivity Wizard ' ﬂ

Connection Type

Select the VPN protocol uzed to pratect traffic between the branch office and the
remote site.

A WP connection is required to connect to the Configuration Storage server o a domain
cankraller.

Select the protocol used For the WPMN connection;

€ IP Security protocol (IPsec) tunnel mode

% Laver Two Tunneling Prokocol (LZTP) over [Psec

< Back I Mest » I Cancel

Figure 22

5. Onthe Array Server Deployment page, this option isthefirst server deployed in the array
automatically determined from the answer file. Click Next .



Branch Office ¥PN Connectivity Wizard x|

Armray Server Deployment

Chooze if this iz the first server deployed in the array, or if a server iz already
deployed in the array.

The ¥PM connection is created For the first server deployved in the array, Subseguent
servers must use this connection during initial YPM configur ation.

%' This is the first server deployed in the array

™ finother server is already deploved in the array
[P address: I

I wau select Ehis option, ensure that & DS servet s configured, and thak an
! access fule allowing traffic fran this sepverbo the Configuration Skorage serveris
created an the specified server (1P adddress),

£ Back I Mest » I Cancel

Figure 23

6. OntheLocal Siteto Site Authentication page, the user account that the main office will use to connect

to the branch office ISA Firewall isautomatically configured, based on the settings in the answer file.
Click Next .

Branch Office ¥PN Connectivity Wizard x|

Local Site-to-Site Authentication

Specify the name of the site-to-site network. that will be created to reprezent the
remote gite, and the credentialz uzed by the remate site to connect to this network.

Type the network name. & local account with the same name will be created, This
account will be used by the remote site ko connect to this network,

Network name:

Specify the password For the local user account that will be created:

Password: | I

Confirm password: | e

t The network name and password must match the user account specified in the
e ' WP site-to-site network settings at the remote site,

< Back I Mest » I Cancel




Figure 24
7. Onthe Remote Site VPN I P Addresses page, | P addresses that represent the main office network are
automatically included; The |P addresses of the main ISA Firewall are automatically configured in the
Remote VPN server (IP addressor name) box . Click Next .

Branch Office ¥PN Connectivity Wizard ' ﬁl

Remote Site YPH IP Addresses
Specify the IP addresz ranges for the remote zite WP network,

Address ranges of remote YPM netwaork:

Start Address I End Address | add Range. ..
10.0.,0.0 10.0.0,255
10,255,255,255 10,255,255, 255 Edit. ..

il

Remove. ..

Remoke YPM server {IP address or name): I 192.168.1.71

< Back I Mest > I Cancel

Figure 25

8. Onthe L ocal Network VPN Settings page, the static address area for assigning remote access |P
addressesto VPN clients and VPN gateways is automatically configured. Click Next .



Branch Office ¥PN Connectivity Wizard x|

Local Metwork ¥YPN Settings
Specify how |P addresses are assigned to incoming PN client connections.

-
IP addresses will be assigned fram the static address poal.

Static pool IP address ranges:

Start Address | End Address | Add Range. ..
10,0.1.252 10.0.1.254

Edits

=
i1
=
=]
=
o

" Dyvnamic Host Configuration Protocal {DHCR)

IP addresses will be obtained From DHCF. This option should not be used For arravs
with more than one member,

£ Back I Mest » I Cancel

Figure 26

9. Onthe Remote Authentication page, the authentication information of the branch office ISA Firewall
used to connect to the main office ISA Firewall isautomatically entered. Click Next .

Branch Office ¥PN Connectivity Wizard x|

Remote Authentication

When the local site connects ta the remote site, a uzer account on the remote zite
iz required to authenticate the connection.

' The user account must match the name of the VPR site-to-site connection created
= on the remote site,

Specify the credentials used by the local site bo conneck to the remote site:

Liser niame: I

Domain; | I5AZ0065E
Password: I PP
Confirm password: I [ ——

£ Back I Mest > I Cancel

Figure 27



10. On IPSec Authentication page, the pre-shared key configuration in the configuration fileis
automatically determined and entered in the Use pre-shared key box . Click Next .

Branch Office ¥PN Connectivity Wizard x|

IPsec Authentication

Specify the authentication method that will be uzed to negotiate and establish trust
between the local and remote VYPH servers.

™ Use sepyver certificate

Lse an existing server certificate, or select a . pfx file toinstall the
certificate.

< Back I Mest » I Cancel

Figure 28

11. Review the settings on the Ready to Configure the VPN Connection page and click Next .



Branch Office ¥PN Connectivity Wizard x|

Ready to Conhigure the ¥YFN Connection
The wizard is ready to configure the %¥PM connection.

‘erify the YPM settings wou have selected:

Use answer File: -
Ci\IsallsrConfig.inf
Connection bype:
YPM
WPM protocal:
L2TR
Site-to-site network name:;
[air
Remote YRR server:

192.168.1.71 -
7] :

To change any of the settings, click Back. To create a ¥PM connection, click Mext,

£ Back I Mest » I Cancel

Figure 29

12. Onthe Join Remote Domain page, the Join a domain option is automatically selected and the domain
you configured in the configuration file is automatically entered in the box. Click Next .

Branch Office ¥PN Connectivity Wizard x|

Join Remote Domain
Thiz computer iz currently in a workgroup. *'ou can zelect ta join a domain.

Specify if this computer should remain in a workgroup or join & domain:

™ Remain in a workgroup

Diomain name (FODM): | msfirewall.org

Joining & domain may take several minutes, The Eroup Policies of the domain will be
applied ko this computer,

£ Back I Mest > I Cancel

Figure 30



13. A dialog box appears, informing you that the computer needs to be restarted after linking to the domain
Click OK .

= x
Juin Flemots Domain

Thi cotpulal i cuierlly @ 4 wolk Goul Tiou can sekect 18 o & doman

Specilly I this compuibar sheuld e i o seibgr cup o jJon a domeie
" Remanin a workgrou
(% Jon & doman

Domain nams [FODN:

In—e,‘::nd.w

Branch OFfice VPN Connectivity Wiesnd

The compuber imust be restarted bo join o domain. The secarnd will contrus after the compoter restarts. ik OF to contrue and restart the compuber.
T v o chanos settings, chdk Cancel.

= Soaan)

thak | Met> | Cwmew |

Figure 31

14. The Join Domain dialog box appears, requesting user credentials with rights to link computersto the
domain. Verification information is entered automatically based on the information in the answer file.
Click OK .



Branch Office YPN Connectivily Wizard x|

Join Hemote Domain
This computer iz currently in a workgroup. You can select to join a domain.

Specify if this computer should remain in a workgroup or join a domain:
" Remain in-a workgroup

+ Join & domain

Domain name: (FODM): msfirewall, org

Joining a domain may kake several minutes, The Group Policies of the domain will be
applied to this computer,

=
i

N

Entet the name and password of an account with permission |
to join the domain. L

Liser narme: |ﬂ rsfirewall|administr ator j J
Password: [soeeeccs]

0K I Cancel |

Figure 32

15. The computer will restart automatically in about a minute after clicking OK Join Domain dialog box.

16. The user logs back in asthe local admin. A minute or two later, the desktop will appear. The wizard will
reboot so that the Branch Office ISA Firewall can link to the branch office array. There may be delays
related to establishing a VPN connection, so users will have to wait about 10 minutes.

17. Page Resuming the Branch Office | SA Server VPN Connectivity Wizar d appears when the machineis
ready to change from using its own CSS to using CSS at the main office. Click Next .



Branch Dffice YPN Connectivity Wizard x|

Resuming the ISA Server Branch

m-:tr;ﬁlffeﬂ en Office VPN Connectivity Wizard

Acceleration Se 2006

‘ou have successfully configured connection settings and
joined a domain. Continue the wizard ko connect to the
Configuration Storage server, ko create a new array, or
ko join an exisking array,

To continue, click Mext,

< Back

Cancel |

Figure 33

18. Onthe L ocate Configuration Storage Server page, the name of the main office CSSis automatically
entered into the Configuration Storage server box . User account and authentication information are
automatically entered in the Connection Credentials section. Click Next .

Branch Office ¥YPN Connectivity Wizard x|

Locate Configuration Storage Server
Specify the Configuration Storage server and the credentials for connecting to it

Configuration Storage server (bvpe the FODMN):

rs52006, msfirewall.org Browse, .. |

—Connection Credentials

" Cannect using the credentials of the logged an user

{* Connect using khis account:

User name: | msfirewalladrinistrator

Password: I TIIIII ]

< Back I Mest = I Cancel

Figure3* 4



19. Onthe Securely Published Configuration Storage Server page, an alternate CSS import option appears,
which can be used when a Site-to-Site VPN connection is dropped. In this example we have not used
aternate CSS, so we will use the default settings. Click Next.

Branch Office ¥PN Connectivity Wizard ) il

Securely Published Configuration Storage Server
Specify the published Configuration Storage Server settings.

We recommend that you define an alternate securely published Configuration Storage
server that will be used by this firewall ta read the configuration when ¥PR connectivity is
broken. The server name specified in this page must match the name of the Configuration
Storage server certificate, and it must resolve to the IP address of the firewall server at
the aother end of the YPR tunnel.

Published Configuration Storage server name;

Specify the root C4 certificate used For communicating with the published server:

& 1se an existing trusted rook CA certificate;
€ Install & trusted root CA certificate

I Browse. |
< Back I Mext » I Cancel |

Figure 35
20. Onthe Array Member ship page, the Join option to make an array is automatically selected. Click Next

Branch Office ¥PN Connectivity Wizard I x|

Array Membership
Select to join an existing array, or create a new aray.

To join an exisking areay, wou musk have 158 Server Array Sdministrator
privileges.

" Create a new array

Create a new array and add this computer o it To create an array, wou musk
hawe IS4 Server Enterprise Administrator privileges.

conneckion speed and the distance to the Configuration Storage server,

"2 Creating a new array remokely may take a long time depending on
L
For best practice, select ko join an existing array.

< Back I Mest = I Cancel




Figure 36
21. Onthe Join Existing Array page, the Branch array is entered automatically. Click Next .

Branch Office ¥PN Connectivity Wizard 1

X

Join Existing Array
Specify the array to join.

Array name:

Erowse, ., |

® 4 Tojoin an array wou must have 1S4 Server frray Administrator privileges for
\1‘) the specified atrat.

< Back I Mest = I Cancel

Figure 37

22. Onthe Configuration Storage Server Authentication Options page, the Windows Authentication

option is automatically selected. We should use Windows Athentication because this machine is adomain
member, the most realistic security ISA Firewall. Click Next .

Branch Office ¥PN Connectivity Wizard 1

Configuration Storage Server Authentication Options
Select how thiz computer will authenticate to the Configuration Storage server.

" 3indows Authentication;

This computer and Configuration Storage server it will connect to reside in the same
domain ot in trusted domains, The connection will be encrypted (signed and sealed).

™ authentication over 550 encrypted channe]

This computer and Configuration Storage server it will connect to do not reside in

trusted domains, or either computer is part of & workgroup, This computer musk Erust

the Certification Authority (”A) which issued the server certificate to the
Configuration Storage server,

{*' Lse an existing trusted root CA certificate
" Install a trusted rook CA certificate

Erioinise, . |
< Back I Mest = I Cancel |




Figure 38
23. Review the settings on the Ready to Configure the | SA Server page and click Next .

Branch Office ¥PN Connectivity Wizard i ﬂ

Ready to Configure the 15A Server
The wizard is ready to apphy the specified configuration settings.

Verify the configuration settings vou have selected:

Configuration Storage server: i
552006, msfirewall, org

Configuration Storage server credentials:

User name:
msfirewall administrator

Published Configuration Storage server:

Use an existing trusted root Ca certificate For authentication with the published G
Join array:

Branch -
4| | 3

To change any of the settings, click Back, To configure this computer, click Mext.

< Back I Mest = I Cancel |

Figure 39

24. A progress bar appears on the Configuring the | SA Server page . It may take along time, depending on
the link speed and some other factors. It usually takes about 30 minutes or more. Y ou will not be able to
use Event Viewer log information until the VPN connection has not been established. If any error occurs
even though you wait along time, you should review it in Event Viewer to troubleshoot the problem.



Branch Office ¥PN Connectivity Wizard x|

Configunng the I5A Server
The IS4 Server settings are being applied.

L — Please wait while the configuration settings are being applied. This
] may take several minutes,

Status:  Joining the remote Configuration Storage setver. .,

i

< Back Tt

Figure 40

25. The Completing the Appliance Setup Wizard page appears when the branch office ISA Firewall
successfully transforms from the local CSS to the main office CSS. Now you might ask, "What is the
Appliance Setup Wizard', why isit while we work with the Branch Office Connect Wizard from the
beginning to the present. Unfortunately, there is no answer for you. Maybe at some point the Branch
Office Connectivity Wizard is named the Appliance Setup Wizard. Then they changed the name again, but
forgot to update this page. Don't mind, thisisthe end of the Wizard. Click Finish .

Branch Office ¥YPN Connectivity Wizard x|

Completing the Appliance Setup

Microsoft Wizard

E&Eﬁm Ee & a0 | tou have successfully completed the ISA Server Branch

COffice WPH Connectivity Wizard,
The Following configuration was applied:

Configuration Storage server: -
cs52006, msfirewall.org

Configuration Storage server credentials:

Uset name:
misfirewallladministr ator

Published Configuration Storage server:

--- IJse an existing trusted rook CA certificate For authentic
. ' o

Click Finish ko close this wizard,

< Back I Finizh I Cancel




Figure 41
26. A dialog box will appear informing you that you need to restart the branch office ISA Firewall. Click OK .

Branch Dffice ¥PN Connectivity Wizard x|

Completing the Appliance Setup

Mbrosic Wizard

E?Eer?eergﬁnn ge%zoos ‘fou hawve successfully completed the IS4 Server Branch
OFfice WP Connectivity Wizard,

The following configuration was applied:

Configuration Storage server: -
css2006, msfirewall, org

Zonfiguration Storage server credentials:

User narme:
misfirewallladministr ator

Published Configuration Storage server:

--- IJse an existing krusted root CA certificate for authentic
— P | o

Click Finish to close this wizard.

Microsoft Internet Security and :I_;‘,{-":"'- IYEF bl

—_

] "-q 154 Server Computer Restart Is Required
*

Cancel |

Figure 42

27. Users need to login with the local admin account. Y ou should instruct the user to click on the link to the
generated command file to delete the answer file and the user account created for them. Then show him
how to log off. Now, the branch office ISA Firewall is configured and ready to run. Configuration and
management operations can be performed on the main office CSS machine or any other machine if you
configure it as a management station.

Summary

In this part 5, we have completed the basic installation process connecting to the Site-to-Site VPN, using the
answer file aong with the Branch Office Connectivity Wizard. In the next part of this series, we will work with
the Firewall Rule set, which will enable you to block communications between the branch office and the
headquarters. We will create the rule set, which allows installing the branch office Domain Controller and make
configuration changes to DNS to support branch name solutions. We will aso configure the branch office ISA
Firewall and DNS to support branch office firewall clients. This helps to regulate and control branch office users
access to data in the main office. In particular, we will know how the ISA Firewall significantly enhances the
security of the centralized Site-to-Site VPN.

Create a Site-to-site VPN on | SA 2006 (Part 6)



Y ou finished reading the article "Create a Site-to-site VPN on | SA 2006 (Part 5)" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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