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Create a Site-to-site VPN on | SA 2006 (Part 3)

In Part 1, you learned about using the Branch Office Connectivity Wizard to create asite to site VPN connection
between I SA 2006 Enterprise Edition at the head office and the branch office. Part two, we perform the
configuration of DNS server (server management system numb

Create a Site-to-site VPN on | SA 2006 (Part 1)
Create a Site-to-site VPN on | SA 2006 (Part 2)

In Part 1, you learned about using the Branch Office Connectivity Wizard to create a site to site VPN
connection between |1 SA 2006 Enter prise Edition at the head office and the branch office. Also in part one,
we discussed the core network infrastructure used in this series, then went into the details of prerequisites
for siteto sitevirtual private networksand how to debug one. Some common problemsin siteto site VPN.

In part two, we perform the configuration of the DNS server (the domain name management server) with the
appropriate DNS entry points needed to operate the solution and stop using DDNS so that the gateway to the
ISA Firewall virtual private network register PPP PPP interface in DDNS. Then install the CSS on a dedicated
machine and create two ISA Firewall Array on CSS: one for the main office and one for the branch.

In thisthird part, we will install the services on the main office and branch office ISA Firewall.
Install the | SA Firewall servicesat the main office

Now we have the CSS and Firewall Array arrays defined within it. Next is to install the services on the main
office ISA Firewal and point the main office ISA Firewall to the main office CSS. Remember, all member
configuration information in ISA Firewall arrays is stored and retrieved from CSS. Y ou cannot configure them
directly. All configuration must be done on CSS and CSS will provide this configuration information for 1SA
Firewall array members.

The head office firewall will be configured during installation to use a dedicated CSS compuiter. It is also the
CSS provider and will aso be configured to link to the Main array at the same time. System Policy will be
automatically configured to allow the ISA Firewal to communicate with both the CSS and the Domain
Controller. We will look at this system policy after installing services on the host 1SA Firewall.

Follow these steps:

1. Insert the ISA 2006 disc into the drive, wait afew minutes for the autorun menu (automatically run after
receiving the disc) to appear. If this menu does not appear, double-click the | SAAutorun.exe file found in
the disk's directory.

On the autorun 1SA menu, click on the Install | SA Server 2006 link .

3. Onthe Welcometo theInstallation Wizard page for Microsoft | SA Server 2006 , click Next .
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4. OntheLicense Agreement page, select | accept the termsin the license agreement and click Next .
5. Enter the customer information and product code on the Customer I nformation page and click Next .
6. On the Setup Scenarios page, select Install | SA Server Servicesand click Next .

i Microsoft ISA Server 2006 - Installation Wizard x|

Setup Scenarios

Select the scenario thak best describes this installation,

¥ Install ISA Server services:

The computer will be an 154 Server array member running ISA Server services,

" Install Configuration Storage server
The computer will store the configuration used by 158 Server arrays. ISA Server array

computers will conmect ko this server o retrieve the configuration.
" Install both ISA Server services and Configuration Storage server

The computer will be an IS4 Server array member and used to store the enterprise
configuration,

{" Install ISA Server Management

The computer will be used to remotely manage the 154 Server enterprise,
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Figurel

7. Accept the default settings on the Component Selection page and click Next.

8. Onthe L ocate Configuration Server page, enter the FQDN for the CSS machine, in this example
css2006.msfirewall.org . We will enter thisinformation in the Configuration Storage server box (type
the FQDN) . In the Connection Credentials box, select Connect using the credentials of the logged on
user if you arelogged in as the domain administrator. If not, select Connect using this account and enter
the identity information to verify accordingly. In this example we will use the administrative role. So
choose here the credentials of the logged on user , click Next .



i Microsoft ISA Seryver 2006 - Installation Wizard |

Locate Configuration Storage Server

Specify the Configuration Storage server and the credentials For connecting ko
the server,

Configuration Sktorage server (bype the FODMN):

lcssZDDE.msFirewalI .org

- Connection Credentials

¢ Connect using the credentials of the looged on user

" Connect using this account:

Llser narme:; |

Passtard: |
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Figure 2
9. Onthe Array Membership page, select Join an existing array and click Next .

il Microsoft ISA Server 2006 - Installation Wizard

Array Membership

Seleck the array membership For this 154 Server compute.

£ Create a new array

Create a new array and add this IS4 Server computer to that array, Tocreate
an array, vou must have 154 Server Enterprise Adminiskrator privileges,

%" Join an existing array

Add this 154 Server computer o an existing [58 Server array. To join an existing
array, wou must have ISA Server Array Administrator privileges,
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Figure 3

10. OnJoin Existing Array page, press the Browser button. The Arraysto Join dialog box appears,

providing alist of available arrays. Select Main and click OK .




i% Microsoft ISA Server 2006 - Installation Wizard |

Join Existing Array

Specify the array this IS4 Server computer will join.

Array name: I Browise, .. |

Arrayz to jain

Pleaze select an aray ba join:

Array Mame | Array Description |

Lj Branch
ban

| =

(.4 Cancel

Figure4

11. Click Next Join Existing Array page.

i Microsoft ISA Seryer 2006 - Installation Wizard I x|

Join Existing Array

Specify the array this 54 Server computer will join.

Array name: IMai,-,

Ta seleck an array, you musk have array administrative privileges For the
specified arraw.
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Figure5

12. Onthe Configuration Storage Server Authentication Options page, select how the ISA Firewall
verifies CSS. There are two options for you: Windows authentication ( authentication in Windows) and
Authentication over SSL encrypted channel (authentication over SSL encryption channel ). Often
the first option is better, because it requires the ISA Firewall and CSS to be in the same domain, the safest

configuration. If you are threatened by 'network intruders' or 'security teams' that

do not fully understand

the ISA Firewall, or do not know why the operating system is Windows 95 installing Zone Alarm, you
may have been infected. stuck with ISA or even the ISA Firewall that is not amember of the domain. In
that case you will have to use certificate authentication and SSL encryption channels.

If you have problems using authentication over SSL, you need to install the CA certificate of the machine

issuing the certificate to the CSS on the ISA Firewall device.

In our current example, both ISA Firewall and CSS are domain members. So no need to worry about

certificates, just select Windows authentication and click Next .

i Microsoft ISA Seryver 2006 - Installation Wizard

Configuration Storage Server Authentication Options

Select how the ISA Server computer will authenticate ko the Configuration Storage server,

& windows authentication:

This I54 Server computer and the Configuration Storage server it will connect bo reside in
the same domain or in trusted domains, The connection will be encrypted (signed and
sealed),

" authentication over 551 encrypted channel

This 154 Server computer and the Configuration Storage server it will connect ko do nok
reside in trusted domains, or either computer is part of a workgroup, This computer must
trust the Certificate Authority (243 which issued the server certificate to the
Caonfiguration Storage server,

% |se an existing trusted root C4 cettificate
{7 Inskall & Eristed oot G4 certificate

I:/\if) For details about installing certificates, see the Installation Guide.
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Figure 6

13. OntheInternal Network page, define the | P address according to the default internal network (default
Internal Network). The default local network is the network that contains Domain Controllers and many

other key infrastructure servers such as DNS, WINS, and authentication services.

Click the Add button.



|§ Microsoft ISA Server 2006 - Installation Wizard

Internal Network

Specify the address ranges you want included in the 154 Server Internal
network,

Click Add to specify the network address ranges.

Internal Metwork &ddress Ranges (From-Toh:

Enterprise Metworks

@ For details, see the Installation Guide,
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Figure7

14. On the Addresses page, click the Add Adapter button.

P Microsoft ISA Server 2006

nterns i

specif:  These are the IF address ranges included in this netwark,

netwo [
Click & | Start Address | End Address | | """" Fiid wdmprar. |
Intern: Edit |
Remoye |
Add Private |
Add Range. .. |
Enkerpi
Enterprise Networks: Add Metwoark. .. |
@ For
nicel |
(64 Cancel |

Figure 8




15. Inthe Select Network Adaptersdialog box, check the box next to the NIC showing the internal interface
of the ISA Firewall. In this example, | rename the NICsto make it easier to identify. Remember that you
need to do more than just click on the NIC name. Y ou need to check the checkbox in the checkbox. Click
OK .

i Microsoft ISA Server 2006 - Installation Wizar x|

Interna

specif:  These are the IP address ranges included in this netwark,
nebwo

Click-&c | Start Address | End Address I Add Adapter. ..

Inktern: Edit..

Remoye

Add Private

; Select Metwork Adapters N

Seleck the network adapters associated with the nebwark vou are configuring.

Xl
Metwork adapters:

™
Q-.) Marne |
—— [ELan

O Ewan

E=5

Metwork adapter details:

Mame; WMware Accelerated AMD PCNet Adapker ;I
1P Addresses: 10.0.0,1
Route Information:

10.0,0.0-10.0.0,255 , 10,255,255, 255 - 10,255,255, 255

2
Cancel |

Figure9

16. Click OK inthe Select Network Adapters dialog box, and then click OK in the Addresses dialog box;
Then click Next on the Internal Networ k page.

Note that the IP address range here is according to the definition of the default intranet. If you see that
these addresses are not in the list, it means that you did not configure the routing table on the |SA Firewall
to navigate to other network 1Ds behind the internal 1SA Firewall interface. Then exit the installation
program and reconfigure the routing table so that it contains al intranet IDs. Restart the installation
program to continue.



i Microsoft ISA Seryver 2006 - Installation Wizard x|

Internal Network

Specify the address ranges you want included in the 154 Server Internal
network,

Click Change to edit or add the address ranges. Changs... |

Internal Metwark Address Ranges (From-Tao):

10.0.0.0-10.0.0.255
10,255.255,255-10.255.255.255

Enterprise Metworks

Q) For details, see the Installation Guide,
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Figure 10

17. The Services War ning page informs you that during the installation process, the program will suspend
SNMP Service, FTP Publishing Service, NNTP Service, I1S Admin Service and World Wide Web
Publishing Service . With an accurate ISA Firewall installation program, none of the above services
(except SNMP) isinstalled on the ISA Firewall. If you want to have the installation procedure for SNMP
MIB objects, you need to install the SNMP service on the ISA Firewall before starting the Setup program.
Click Next to continue.

it Microsoft ISA Server 2006 - Installation Wizard |

Seryices YWarning

During installation, some services running locally on this computer may be
restarted or disabled.

Services that will be restarted during installation;

SNMP Service

FTP Publishing Service

Metwork Mews Transfer Protocal (hRTR)
115 Admin Service

Wiorld Wide Web Publishing Service

Services that will be disabled during installation:

Internet Connection Firewall {ICF) | Inkernet Connection Sharing (1CS)
IP Metwork Address Translation
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Figure 11



18. Click Install .

i& Microsoft ISA Server 2006 - Installation Wizard x|

Ready to Install the Program

The wizard is ready to beqgin installation.

Click Install to beqin the installation.

IF ywou want ko review or change any of your installation settings, click Back, Click Cancel ko
exit the wizard.

< Back Cancel

Figure 12

19. The progress bar appears, providing installation status information and ongoing procedures.

i Microsoft ISA Server 2006 - Installation Wizard ==l

Installing Microsoft ISA Server 2006

The program Features wou selected are being installed.

Please wait while the Installation Wizard installs Microsoft ISA Server 2006 .
This may take several minutes,

Status:

Yerifying if additional IP addresses are required in the Swskem Palicy. ..
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Figure 13



20. Click Finish onthe Installation Wizard Completed page at the end.

B Microsoft Internet Security and Acceleration Setver 2008 x|

Installation Wizard Completed

mﬁwﬁt Security & The Installation Wizard completed successfully,

Server 2006

|
B

[ Invoke ISA Server Management when the wizard closes

Click Finish b exit the wizard,

Figure 14

21. Go to the CSS machine, open the ISA Firewall console. Expand the Arrays node, then the array button
Main > Configuration > Servers. You will see the name of the main office ISA Firewall there and the
green check mark on the icon, ie the communication between the CSS and the main office ISA Firewall is
working correctly.

L) Microsoft Interrest Security and Accele Micrinalt’
| Enterprise mm Configuration Storage Server: css2006.msf
=L Arrays
# A _. Branch
= 3 Man
0] Morstoring
# Fireweall Policy (Masin)

* Wirtual Private Metworks (¥
= 45 Corfiguration
Ji Servers
3 Netyeorks
A Cache
=3 Add-rs
7 Ganeral

Figure 15
Local CSS settings and firewall services on the Branch Office | SA Firewall

One of the main problems ISA 2004 Firewall admin faces when deploying for branch offices is its complexity.
The admin needs some backup methods for the branch office ISA Firewall device at the main office and needs a
box ready to deploy at the branch. The complexity of the configuration is increasing as many ISA Firewall
admins realize that domain membership is a key security factor with flexibility requirements. Turning a branch
ISA Firewall into a destination for site to site VPN domain members is difficult and requires experienced



administratorsto do it.

The 2006 1SA Firewall solved this problem with the Branch Office Connectivity Wizard. The Wizard installer
allows you to provision the branch office ISA Firewall at the main office and attach it to the branch office.
Professional users at the branch office may be provided with instructions on how to plug in the source, the
network cable and how to run the Branch Office Connectivity Wizard.

The user does not need to make any decisions because the backup ISA Firewall contains an answer file that
provides all the answers to the Branch Office Connectivity Wizard. They just need to launch the application and
make a click on the screen. The wizard will establish a VPN connection, link the ISA Firewall to the domain,
restart and connect to the CSS, the array exactly.

Before attaching the box to the branch office, you should install the local CSS and ISA Firewall services on the
branch firewall. This requires you to assign IP addresses to the internal and externa interfaces that will be used
at the branch office. All NICs need to be connected to the hub or switch during installation. Before installing the
ISA Firewall software, you need to assign a valid local address machine and default gateway to be able to install
all Windows Update versions.

After installing the updates, you need to change the |P address information on the ISA Firewall's NICs to match
the numbers that will be used at the branch office.

Follow these steps:

1. Insert the ISA 2006 Firewall installation disk into the branch and wait for the autorun menu. If the autorun
menu does not appear, double-click the | SAAutorun.exe file located in the disk directory. Click on the
Install ISA Server 2006 link .

Click Next on the Welcome to the I nstallation Wizard page for Microsoft | SA Server 2006 .

Select | accept thetermsin thelicense agreement on the License Agreement page. Click Next .

Enter the customer information and product code on the Customer Infor mation page and click Next .

On the Setup Scenarios page, select Install both 1 SA Server services and Configuration Storage
server and click Next .

akrwn



i Microsoft ISA Seryver 2006 - Installation Wizard

Setup Scenarios

Select the scenario that best describes this installation,

" Install ISA Server services
The computer will be an IS4 Server array member running IS4 Server services,

" Install Configuration Storage server

The computer will store the configuration used by 158 Server arrays. ISA Server array
computers will conmect ko this server bo retrieve the configuration.

f*" Install both ISA Server services and Configuration Storage server

The computer will be an 154 Server array member and used to store the enterprise
configuration,

" Install ISA Server Management
The computer will be used to remotely manage the 154 Server enterprise.
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Figure 16

6. Accept the default settings on the Component Selection page and click Next .

it Microsoft ISA Server 2006 - Installation Wizard

Component Selection

The selected Features will be installed.

Click on an icon in the lisk ko vigw or modify how a Feature is installed,

~Feature Description

Controls access and braffic
between nebwarks,

="l ar
=1 ~ | I5A Server Management
(= ~ | Configuration Storage server

This feature requires 36 ME an
vour hard drive, Ithas 1 of 1
subfeatures selected, The
subfeatures require 73 ME on
wour hard drive,

Install bo:

C:\Program FilesiMicrosoft IS8 Server) Change. .. I

Help Space < Back I MExt = I Cancel

Figure 17

7. Onthe Enterprise Installation Options page, select Create a new | SA Server enterprise. We need to
do this because the machine needs to be configured as asingle server asalocal CSS array member before
running the Branch Office Connectivity Wizard to link the machine to the domain and configure using




CSS at the main office. Click Next .

i& Microsoft ISA Server 2006 - Installation Wizard x|

Enterprise Installation Options

fre you creaking & new enterprise or replicating an existing enterprise configuration ko this
Configuration Storage server?

{* Create a new ISA Server enterprise;

LUse this option to create a new IS4 Server enterprise during installation. This
computetr will become a Configuration Storage server that arrays can use,

(" Create a replica of the enterprise configuration

Use this option to copy the enterprise configuration settings stored on a
Configuration Storage server to this computer. This option enhances fault tolerance
by providing a replica of the enterprise configuration. IS4 Server atrays can also
use this Configuration Storage server,
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Figure 18

8. Onthe New Enterprise Warning page, there is some information regarding creating new | SA Firewall
Enterprises. This information does not apply to our current configuration. Click Next .

i Microsoft ISA Server 2006 - Installation Wizard |

MNew Enterprise Warning

This computer will be configured as a new Configuration Storage server.

enterprise in wour arganization. Arraws are only managed through the
enterprise to which they belang. Creating multiple enterprises makes it difficult
to centrally manage all the array computers in wour organization.

2 For the most effective deplovment, we recommend that vou create a single

If an enterprise is already defined on a different Configuration Storage server,
click 'Back’ and select the 'Create a replica of the enterprise configuration’
opkion,

IF this is the First Configuration Storage server in your organization, click 'Mext’
ko continue.
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Figure 19



9. Onthelnternal Network page, click the Add button. In the Addresses dialog box, click Add Adapter .

fix Microsoft ISA Server 2006 - Installation Wiz Xl

Internal Network

Specify the address ranges you want included in the 154 Server Internal
niskwaork,

Click &dd to specify the network address ranges. add

Internal Mebwork Address Ranges (From-To):

| Crea—m x

These are the IF address ranges included in this netwark,

Start Address | End Address | i  Add Adapter. .. |
— Edit, ., i
Q) Far
L Remoye | -
Add Private | ncel I
add Range. . |

Ok I Cancel

Figure 20

10. Inthe Select Networ k Adapter s diaog box, put a checkmark in the checkbox next to the internal
interface of the branch ISA Firewall. The IP addresses that define the default Internet Network at the
branch office will appear in the frame in this Network adapter details dialog box. If the information
given isincorrect, it means that the routing table on the branch ISA Firewall has not been properly
configured. If there are multiple network 1Ds placed after the internal interface of the branch ISA Firewall,
you must configure the routing table for these networks before installing the ISA Firewall. If you haven't
done so, exit the installation program, make the information on the routing table correct and restart the
ISA Firewall Installation Wizard.

In this example | name the NICs to make it easier to identify. Put a checkmark in the checkbox next to the
internal interface and click OK .



Select Metwork Adapters

Figure 21

11. Click OK inthe Addresses dialog box .



|§ Microsoft 1SA Server 2006 - Installation Wiz

Internal Network

Specify the address ranges you want included in the 154 Server Internal
network,

Click Add to specify the network address ranges. add

Internal Metwork &ddress Ranges (From-Toh:

x
These are the IP address ranges included in this netwark,
Start Address | End Address | |;"'""";i'EIEI"HEI'éEEéFZ'Z'ﬁ'""""E|
10.0.1.0 10.0.1.255
- 10.255.255.255 10.255.255.255 Edit, ., |
@ Far
e e Remove | [
Add Private | neel |
Aadd Range. . |
a4 Cancel

Figure 22

12. The addresses that define the default Internet Network now appear on the I nter net Networ k page. Click
Next .



i Microsoft ISA Seryver 2006 - Installation Wizard

Internal Network

Specify the address ranges you want included in the 154 Server Internal
network,

Click Change to edit or add the address ranges. Changs... |

Internal Metwark Address Ranges (From-Tao):

10.0.1.0-10.0,1.255
10,255.255,255-10.255.255.255

Q) For details, see the Installation Guide,
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Figure 23

13. Onthe Firewall Client Connections page, accept the default settings that do not allow unencrypted client

Firewall connectionsto the |SA Firewall and click Next .

i Microsoft ISA Server 2006 - Installation Wizard

Firewall Client Connections

Specify if IS& Server 2006 will accept connections From Firewall clients For which
encryption is not supported

158 Server 2006 encrypts traffic exchanged with Firewall clients over the Firewall client
control channel For computers running Firewall Client 4.0 and later,

154 Server 2006 does not encrypt traffic exchanged with Firewall clients running eatlier
versions of the Firewall Client software, or installed on computers running Windows 98
SE, \indows ME, oF \Windows NT 4.0,

r Allow nan-encrypted Firewall client connections:

For best security practice, we recommend that vou deploy the latest version of the
Firewsall client software,
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Figure 24

14. On the Service Warning page, there are some information informing you of SNMP Service, FTP
Publishing Service, NNTP Service, 1S Admin Service and World Wide Web Publishing Service




which will be stopped during installation. There will not be any servicesinstalled in the ISA Firewall,
except SNMP. If you want to use MIB Firewall objects, you must first have SNMP on the | SA Firewall
device before installing the ISA Firewall software. Click Next .

i Microsoft ISA Seryer 2006 - Installation Wizard I x|

Seryices Warning

During installakion, some services running locallv on this computer may be
restarted o disabled.

Services that will be restarted during installation:

SMMP Service

FTP Publishing Setvice

Metwork Mews Transfer Protocal (RMTE)
115 Admin Service

Wwiorld \Wide Web Publishing Service

Services that will be disabled during installation:

Internet Connection Firewall (ICF) | Inkernet Connection Sharing (1C5)
IP Metwork Address Translation
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Figure 25

15. Click Install to complete the installation process.

i Microsoft ISA Seryver 2006 - Installation Wizard i x|

Ready to Install the Program

The wizard is ready to beqin installation.

Click Install to beqin the installation.

If you want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

< Back I e

Figure 26



16. A progress bar appears showing the current status of the installation and what activities are happening.

i Microsoft ISA Server 2006 - Installation Wizard i =1Elx]

Installing Microsoft ISA Server 2006

The program Features wou selected are being installed.

Please wait while the Installation Wizard installs Microsoft 154 Server 2006 .
This may take several minutes,

Skakus:

Setting the default array DMNS name Faor Firewall Clients. .,
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Figure 27

17. Click the Finish button on the I nstallation Wizard Completed page to finish.

Installation Wizard Completed

soft
Internet Security & The Installation ‘Wizard complebed successfully,

[T Inwvoke ISA Server Management when the wizard closes

Click Finish to exit the wizard,

Figure 28



18. Closethe Internet Explorer window and display the Protect |SA Server Computer page and restart the
branch office ISA Firewall computer.

Until now, the branch ISA Firewall was almost ready to mount the branch office. However, before doing this we
have to create the answer file on the main office CSS computer and create the answer file to the root of the C:
drive on the branch office ISA Firewall. After completing this step, we can attach the box to the branch office.

Summary

In the third part of the series using the Branch Office Connectivity Wizard to create a site to site connection
between the |SA 2006 Firewall VPN virtual gateway ports at the main office and the branch office, we looked at
the installation procedures. The main office ISA Firewall service on the main office ISA Firewall and combine
the ISA Firewall with the main office ISA Firewall array. Then, install the local CSS and I1SA Firewall services
on the branch ISA Firewall. This allows the branch office ISA Firewall to be created at the main office before
attaching it to the branch office. In the next part of this series, we will create a virtual private network connection
at the main office through creating Remote Network. Then create the answer file for the Power User user at the
branch office to create a VPN connection to the main office.

Create a Site-to-site VPN on | SA 2006 (Part 4)

You finished reading the article "Create a Site-to-site VPN on | SA 2006 (Part 3)" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.

© 2019 TipsMake.com


https://tipsmake.com

