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Create a Site-to-site VPN on | SA 2006 (Part 2)

In this second part we will explore the issues with DNS (Domain Name System), the domain name system, a
very important component in creating solutions, installing CSS and creating I1SA ISA arrays. Main room and
branch office.

Create a Site-to-site VPN on | SA 2006 (Part 1)

DNS issues (domain name systems) require solutions such asinstalling CSS, creating | SA Firewall arrays
for the head office and branch offices.

In part one of the series on how to use the Branch Office Connectivity Wizard to create a site to site virtual
private network between the main office and the branch office, we looked at the example network infrastructure
and discussion. Some key concepts in creating site to site virtual private networks.

In this second part we will explore the issues with DNS (Domain Name System), the domain name system, a
very important component in creating solutions, installing CSS and creating 1SA ISA arrays. Main room and
branch office.

Configure the DNS Server to remove dynamic updates and enter Host (A) records for the ISA Firewall
computer and array names.

Before we start the CSS installation process at the main office and the ISA Firewall arrays, the first step is to
configure the DNS Server on the unified network, to reject dynamic updates. We need to do this so that when the
branch office ISA Firewall connects to the main office ISA Firewall, the virtua IP address will not have to
register in DNS instead of the real IP address. This also prevents the headquarters office ISA Firewall from
registering its virtual |P address in the domain name system (DNS).

Thisisavery common problem in connection to site to site VPN operations. For example, suppose you use Web
proxy and Firewall clients on the network at the head office. Those clients are configured to use the ISA Firewall
name, to connect to the ISA Firewall's firewall and Web proxy services. Everything works fine until site-to-site
connections are available. After this connection is established, the virtual IP address of the main office
registration information itself is in the DDNS. When the Web proxy and Firewall clients try to connect to the
office ISA Firewall, they are trying to connect to the virtual 1P address of the main office ISA Firewall (RAS
interface address) and connections from the Web proxy, Broken firewall client.

Another case makes the virtual interface (RAS) IP address issues appear when the branch office ISA Firewall
tries to connect to the main office CSS. When the site to site connection is complete, the branch ISA Firewall
registers its virtua interface (RAS) address in CSS. CSS tries to contact the branch office Firewall, use this
address and a broken connection.
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We can prevent this problem by disconnecting DDNS on the DNS server. You might ask: ‘Do we need to keep
this mode for a long time, or is there another way to configure the demand-dia interface not registered in
DDNS?. Answer ispossible'!

We need to create Host (A) recordsin Active Directory that integrate DNS with the following names:

isa2006se.msfirewall.org (10.0.0.1)
1sa2006br anch.msfirewall.org (10.0.1.1)
main.msfirewall.org (10.0.0.1)
branch.msfirewall.org (10.0.1.1)

PO

We do not need to enter records for the CSS or Domain Controller, because these machines are installed and
registered in DNS using DDNS. We also do not need to worry about them, because IP address information will
not be changed according to the status of the site to site VPN connection.

Before creating Host (A) records, you need to create the reverse search domain for the branch network 1D, In our
current example, this branch network ID is 10.0.1.0/24. Follow these stepsto create areverse search area:

On the Domain Controller, go to Start > Administrative Tools> DNS.

In the DNS management console, expand the server name and click the Rever se L ookup Zones button.
Right-click the Rever se L ookup Zone button, and then click New Zone.

On the Welcometo the New Zone Wizard page, click Next.

On the Zone Type page, select the Primary Zone option and click Next.

agrwbdpE

Mew Zone Wizard N x|

Zone Type
The DMS server supports various bypes of zones and storage.

Select the type of zone you want bo create:

" Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Faulk tolerance,

" Stub zone

Creates a copy of a zone containing only Mame Server (NSY, Start of Authority
(5043, and possibly glue Hosk (4) records. & server containing a skub zone is nak
authoritative For that zone,

¥ Stare the zane in Active Direckory (available anly if DS server is & domain contraller)
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6. On the Active Directory Zone Replication Scope page, select To all DNS servers in the Active
Directory domain msfirewall.org . The reason for choosing this option is because we only have a single



domain in the organization. If you have multiple domains, you can create this reverse lookup zone for all
DNS serversin the forest. Click Next.

New Zone Wizard x|

Active Directory Zone Replication Scope
‘ou can select how wou want DS data replicated throughout your network,

Select how wou want zone data replicated:

" To all DMS servers in the Ackive Directory Forest msfirewall.org

' To all M3 servers in the Active Directory domain msFireveallorg:

" To all domain contrallers in the Active Directary domain msfirewsall.org

Choose this option if the zone should be loaded by MWindows 2000 DMNS servers
running on the domain controllers in the same domain.

| To &llidomain contrallers specitied inithe scope of the follawing application dirsckary

parkition;
=
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7. On the Reverse Lookup Zone Name page , select Network 1D and enter the network 1D for the branch
officein the tex box. In thisexample, ID is 10.0.1.0/24, so we'll enter 10.0.1 and click Next.

New Zone Wizard x|

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DMS names.,

Toidentify the reverse lookup zone, type the network ID or the name of the zone,
% Metwork 10
LU |

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network IDin its normal (nok reversed) order,

IF wou use a zero in the network ID, it will appear in the zone name, For example,
network ID 10 would create zone 10.in-addr.atpa, and network ID 10,0 would create
zone 0.10.in-addr. arpa.

" Reverse lookup zone name!

.01 0in-addr . arpa

For mare inFormation on creating a reverse lookup zane, click Help,
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Figure 3

8. On the Dynamic Update page , select Allow only secure dynamic updates (recommend for Active
Directory) (alow safe dynamic updates only; recommended for Active Directory). We should not use
the option to enable dynamic updates in this domain, so that branch servers can register in DDNS. Just
avoid registering the demand-dial interface in DNS and then check to see if this function works properly.
Click Next .

MNew Zone Wizard s x|

Dynamic Update
‘fou can specify that this DMNS zone accepls secure, nonsecure, or no dynamic
updates,

Dynamic updates enable DMS client computers ko register and dynamically update their
resource records with 3 DS server whenever changes occur,

Select the bype of dynamic updates you want ko allow:

" llow only secure dynamic updates (recommended For Ackive Direckory):
This option-is available anky For Active Directary-integrated zones.

" allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepked from any client.,

& This option is & significant security wulnerability because updates can be
accepted From unkrusted sources.

" Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You musk update
these records manually,
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9. Click Finish on the Completing the New Zone Wizard page.

10. You will seethe new domain in the left pane of the DNS management console .
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Y ou have now created Host (A) records. Use the following procedure to add Host (A) records to DNS:

1
2.

3
4.

On the Domain Controller, click Start , point to Administrative Tools, and press DNS.
In the console DNS management, expand the server name, open the Forward L ookup button . Click on

the Zones msfirewall.or g button.

Host.
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. Right-click the msfirewall.or g button and click the New Host (A) command .
Inthe New Host dialog box , enter the server's name name in the Name (uses parent domain name if
blank) text box (use the parent domain name if empty). In this example we will enter the branch office
ISA Firewall name, isa2006branch . The FQDN will then appear in the Fully qualified domain name
(FQDN) text box (the domain name meets the criteria). Enter the internal 1P address of the branch office
ISA Firewall in the I P address box. In this example, the address will be entered as 10.0.1.1 . Click Add
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Figure 6

5. The New Host dialog box remains open to allow you to enter additional information for Host (A). Enter
the name and | P address information for the entries noted in the list above.

6. After entering all records, click Cancel in the New Host dialog box .

7. Your list will look like the illustration below.
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8. Now we need to put some information into the DNS database. This can be done by restarting the DNS
server. In the DNS console, right-click the server name, point to All Tasks, and click Restart.
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To end DNS configuration, we need to remove dynamic updates (at least temporarily). In the left pane of DNS
console, click on the msfirewall.org entry in the Forward Lookup Zones button. Right-click the
msfirewall.or g button and select Properties.

In the Properties dialog box, click the General tab. On the General tab, select the None option from the
Dynamic updates drop down list. Click OK . No need to restart DNS service. Minimize DNS console.
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& Allowing nonsecure dunamic updates iz a significant security
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Install CSS on a dedicated CSS computer

This is an extremely important step in the process of completing DNS settings. installing CSS on a dedicated
CSS machine. You can install CSS on the DC (Domain Controller), or even on the ISA Firewall array itself, but
the best and safest configuration is to place CSS on a dedicated device, prevent array members and members
Domain Controller.

With the ideal installation program, CSS is located on a dedicated network security segment. There are no other
machines located there and no traffic is allowed to move to the CSS machine coming from another section. ISA
Firewall is aso used to protect CSS before all other machines. However, to be simple and easy to understand, we
will set up a number of things. You can use the basic principles discussed in many DMZ articles on its own
Website, especially how to protect FE Exchange Servers.

Follow these steps to install CSS on a dedicated CSS computer:

1. Insert the ISA 2006 CD into the read drive or burner. If the program menu runs automatically does not
appear, double-click the file | SAAutorun.exe.
2. On the autorun menu, click on the Install | SA Server 2006 link .



3. Click Next onthe Welcome to the I nstallation Wizard page for Microsoft | SA Server 2006.

4. Select the option | accept thetermsin the license agreement and click Next .

5. Enter the custom information on the Customer Information page and click Next .

6. Onthe Setup Scenarios page, select the Install Configuration Storage Server option and click Next .

e

Microsoft ISA Server 2006 - Installation ¥Wizard

Setup Scenarios

Select the scenario that best describes this installation,

" Install ISA Server services
The computer will be an 154 Server array member running IS4 Server services,

The computer will store the configuration used by 158 Server arrays. IS4 Server array
computers will connect ko this server ko retrieve the configuration.

" Install both ISA Server services and Configuration Storage server

The computer will be an IS4 Server array member and used to stare the enterprise
configuration,

" Install ISA Server Management

The computer will be used to remotely manage the 154 Server enterprise,
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7. Click Next on the Component Selection page.

i Microsoft ISA Server 2006 - Installation Wizard x|

Component Selection

The selected Features will be installed.

Click on an icon in the lisk ko vigw or modify how a Feature is installed,

TR -

~Feature Description

Controls access and kraffic
between networks,

IS4 Server Management
Configuration Storage server

This feature requires 21 MB an
vour hard drive, It has 0 of 1
subfeatures selected, The
subfeatures require 0 KE-on wour
hard drive.

Install ko:

Gharge,, , I
Help SOECE < Back I hext = I Cancel I




Figure 11

8. On the Enterprise Installation Options page, select Create a new |SA Server enterprise. This option
allows you to create new businesses. In contrast, the Create a replica of the enterprise configuration
option allows you to create a copy of an existing |SA Firewall, which can be used as a CSS backup in case
the primary CSS fails. In this example, we need to create a new business, containing al the arrays, Click
Next .

ﬂ? Microsaft ISA Server 2006 - Installation \'ﬂz&rd |

Enterprise Installation Options

fre you creaking a new enterprise or replicating an existing enterprise configuration ko this
Configuration Storage server?

{* Create a new ISA Server enterprise;

Lse this option to create a new IS4 Server enterprise during installation. This
computer will become a Configuration Storage server that arrays can use,

{" Create a replica of the enterprise configuration

Lse this option to copy the enterprise configuration settings stored on a
Configuration Storage server to this computer. This option enbances fault tolerance
by providing a replica of the enterprise configuration, IS4 Server arrays can also
use this Configuration Storage server,
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9. On the New Enterprise Warning page, you can see information about the value of using a single
enterprise to manage all arrays. Click Next .



i Microsoft ISA Server 2006 - Installation Wizard x|

New Enterprise Warning

This computer will be configured as a newvs Configuration Storage server,

For the most effective deplovment, we recammend that you create 5 single

& enterptise in wour organization. Atrays are only managed through the
enterprise to which they belong. Creating mulkiple enterprises makes it difficult
to centrally manage all the array computers in wour organization.

If an enterprise is already defined on a different Configuration Storage server,
click 'Back’ and select the 'Create a replica of the enterprise configuration’
opkian,

1f this is the first Configuration Storage server in vour arganization, click Text!
b conkinue,

| Cancel i

< Back

Figure 13

10. On the Create New Enterprise page, enter a name for the new ISA Firewall business in the Enterprise
name box. In this example we will use the name Enterprise . You can include a brief description of the
information for this enterprise ISA Firewall in the Description box . Click Next.

ﬁ?‘ Microsoft ISA Server 2006 - Installation Wizard |

Create New Enterprise

This computer will be configured as a Configuration Storage server For the new

enkerprise,
Eriterprise name: lEnterprise
Description: First IS4 Firewall Enkerprise

< Back

Figure 14



11. Inthe Enterprise Deployment Environment dialog box, you will have to tell the installation wizard that
the Installation Wizard knows if the ISA Firewall and CSS are in the same domain, or whether they are in
aworkgroup. The best ISA Firewalls in the security and configuration areas often have the same domain.
In practice, you often face numerous threats from hackers who take control of network security, without
understanding the ISA Firewall and will force you to deploy a less flexible, less secure workgroup
configuration. In that case you often have to deploy PKI with the appropriate certificate for each machine.

When we deploy a secure configuration, |SA Firewall members and CSS become part of the same domain.
Select the option | am deploying in a singledomain or in thetrust domains domains click Next .

i Microsoft ISA Server 2006 - Installation Wizard |

Enterprise Deployment Environment

fre your 158 Server enterprise computers deploved in a single domain or across krusted
domains?

¢ 1 am deployving in a single domain or in domains with trost relationships:

Select this option if all vour 154 Server computers and Configuration Storage servers are
in the same domain or in domains with trusk relationships,

™ I am deploying in & workgroup or in domains without brust relationships

Select this option if your 154 Server computers and Configuration Storage servers reside in
a workgroup or across domains that do not hawve trust relationships, IF you select this
option, & server certificate must be installed on this computer.

Server certificate; I Browse, i

Cettificate passiword: I

S
I\]_? This setting may be modified after Setup, For details, see the Installation Guide.
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12. Onthe Ready to Install the Program page, click Next .



I .—' Microsoft ISA Server 2006 - Installation Wizard

Figure 16

13. The progress bar will provide you with the status of the installation and which operations are being
performed by the installer at atime.

i':_-l Microsoft ISA Server 2006 - Installation Wizard

Figure 17



14. On the Completed Installation Wizard page, put a checkmark in the Invoke I SA Server Management
box when thewizard closes . Click Finish.

B Microsoft Internet Security and Acceleration Server 2006 ﬂ

Installation Wizard Completed

i frr
"ﬁéi-‘hetsecuri & The Installation Wizard completed successFully,

Acceleration Server 2006

[+ Invoke IS4 Server Management when the wizard closes!

Click Finish bo exit the wizard,

Figure 18

Create arrays and configuration of Enter prise Management Station

Now we have created arrays for the main office and branch office. An array is a collection of ISA Firewalls that
act asasingle local firewall with the same policy and configuration. An ISA Firewall array can have from 1 to
32 servers. At least one interface on each 1SA Firewall array member must be on the same network 1D, when all
other I1SA Firewall array members are in the same ISA Firewall array and this interface is used for array interna
communications. This means that you cannot extend these networks to WAN links or site to site VPN, since all
interfaces in the remote office will be on adifferent network 1D than the headquarters.

In the example used in this series, we have two arrays. one for the main office named Main and one for the
branch named Branch . We can create multiple main office arrays and multiple branch arrays, each of which can
consist of 32 members. In fact, branch office arrays mainly consist of single array members, while the head
office and large branches will have array members from 2 to 32 servers.

One of the best enhancements to using multi-array members is the CARP and NLB load balancing mechanisms.
They allow you to effectively increase throughput with the total number of members in each array according to
the link speed time.

For example, in a status packet inspection program, a standard configuration ISA Firewall can have typical
traffic at approximately 1.5Gbps. If the head office array has 5 members, the array throughput is 7.5Gbps. Y ou
try to check the price of the 'hardware' firewall with 7.5Gbps throughput and compare it with the cost of the 5-



member array on the computer hard drive storage.

The saving price difference will make you impressed, along with the ability to have parts, replacement parts only
at the price of promotional goods.

Returning to the ISA Firewall console, after clicking the Finish button on the last page of the installation

program, the ISA Firewall console will also open, along with Web page security. Follow these steps to add CSS
to the Enter prise Remote M anagement station:

1. Read the Web page Protect the | SA Server Computer and close it after reading it.

2. Inthe ISA Firewall console, expand the Enter prise node, and then expand the Enter prise Policies node.
Click on Default Palicy.

i_:] Microsoft Internet Security and Accele
=E F.T;I Enterprlse
' IZI t J Enterprlse Policies
_ i j CeFaulk Policy
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iolE Enterprise &dd-ins
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3. Click on the Toolbox tab in the Task Pane. Click on the Network Objects header . Click the Computer
Sets folder and double-click the Enter prise Remote M anagement entry.
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4. In the Enterprise Remote Management Computers Properties dialog box, click the Add button and
click on the Computer entry point .



Enterprise Remote Managemenkt Computers:

General |

,..:"ﬂ Mame:

Enterprise Remote Management Computers

Computers, address ranges and subnets included in this computer

sek:
Mame | IP Addresses
d Edit... Delete
Compuker
Descriptioy  Adress Range computer set of Computers allowed
{optional):  Subnet manage all IS4 Server computers

|in Ehe enterprise,

SCope: Enterprise

2K Zancel apply
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5. Inthe New Computer Rule Element dialog box, enter a name for the CSS machine, which aso acts as a
remote enterprise management station. We will name this computer CSS and enter the name in the Name
box. In the Computer IP Address box, enter the IP address for the CSS machine. In our example, this
address is 10.0.0.3 . Write the description information summarized in the Description (optional) box, but

not required. Click OK inthe New Computer Rule Element dialog box .
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New Computer Rule Element 2 x|
B Barne:
ﬁ' | css
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Description (optional):

255 and Management Skation

Cancel |

Description Predefined camputer set of Computers allowed
{optianal): ko remotely manage all ISA Server computers
in the enterprise.

SCope: Enterprise
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6. Click OK inthe Enterprise Remote M anagement Computers Properties dialog box.

7. Click Apply to record the changes and update the firewall policy. Click OK in the Apply New
Configuration dialog box.

Now we need to create the array. There are two types of arrays. one for the main office and one for the branch
office. Both arrays are managed in the same ISA Firewall enterprise and can be managed with centralized
enterprise policies. Follow these steps to create the Main array:

1. In the left pane of the ISA Firewall console, right-click the Arrays button. Click the New Array
command.
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2. In the Welcome to the New Array Wizard dialog box, enter a name for the array in the Array name
box. For our example, the array nameis Main . Click Next.

)
Welcome to the New Array
Micrasoft Wizard

Internet Security &

Acceleration Server 2006
This wizard helps pou create a new array and set array
policy settings.

IMaln

To continue, click Mext.

= Back

Cancel |




Figure 24

3. In the Array DNS Name box, enter the FQDN to identify the array name. This will be useful for you
when using NLB or CARP client site to load balance. In this example, well name the
main.msfirewall.org name to handle the IP address for the internal interface of the main office ISA
Firewall. If using NLB, this name will handle an internal VIP. With the CARP client side, we will have
multiple Multi Host (A) records and use DNS Round Robin to distribute for initial connections that
receive array table information. Click Next to continue.

MNew Array Wizard n X

Array DHS Name
Type the Domain Mame System [DNS) name of the amay.

Type the DMS name uzed by Firewall clientz and 'Web clientz when connecting to thiz 154
Server array.

Array's DMS name; main. mzfirewall. org

Cancel |
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4. On the Assign Enterprise Policy page, select the default Default Policy option . We will then examine
the enterprise policies that apply to the entire array managed by the same ISA Firewall enterprise. Click
Next .



New Array Wizard ) x|

Aszsign Enterprise Policy
Specify which enterprise policy to apply ta thiz array.

Apply thiz enterprise policy to the new amay:

Diefault Policy

Hate that the "Default Policy"! includes the built-in *'Deny Al enterprize ule
only. Bulez for thiz policy should be defined in the Armray Firewall Policy.
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5. Onthe Array Policy Rule Types page, you can use some centralized control over the rules configured by
the administrator. 'Enable’ Deny 'Access Rules default settings ," Allow 'Access Rules and Publishing
rules (Deny and Allow) . Click Next .

Mew Array Wizard i x|

Array Policy Rule Types

Usze thiz page to zpecify the types of array firewall policy rules that can be created
for thiz array.

Select the tupes of arrayp firewall policy rules that can be created for this array:

“Deny'* access rules

W UAllow” access ules

¥ Publishing rules [Deny and Allow)

< Back I Mext » I Cancel
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6. Click the Finish button on the Completing the New Array Wizard page.

x
Completing the New Array
Micrasoft : Wizard
Internet Security &
Acceleration Se 2006 vou have succeszsfully completed the Mew Array Wizard,
The new array will have the following configuration:
Marne: -
b ain
Arrap DNS name:
i main. mefirewall.arg
Enterprize policy:
Default Policy
Allowed rule tupes:
B | o
To close thiz wizard, click Finigh.
< Back I Finizh I Cancel
Figure 28
7. The Create a new array progress bar appears when the array is created.
e oy wizard zl
5 Completing the New Array
Megosofe S Wizard
nternet
Acmlm‘am;ms rou have successfully completed the New dray Wizard.

The new aray will have the following configuration;

il Creake New Array

Creating the new array. .

u!

[ |

To cloze this wizard, click Finish.

< Back Finizh

Cancel
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8. Click OK after The new array was successfully created appears.

x
. Completing the New Array
Microsoft Wizard

Internet Security &
Acceleration Se 2006 You have successfully completed the Mews Array Wizard.
The new array will have the following configuration;

Create New Array

The new aray was succezsfully created. oK |

(11}

To cloze thiz wizard, click Finizh.

< Back Firugh Cancel

Figure 30

9. Click Apply to record the changes and update the firewall policy. Click OK in the Apply New
Configuration dialog box.

Now create the branch office array:

1. Right-click the Arrays button and select New Array .



o) Microsaft Internet Security and Accele
EI EI Enl:erprlse

Refresh

Mew Array. ..

Help

Figure 31

2. Enter Branch in the Array name box. Click Next .

x
Welcome to the New Array
Microsoft Wizard

Thiz wizard helps pou create a new array and zet array
policy settings.

To continue, click Mest.

% Back

Cancel |




Figure 32

3. Enter branch.msfirewall.org in the Array's DNS name box . This option will handle the internal P
address on the branch ISA Firewall. Click Next .

MNew Array Wizard x|

Array DNS Name
Type the Domain Hame System [DM5) name of the aray.

Type the DMS name used by Firewall clients and ‘Web clients when connecting to this |54
Server arrat.

Aray's OMS name: branch. msfirewall. org

< Back

Cancel |

Figure 33

4. Agree on the Default Policy on the Assign Enterprise Policy page and click Next .



Figure3* 4

New Array Wizard

Aszsign Enterprise Policy
Specify which enterprise policy to apply ta thiz array.

Apply thiz enterprise policy to the new amay:

Diefault Policy

Hate that the "Default Policy"! includes the built-in *'Deny Al enterprize ule
only. Bulez for thiz policy should be defined in the Armray Firewall Policy.

< Back I Mest > I Cancel

5. Accept the default settings on the Array Policy Rule Types page and click Next .

Figure 35

MNew Array Wizard

Array Policy Rule Types

Usze thiz page to zpecify the types of array firewall policy rules that can be created
for thiz array.

Select the types of aray fireweall policy iles that can be created for this araw

v dllow access rules

v Publishing rles (D eny and &llow)

< Back I Mest > I Cancel

6. Click Finish on the Completing the New Array Wizard page.




New Array Wizard I X

Completing the New Array

Microssic Wizard
Internet Securi
Acceleration Se You have successfully completed the New Aray \Wizard.
The new array will have the following configuration:
Marne: -
Branch

Array DNS name:

i branch. msfirewall ong
Enterprise policy:
Default Policy
Allowed rule types;

w
| | »

To cloge this wizard, click Finish.

< Back I Finigh I Cancel

Figure 36

7. The status bar displays the process of creating new arrays.

e B
Completing the New Array
Microsoft Wizard

lnten‘tetSeu._n‘itKgr
Acceleration Se 2006  “v'ou have successfully completed the Mew drray Wizard.

The nzw aray will have the following configuration:

i Create New Array

Creating the new array... ok |
]

(11}

To cloge this wizard, click Finish.

¢ Back Finizh Cancel

Figure 37

8. Click OK when you see the text The new array was successfully created .



3 Completing the New Array

Micrasofr Wizard

Internet Security &

Acceleration Server2006  vou have successfully completed the MNew Smray Wizard.
The new array will have the fallowing configuration:

The new aray was succezsfully created. oK. |
ERRERERENER

To cloge thig wizard, click Finizh,

< Back Firish Cancel

Figure 38

9. Click Apply to record the changes and update the firewall policy. Click OK in the Apply New
Configuration dialog box.

There is one last thing to do before the end. Click on the link in the top middle frame, regarding the user
experience enhancement program. This link will open Customer Feedback (customer feedback). You should
join this program, because it will help the ISA Firewall production team understand how you use the 1SA
Firewall and how to respond faster to the problems you encounter when using the ISA Firewall. You do not
encounter any security problems when you send Microsoft information related to using the ISA Firewall. The
product will become more secure and flexible with user comments.



Il Customer Feedback _ |

e imvite you ko join our Customer Experience Improvement Program to help improve the quality,
reliability and performance of Microsoft saftware and services,

If wou accept, we'll collect anomymous information about your hardware configuration and how you
use our software and services, to identify trends and usage patkerns, whe will not colleck vour name,
address, ot any ather personally identifiable information,

If wou accepk, the 154 Server policy on all arravs will be modified to enable Web Procy client access
on the Local Host netwark,

You can change wour participation choice after this dialog box closes, To change yvour choice,
right-click on Enterprise or on any arraw name, and then click Properties, then on the Customer
Feedback tab, select wour choice,

Learn more about the Customer Experience Improvement Program

0 ?;Les, I am willing ko participate anonymously in the Customer Expetience Irnprovernent Pragram
frecommended).
Information will be collected from all the arrays in this enkerprise.

{~ Mo, I dont wish to participate.

oK I Cancel

Figure 39

Conclude

In this article on how to create a site to site VPN using this Branch Office Connect Wizard, we have configured
the server to manage the DNS server domain system with Host (A) records supported. After that, we continue to
install CSS on a dedicated machine and configure arrays for headquarters and branches on CSS. In the next
article we will continue to use the Branch Office Connectivity Wizard to create the answer file, then use this
answer file to create the site to site VPN connection and link the branch office ISA Firewall to the domain and
CSSin the column. Head office.

Createa Site-to-site VPN on | SA 2006 (Part 3)

Y ou finished reading the article "Create a Site-to-site VPN on | SA 2006 (Part 2)" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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