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Configure Web Services URL of Exchange Server
2007

Exchange Server 2007 has a new feature called AutoDiscover, which provides Outlook 2007 with configuration
information. These configuration information are sent as XML files and include all the information needed to
create profiles automatically like the URL s used by Outlook 2007.

Exchange Server 2007 has a new feature called AutoDiscover, which provides Outlook 2007 with
configuration information. These configuration information are sent as XML files and include all the
information needed to create profiles automatically as the URLs used by Outlook 2007. The following
services can be set up. via AutoDiscover service:

1. Offline Address Book (OAB)
2. Unified Messaging

3. Out of Office (OOF)

4. Availability Services

Within Exchange Server 2007, the post-installation work uses an automatic assignment certificate to occur
during the installation of Exchange Server 2007. The built-in certificate contains two names. the NetBIOS name
of Exchange Server as cashubl and a second name uses the FQDN (Full Qualified Domain Name) like
cashubl.apatricio.local . The built-in certificate can be viewed using the Certificate snap-in of the local
computer, as shown in Figure 1, or using the Get-ExchangeCertificate cmdlet.
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Figure 1: The built-in certificate created by the Exchange Server 2007 installation process.

In this scenario we will alow internal workstations to be configured by the AutoDiscover service. The internal
clients will receive a certificate error message when they access the OWA address, as shown in Figure 2.
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Figure 2: The certificate does not have the Certification Authority (CA) certificate trusted only on the client
computer because it is self-assigned

OK, we can avoid this by using a certificate by a CA trusted by all other machines. This certificate can be used
by an interna or external CA. Create a request using the internal CA, use the certificate name
mail.apatricio.local and we will create a DNS entry for mail using the CAS IP address.

Now we can use https: //mail.apatricio.local in any workstation and we will not encounter any certificate errors
here.

Configure Outlook URL

After installing our certificate, all Outlook 2007 clients will receive the following error message the next time
they open Outlook, as shown in Figure 3.
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Figure 3: Error warning when we change the certificate on the Client Access Server

What is happening? Exchange Server 2007 works after installing with a self-signed certificate, when we change
the AutoDiscover certificate at the same time when we start to experience this error. Outlook 2007 has a built-in
tool that allows us to validate the current URLs we are using. Thistool is called Test E-mail Autoconfiguration.
We can access it by opening the Outlook 2007 client, holding down the Citrl key and right-clicking on the
Outlook icon.

In this tool, you can deselect Use Guessmart, Secure Guessmart Authentication and click Test. After that, we
will get al the current URLs set up for Outlook 2007 clients. As you can see in Figure 4, our clients have
received the initial configuration pointing them to. Name FQDN of CAS server using HTTPS. But we have
deployed the certificate using the name mail.apatricio.local.



Test £ -mail AutoConfiguration

E-mal Address | Anderson.Patriciofbapatricio.local

Password

[#luse AutoDiscover [ 1Use Guessmart  [[] Secure Guessmart Authentication Test J

Resuls | Log ML

Motnl‘o‘lgl.lra{lm s started, this may take up Lo a mnute
Autocondigur stion found the Following settings:

Protocol: Exchange RPC

Server: SRV-MAILBOX. apatricio.local

Login Mame: Anderson. Pakricio

Avadablity Service URL: hitps: [fsrv-cashub . apstricio Jocal/E'WSExchange. asmo

OOF URL: hittps: [ fsrv-cashubl , apatricio. loc slffwS (Exchange. asmo:

Urdfied Message Service URL: https:) farv-cashubl  apatricio. Jocal lUnfiedMessagngService. asmx
Auth Package: Unspecified

Figure 4: Default configuration of Web Services URLs on Outlook 2007

Then change our URL s to the correct address.

AutoDiscover

The interna clients belonging to the domain will use the SCP (Service Connection Point) object to acquire Web
Services URL information. We can manage the Autodiscover URL through a pair of cmdlets. To set up this

problem, you use the following procedure (the whole process is shown in Figure 6).

1. Check the current configuration
Get-ClientAccessServer | Select Name, * Internal * | fl

2. Define the new URL
Set-ClientAccessServer — dentity -AutoDiscover Servicel nternal Uri:

3. Execute step 1 again to validate the changes

| Select Name, =Internal= | f1

HUE
wibl .apateicio. local/Rutodiscov
*xn

hli —fut

todisce

w. =Internal= |

picelnternallri : ail.apatricio.local/Autodiscover-Auto




Figure 5: Set up AutoDiscover URL to use the correct address
OAB

OAB URLSs can be set up using Exchange Management Console or Exchange Management Shell. To configure
using the Exchange Management Console, you must follow these steps:

1. Open the Exchange Management Console..

2. Expand Server Configuration section.

3. Click Client Access .

4. Select Client Access Server

5. Click the Offline Address Book Distribution tab, and click Virtual Directory below.

6. In the Actions Toolbox, click Properties, and then click the URL s tab (as shown in Figure 6).
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Figure 6: Changing the URL value for the OAB virtual directory



This setting is on the server; If you have multiple CAS servers, you must configure them for other servers as
well.

We can also use Get-OABVirtual Directory and Set-OABVirtual Directory to list and set up OAB URLSs as shown
inFigure 7.
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Figure 7: Virtual OAB directory

Web Servicesisresponsible for the Availability Services and OOF URLSs in the Outlook 2007 configuration. We
can set them up through the Web Services Virtual Directory; The following procedure can be used to perform
thistask (the entire processis shown in Figure 8):

1. List the current values ??for internal and external URLS
Get-WebServicesVirtualDirectory | Ch?n tén, * url * | fl

2. Configuretheinternal URL to use the new address
Set-WebServicesVirtual Directory -l dentity ** —I nternalUrl: https: //url.domain.local/EWS/Exchange.asmx

3. List the configuration of Web Services Virtual Directory and check the new values

& Machine: srv-cashubl | Scope: apatriciodocal ]

Figure 8: Set properties of Internal URL within Web Services Virtual Directory
Unified M essaging (Unified messaging)

Now when setting up the Unified Messaging Service URL, we can do that by using the following procedure (the
whole processis shown in Figure 9):



1. List the values ?20f UM Virtual Directory.
Get-UMVirutalDirectory | Select Name, * url * | fl

2. Configure the internal URL attribute of UM Virtual Directory (on the server).
Set-UMVirtual Directory —l dentity: '* - Internal URL :

Figure 9: Setting up UM Virtual Directory Internal URL
Validate changes

We worked on URLs in Outlook 2007, now able to test the results through the Test E-mail feature
AutoConfiguration, as shown in Figure 11.

Test E-mail AuteConfiguration

E-mald Address | Anderson. Patricio@apatricio local

Fassword

— —_ T T —
[#]use Autobiscover  [lise Guessmart [ ] Secure Guessmart Authentication | Test J

Results | | og MMIL

Autoconfiguration has started, this may take up bo & minute
Autoconfiguration found the following settings:

Protocol: Exchangs RPC

Server: SRV-MAILBOX, apatrick. local

Liowgin MNare: Anderson. Patricio

Avallabiity Service URL: hitps:fimal. apstricio, bocal fEWS Exchange, asmm

OOF URL: hitps: /fmal, apatricis, local JEWS/E xchangs. asmax

QAB URL: hitps:/fmal. apatricio. local[0AB] Jede0bba-0565-1348-2F 72-0038b31 F115¢]
Unified Message Service URL: hétps:/fmal. apatrico.Jocal funfiedMessagng/Service. ssmix
Auth Package: Urspecified

Figure 10: New Web Services URLS

Just make sure that our clients are using Web Services, go to an Outlook 2007 client, click Tools / Send /
Receive / Download Address Book , and click OK in the new window. Now check the 1S log files, you will see



the connection created by Outlook 2007 to retrieve the OAB through web services, as shown in Figure 11.

A1T1.50 microsofrsol
171, 50 Microsofteof
A ander son, Patricio
1 - 4k

B
B/3edesbba 05654 348-a1
e 0bbe 0TG5 -4 348-aT
By pd eGbby ~0% 65 4 168 -af
a3 e e lhba 0560 —4 345-aT
SOAD,T Bl EGbba - 0161 -4 1a8-af 1 $ 1f 34 BF2 i
t i 15¢/a551ader -37 Ih-4BF2 fas

5 3 .

)81 30 wi 0 4 =036=4548- 3531 3 =3 iD=4BF2 Ta6

& - 208 id iTvCl 1 i 1T G Fop, S ed efibba ~03 63 =4 Jal-a T T2 - r 2fad
v

il 1 v

Figure 11: The process of downloading OAB by an Outlook 2007 client

Configure Outlook Anywhere of the URL for clients

Here, we have set the Internal URLSs for Outlook 2007 clients; Now we will configure Outlook 2007 URLSs for
Outlook Anywhere clients.

When you enable the Outlook Anywhere feature on the CAS Server (Figure 12), you can define External host
name and authentication method , both of which are provided through AutoDiscover services.
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Figure 12: Enable OutlookAnywhere on CAS Server



Now we can re-check the tool in Outlook 2007 client and we will see new configurations called Exchange HTTP
, configurations designed for Outlook Anywhere clients. By default, the values ??are the same as the Exchange
RPC section, see Figure 13.

Test E-mail AutoConfiguration

E-mad Address

oaFhanatrici

Password

[Fuse AukcDiscover [ Use Guessmart || Secure Guessmart Authentication Test J

Results | |og WML

Autoconfigurstion has started, this may take Up bo & minute -
Autoconfiguration Found the Followang setitings:

Display Mame: Anderson Patrico

Protocol: Exchange RPC

Server: SRY-MAILBOX. apatricio.local

Login Name: Anderson.Patricio

Syallabiity Servioe URL: https:fimal. apatrico locslfEWS/Exchange, asmx

GOF URL: hitps: [fmad. spatricio. locsl [EWSExchanges. asmo

OABURL: hetps:/fmal. apatricio. local[OAB[ Je4e0bba-0565-4348-8F 72-0038b31 F115¢/
Unified Message Service URL: https:/fmal. apatrico local fUnifiedMessagngiService, ssmx
Aigth Package: Unspecified

Protocol: Exchange HITP
Server: mal. apatricio.local

Login Narme: Anderson, Patricio

S5L: Yes

Mutual Authenkication: Yes

Bvvallabiity Service URL: hitps:fimal. spatricio Jocal/EWS/Exchange. asmo

OOCF URL! hbtps: [fmal. spatricks. loc sl WS/ Exchange. asm

OAB URL | hetps:/fmall, spatricio, local OAB/ 3e4e9bba-0565-4348-oF 72-0038031F1 15¢
Urifisd Message Service URL: hitps:/fmsl. spatricn. Jocal fUndfiedMessagnglService. aamix
Aigh Package: Basic

Certificate Prncipal Name: mestd:mail. apatricio local g

Figure 13: New configuration set used by the Outlook anywhere clients

At this point, our task is to change these values ??to be accessible for the Outlook anywhere clients (usually
externa clients). How can you change these values? It's very easy! We use the same cmdlets as used for the
Exchange RPC section, but the- Internal URL parameter will change to -External URL .

Summary of the cmdlets used to configure Outlook 2007 Web Services

We have seen how to configure Exchange Server 2007 Virtua Directories using Internal URLs and External
URLs. We will have to go through this process when we have a CAS NLB (Network Load Balancing), or define
anew URL for internal or external use.

The following table summarizes the cmdlets used to define Web Services URLS, necessary permissions and
internal / external parameters.

Item Cmdlet Internal Parameter External Parameter Permission Required OAB Set-OabVirtual Directory
InternalURL External URL Exchange Server Administrator role and local Administrators group for the Web
Services/ OOF Set-WebServicesVirtual Directory - Unified M essaging Set-UMVirtual Directory

Conclude

In this article, we saw how to configure the Web Services URL to be used by Outlook 2007. This is important
during Exchange Server deployment because it is used by all running clients. Outlook 2007.



Y ou finished reading the article "Configure Web Services URL of Exchange Server 2007" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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